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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country

|Target Address |[Site

|Signature

|Device Action |Count |

81. 218. 241. 25 | srael 147.237.72. 166 aka.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 414
92. 253. 19. 104 Jor dan 147.237.77. 216 dover.idf.il B ock_Udp Al _Nets drop 323
207.232. 36. 181 | srael 147.237.72. 166 aka.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 158
82. 145, 218. 138 Eur ope 147.237.77. 216 dover.idf.il B ock Ip Véb In drop 5
80. 74. 96. 29 | srael 147.237.76. 42 refuah.idf.il B ock Udp Al Nets drop 3
81. 218. 65. 210 | srael 147.237.77. 216 dover.idf.il B ock Up Al _Nets drop 3
92. 253. 19. 104 Jor dan 147.237.77. 216 dover.idf.il JLIMPurple Gon Linmit Htp drop 3
92. 253. 19. 104 Jor dan 147.237.77. 216 dover.idf.il JLM Under _Attack_Con_Htp drop 2
89.248.174. 4 Net her | ands 147.237.72. 14 dover.idf.il (ol d) Bock Np Al Net drop 1
89.248.174. 4 Net her | ands 147.237. 76. 148 ggcenter.aka.idf.il |Block Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address ‘Sgnature Devi ce Action |Count
81.218. 135. 170 I srael 147.237.0. 34 ti kshuv.idf.il |Cl1000138: HITP. prefix 1.01 in the URL B ock 8
46.120. 193. 246 I srael 147.237.0. 34 tikshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 4
217.194. 207. 34 | srael 147.237.0. 34 tikshuv.idf.il [Cl000138: HITP. prefix 1.01 in the LR Bl ock 4
151. 80. 31. 151 Italy 147.237. 76. 86 navy.idf.il C1000146: HITP.  AnrefBot craw er B ock 3
5. 29. 20. 250 I srael 147.237.0. 34 tikshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 2
79.181.194. 73 | srael 147.237.0. 34 tikshuv.idf.il [Cl000138: HITP. prefix 1.01 in the LR Bl ock 2
151. 80. 31. 150 Italy 147.237. 76. 86 navy.idf.il C1000146: HITP.  AnrefBot craw er B ock 2
2.54. 33. 202 I srael 147.237.0. 34 tikshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 1
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP:. User Agent Sogou-+web+spi der B ock 1
151. 80. 31. 152 Italy 147.237. 76. 86 navy.idf.il C1000146: HITP.  AnrefBot craw er B ock 1
106. 38. 241. 106 Chi na 147.237.77.216 |dover.idf.il CL000071: HTTP: User Agent Sogou+web+spi der B ock 1
151. 80. 31. 153 Italy 147.237.76. 86 navy.idf.il Cl000146: HITP. AnrefBot craw er Bl ock 1
66. 249. 66. 184 I srael 147.237.0. 34 ti kshuv.idf.il |Cl1000138: HITP. prefix 1.01 in the URL B ock 1
106. 120.173.159  |China 147.237.77.233 |atal .idf.il Cl000071: HTTP. User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

At acker

Attacker Address |Target Address count ry Signature

209. 126. 116. 147|147.237.0.17 |lhited Sates |mny-kosher-kravi.idf.il |ET SCAN NMVAP -sS w ndow 1024 2
79.176. 9. 30 147.237.77. 216 |I srael dover . idf.il portscan: TCP O stributed Portscan 1
50. 252. 96. 37 147.237.77.179|Wnited Sates |e nazi.idf.il ET SCAN NVAP -sS w ndow 4096 1
188.113.209. 16 |147.237. 77. 216 |Uzbeki stan  |dover.idf.il portscan: TCP O stributed Portscan 1
46.117.144.55 [147.237.72. 166 |l srael aka.idf.il portscan: TCP O stributed Portscan 1
149. 88.70. 7 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
17.78. 81. 100 147.237.77.216|Wnited Sates |dover.idf.il portscan: TCP O stributed Portscan 1
109. 67. 37. 57 147.237.77. 216 |I srael dover . idf.il portscan: TCP O stributed Portscan 1
92.253.19.104  |147.237.77. 216 |Jordan dover.idf.il portscan: TCP O stributed Portscan 1
84.108. 105. 196 |[147.237.72. 166 |l srael aka.idf.il portscan: TCP O stributed Portscan 1
82. 166. 247. 2 147.237.77. 216 |I srael dover . idf.il portscan: TCP O stributed Portscan 1
81.218.64.235 |[147.237.77.216 |l srael dover.idf.il portscan: TCP O stributed Portscan 1
218. 246. 0. 97 147.237.76.86 |China navy.idf.il ET SCAN NVAP -sS w ndow 1024 1
62.128.41.133 [147.237.77. 216 |l srael dover . idf.il portscan: TCP O stributed Portscan 1
207.232.40.93 |147.237.77. 216l srael dover.idf.il portscan: TCP O stributed Portscan 1
46.120. 115. 156 [147. 237.72. 166 || srael aka.idf.il portscan: TCP O stributed Portscan 1
179.32.127.45 [147.237.0.17 |Col onbi a m ny- kosher-kravi . i df.il ET SCAN Behavi oral Lhusual ly fast inbound Tel net Connections, 1

Potential Scan or Brute Force

37.26.149.155 |[147.237.72. 166 |l srael aka.idf.il portscan: TCP O stributed Portscan 1
149. 78. 245. 235 |147.237. 77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
5. 29. 20. 250 147.237.77. 216 |I srael dover.idf il portscan: TCP O stributed Portscan 1
95.86.103. 208  [147. 237. 77. 216 || srael dover.idf.il portscan: TCP O stributed Portscan 1
84.228.185.42 |147.237.77.216 |l srael dover.idf.il portscan: TCP O stributed Portscan 1
84.94.197.215 |147.237.72. 166 |l srael aka.idf.il portscan: TCP O stributed Portscan 1
82. 81. 36. 233 147.237. 72. 166 |I srael aka.idf.il portscan: TCP O stributed Portscan 1
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|Top Attackers In FW |

A tacker

Attacker Address Target Address |Jte

Signature

Country
79.176. 186. 245 || srael 147.237.76.42 |refuah.idf.il  |Bad TCP sequence SWretransmt wth different monitor (39
w ndow scal e

Sreaning Engine: TGP Invalid i i SSi

176.12.135.7  |israel 147. 237. 76. 200 |ei tan. aka. i df . i | 9 =g nval i d segnent retransmssi on. drop 27
Ret r ansmi ssi on Packet dr opped.

81.218.241.25 |Israel 147.237.72. 166 |aka. i df i dr op First packet isn't SWN drop 24
Sreaning BEngine: TP Invalid i i ssi

176.13.7. 43 I srael 147.237.77. 243 |nobi 1 e.i o i 9 =9 nval i d segnent retransmssi on. drop 21
Ret r ansm ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i ssi

2.54.37.11 I sr ael 147.237.77. 243 |nobi l . i df . i g =g nvalid segnent retransmssion. drop 18
Ret ransm ssi on Packet dr opped.
Sreaning BEngine: TGP Invalid i i ssi

176.13.17.129  |Israel 147. 237.76. 200 |6 tan. aka.i of . i 9 =9 nval i d segnent retransmssi on. drop 12
Ret r ansm ssi on Packet dr opped.

46. 19. 85. 12 | srael 147.237.76.42 |refuah.idf.il drop First packet isn't SN drop 12
Sreaning BEngine: TGP Invalid i i ssi

84.229.40.74  |israel 147. 237. 72. 167 |i shuri maka. i of . i 9 =g Inval i d segnent retransmssi on. drop 12
Ret r ansm ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i sSi

176.13.14.24  |Israel 147. 237.77. 243 |robile. i of .| 9 =9 Invalid segent retransmssion. drop 12
Ret r ansm ssi on Packet dropped.

2.52.153.2 | srael 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 9
Sreaning Engine: TGP Invalid i i SSi

2.54.57.233 I srael 147.237. 77. 243 |robi 1 e. i of . i 9 =g nval i d segnent retransmssi on. drop 9
Ret r ansmi ssi on Packet dr opped.

46.19. 85. 12 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 9

62.0.244. 129 | srael 147.237.72. 166 |aka.idf .il drop Frst packet isn't SYN drop 8

46. 19. 85. 151 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 8

194. 169. 217. 122|Ger many 147.237.77. 176 |nat pash. i df . i drop First packet isn't SN drop 8

46. 19. 85. 38 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid AGK nunber noni t or 8

46. 19. 85. 38 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d ACK nunber alert 7

46.19. 85. 74 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Invalid AGK nunber noni t or 6

46.19. 85. 151 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid AGK nunber aert 6
Sreaning Engine: TAP Invalid i i sSi

2.52.24.0 I'sr ael 147. 237.77. 243 |nobi le.i df . i1 9 =9 Invalid segent retransmssion. drop 6
Ret r ansm ssi on Packet dropped.
Sreaning BEngine: TGP Invalid i i ssi

2.54.171. 36 I'srael 147. 237. 77. 243 |nubi 1 e. i of . i1 9 =9 Inval i d segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dr opped.
Sreaning Engine: TAP Invalid i i sSi

79.182.171.80 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =9 Invalid segent retransmssion. drop 6
Ret r ansm ssi on Packet dropped.
Sreaning BEngine: TCP Invalid i i ssi

46. 19. 86. 225 | srael 147.237. 72. 167 |i shuri maka. i df . i g .g Inval i d segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dr opped.
Sreaning Engine: TAP Invalid i i sSi

207.232.27.5  |israel 147. 237. 72. 166 |aka. i of . i | 9 =9 Invalid segrent retransmssion. drop 6
Ret ransm ssi on Packet dropped.
Sreaning BEngine: TP Invalid i i ssi

109. 253. 202. 196 I sr ael 147. 237. 72. 166 |aka. i f . i1 9 =9 Inval i d segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dr opped.

78.52.35.108  |Ger many 147. 237. 77. 216 |dover. i df .1 Bad TCP sequence SINRACK retransmt with different | oo g

W ndow scal e

66.102. 9. 115 Lhited Sates [147.237.76.202|e.halag.idf.il |Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf orcenent |drop 6

79.181. 2. 62 | srael 147.237.76.86 |navy.idf.il drop First packet isn't SYN drop 6
Sreaning Engine: TAP Invalid i i ssi

46.19.86.166  |Israel 147. 237. 72. 166 |aka. i df . i g =g nvalid segnent retransmssion. drop 6
Ret ransm ssi on Packet dr opped.

. o SYNretransnmit wth different .

119. 139. 137. 193|Chi na 147.237.77. 216 |dover.idf il Bad TCP sequence vi ndow scal noni t or 6

46. 19. 85. 225 I srael 147.237.77. 234 |halag.idf .il Bad TCP sequence Invalid ACK nunber alert 4

212.143. 166. 108|l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 4

46. 19. 85. 225 I srael 147.237.77. 234 |hal ag.idf. il Bad TCP sequence I'nval i d ACK nunber noni t or 4

46. 19. 85. 96 | srael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 4

46.19. 85. 211 I srael 147.237.72. 166 |aka. i df i drop First packet isn't SWN drop 4
Sreaning Engine: TCP Invalid i i SSi

212.179.28.34 |Israel 147. 237. 76. 200 |ei tan. aka. i df . i | 9 =g nval i d segnent retransmssi on. drop 4
Ret r ansmi ssi on Packet dr opped.

46.19. 85. 151 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Invalid AGK nunber aert 4

46.19. 85. 124 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Invalid AGK nunber aert 4

46. 19. 85. 151 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence Inval i d ACK nunber noni t or 4

46. 19. 85. 124 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 4

46.19.86.5 | srael 147.237.76. 42 |refuah.idf.il drop Frst packet isn't SN drop 3
Sreaning Engine: TGP Invalid i i sSi

82. 81. 99. 68 I srael 147. 237. 72. 166 |aka. i of . i | 9 =9 Invalid segent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
Sreaning BEngine: TGP Invalid i i ssi

2.54.34.79 I'srael 147. 237. 72. 166 |aka. i f . i1 9 =g Inval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i sSi

79.182. 152. 173 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =9 Invalid segent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
Sreaning BEngine: TCP Invalid i i ssi

2.52.152.188 | srael 147. 237. 72. 166 |aka. i f . i1 9 =g Inval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dr opped.

46. 19. 85. 51 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence Inval i d ACK nunber noni t or 3
Sreaning Engine: TCP Invalid i i ssi

2.54.144. 144  |israel 147.237.77. 243 |nobil e, i df . i1 9 =g Inval i d segnent retransmssi on. dr op 3
Ret r ansm ssi on Packet dr opped.

o SYNHAK retransmit with different .

79.181.2.62 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence wi ndow scal noni t or 3
Sreaning Engine: TCP Invalid i i ssi

109. 67. 121. 116 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Inval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dr opped.
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Streaning Engine: TGP Invalid Inval i d segnent retransnission.

46. 19. 86. 144 I srael 147.237.72. 166 |aka. i df . il o
Ret ransm ssi on Packet dr opped.
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46. 19. 86. 198 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 281
46.19. 86. 191 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 126
37.26.148.224 |israel 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Code Bl ock 83
2.54.184.195 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 66
46.120. 186. 241 |Israel 147.237.0.19 |nadimatal.idf.i|Dstributed Suspicious Response Code B ock 46
46.19. 85. 128 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Code Bl ock 29
109. 253. 220. 114|I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 18
176.13. 7. 43 I srael 147.237.77.243|nobi | e.i df . i | D stributed Suspicious Response Code B ock 9
81.1.131. 74 g;z:;”i o 147.237.72. 166 |aka. i df . i | Distributed PHP Attenpt B ock 6
2.54.139. 186 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock
185. 32. 179. 175 |l srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode Bl ock 5
81.1.131.74 2;2::3 on 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut hori zed URL Access from81. 1. 131. 74 B ock 5
80. 246. 139. 164 |l srael 147.237.0.19 |nadimatal.idf.i|Dstributed Suspicious Response Code B ock 4
17. 138. 56. 26 Lhited Sates |147.237.77.216|dover.idf.il Mul ti pl e Unaut horized LRL Access from 17.138. 56. 26 B ock 4
2.54.37.11 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Gode B ock 4
80.74.103.204 |[Israel 147.237.77. 216 |dover . i df . i | Ml tipl e Unhaut horized URL Access from 80. 74. 103. 204 B ock 4
176.13.12. 172 |Israel 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Code Bl ock 3
176.13. 14. 24 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Gode B ock 3
37.26.148.249 |[Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
2.52.24.0 I st ael 147.237. 7. 243|nwbi l e i df .1 [TaRorized ;Ftlegﬁf;e;fplta‘;es” | stchi | dsubeat egor e/ 1423 Bock |3
176.13.11.122 |lIsrael 147.237.0.19 |nadi matal .idf.i|Dstributed Suspicious Response Code B ock 3
40.77. 167. 82 Lhited Sates |147.237.77.216|dover.idf.il D stributed Unaut hori zed URL Access on waidf.il/error.htm Bl ock 2
46. 19. 86. 197 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode B ock 2
37.26.148.227 |lsrael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: Qpen Mbde None 2
Unknown Par anet er
46.19. 86. 31 I srael 147.237.72. 166 [aka. i df . i | ct100$ct | 00$cphMai n$TochenP acetbl der $ct | 13$ct | 01$ct | 03$chbl Questi on$ [None 2
7 in aka. idf.il/nain/giyus/questionnaire. aspx
46.19.85.37  |israel 147.237. 7. 243|nwbi l e i of i1 [soauhortzed. gegpgfﬁsem‘;esn <t ehi | ddocument </ 1362 Bock |2
176.13.9. 215 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock
46.19. 86. 198 I srael 147.237.0.19 |madimatal .idf.i|Untraceabl e SSL Sessions: Qpen Mde None
46.19. 85. 102 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None
84.111.141.38 |Israel 147.237.72. 166 |aka. i df . i | mngk":i??ﬁtn:; mczggr?:ﬁtp'a?gffE:f;;prhsaChar$Ct' 79in None 1
46.19. 85. 118 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
212. 143. 134. 129|i srael 147.237.76. 200 |ei tan. aka. i df . i | mn;v;nan'?aa:(g”f:fi Ia}rt“;:pl oS/ sendt of 11 endl sendt of 11 end. aspx None 1
132. 71. 160. 160 |l srael 147.237.77.216|dover.idf .i | Unaut hori zed URL Access to waw i df.il/894-en/i df gdover. aspx Bl ock 1
66.249.66.176 |Lnhited Sates [147.237.77.74 [lawidf.il Unaut hori zed URL Access to 147.237.77. 74/ B ock 1
46.19. 86. 191 I srael 147.237.0.19 |nadimatal .idf.i|Utraceabl e SS. Sessions: (pen Mde None 1
216.218.206. 67 |Lhited Sates |147.237.77.243|nobil e.idf.il Unaut hori zed URL Access to 147.237.77.243/ B ock 1
94. 230. 93. 33 I srael 147.237.77.216|dover. i df . i | D stributed Unaut hori zed LRL Access on waidf.il/error. htm Bl ock 1
46.19. 85. 74 I srael 147.237.77.216|dover.i df .i | I11egal HITP \ersion B ock 1
199.30.25. 151 |Uited Sates [147.237.77.216|dover.idf.il D stributed Unaut hori zed URL Access on waidf.il/error.htm Bl ock 1
81.218.251. 251 |[Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147. 237. 76. 42/ styl e/ shared/ | ayout 2. css Bl ock 1
79.181. 209. 129 |Israel 147.237.76.31 |nakchal .idf.il Dstributed PHP At enpt B ock 1
51. 254. 44. 137 LKTi;gegom 147.237.76.42 |refuah.idf.il Suspi ci ous Response Code B ock 1
2.54.171. 36 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock
85. 65.188.226 |l srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to ww aka. i df.il/mai n/gi yus/ waw navy. idf.il B ock
212.143. 134. 129 I srael 147.237.76.200 |ei tan. aka. i df . i | mng";"an'_:aaj;ﬁﬁri I?Z’;‘;;Zg/;j”axl or oat ccapt chal nage, asp None 1
41. 47.105. 54 Egypt 147.237.77. 176 |mat pash. i df . i | Dstributed PHP At enpt B ock 1
185. 82. 200. 91 147.237.0.19 |nadi matal .idf.i|wauthorized URL Access to 147.237.0.19/ B ock 1
80. 246. 139. 198 |[Israel 147.237.77. 243 |nobi [ e.i df . i | Lhaut hori zed URL Access to nobile.idf.il/nlluindindex B ock 1
31.154.19.5 | srael 147.237.77.216|dover. i df .i | Mil tiple Unauthorized URL Access from31.154.19.5 B ock 1
157. 55. 39. 41 Lhited Sates |147.237.77.216|dover.idf.il D stributed Unaut hori zed URL Access on waidf.il/error.htm Bl ock 1
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