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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address  |Site |Signature |Device Action  |Count |
81. 218. 65. 210 | srael 147.237.77. 216 dover.idf.il ock Wp Al _Nets drop 3
82.81.54. 21 | srael 147.237.77. 216 dover.idf.il Bl ock_Udp All _Nets dr op 3
89.248.174. 4 Net her | ands 147.237.8. 28 e nobil e-ks.idf.il Bock Np All Net drop 1
184. 105. 139. 106 Lhited Sates 147.237.77. 234 hal ag.idf.il Block Np Al Net drop 1
64. 246. 161. 190 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il bl ock-sp-traf 1 drop 1
89.248.174. 4 Net her | ands 147.237.76. 44 e.refuah.idf.il B ock Np Al _Net drop 1
185.94.111. 1 147.237.76. 44 e.refuah.idf.il ock Wp Al _Nets drop 1
89.248.174. 4 Net her | ands 147.237.77. 243 nobi le.idf.il B ock Np Al Net dr op 1
184. 105. 139. 74 Lhited Sates 147.237. 77. 243 nobi | e.idf.il Bock Np All Net drop 1




03-07-2016-11:04:06 to 03-07-2016-12:04:06

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address ‘Sgnature Devi ce Action |Count
79.177.120. 176 I srael 147.237.0. 34 ti kshuv.idf.il |Cl1000138: HITP. prefix 1.01 in the URL B ock 12
83.130. 108. 116 I srael 147.237.0. 34 tikshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 11
5. 29. 150. 215 | srael 147.237.0. 34 tikshuv.idf.il [Cl000138: HITP. prefix 1.01 in the LR Bl ock 6
123.126.113.154 |China 147.237.77.216 |dover.idf.il Cl000071: HTTP:. User Agent Sogou+web+spi der B ock 5
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il Cl000071: HTTP. User Agent Sogou+web+spi der B ock 4
85. 65. 111. 36 | srael 147.237.0. 34 tikshuv.idf.il [Cl000138: HITP. prefix 1.01 in the LR Bl ock 2
108. 59. 8. 80 Lhited Sates 147.237.77.216 |dover.idf.il |ClL000074: HITP. najestic bot B ock 2
66. 249. 66. 184 I srael 147.237.0. 34 tikshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 1
106. 38. 241. 106 Chi na 147.237.77.216 |dover.idf.il C1000071: HTTP. User Agent Sogou+web+spi der Bl ock 1
106. 120. 173. 159  |Chi na 147.237.77.233 |atal .idf.il C1000071: HTTP. User Agent Sogou-+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry |Signature

79.183.29. 131 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 2
46.117.7.235 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
192. 198. 151. 45 147.237. 72. 166 Eur ope akaidf.il ET SCAN NVAP -sA (2) 1
5.29.185. 194 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
132. 73. 194. 234 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
2.54.164.18 147.237. 72. 166 I 'srael akaidf.il portscan: TCP D stributed Portscan 1
104. 128. 144. 131 147.237.77. 216 Canada dover.idf.il ET SCAN NVAP -f -sS 1
2.52.23.234 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
85. 64. 184. 109 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
82. 166. 184. 187 147.237.72. 217 I 'srael eidf.il ET SCAN NVAP -sS w ndow 3072 1
79.183.186. 9 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
79.182. 141. 174 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
216. 223. 27. 55 147.237.77. 216 Lhited Sates dover.idf.il portscan: TCP O stributed Portscan 1
66. 249. 64. 233 147.237.77. 216 Lhited Sates dover.idf.il ET SCAN NVAP -sA (2) 1
212.199. 182. 150 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
37.26. 146. 153 147.237. 72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
149. 88. 45. 42 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
2.54.175. 119 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
104. 128. 144. 131 147.237.77. 216 Canada dover.idf.il ET SCAN NVAP -sS w ndow 2048 1
2.54.160. 136 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
87.71.68. 10 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
83.130. 108. 116 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
80. 246. 139. 202 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
79.178. 229. 153 147, 237. 72. 166 I 'srael akaidf.il portscan: TCP D stributed Portscan 1
216. 72. 40. 186 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address |Ste Signature
reamn ine: TCP Invali i i ssi
109. 67.248.43 |Israel 147. 237.72. 166 |aka i df . i | Streamng Engi ne: TCP alid invalid segnent retransnission drop 30
Ret ransm ssi on Packet dropped.
66.249.93.121 |lhited Sates |147.237.0.34 |tikshuv.idf.il drop First packet isn't SYN drop 21
66.249.93.125 |lhited Sates |147.237.0.34 |tikshuv.idf.il drop First packet isn't SN drop 17
2.54.145. 4 I srael 147.237.72. 166 |aka i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 14
Sreamng Engine: TCP Invalid i i ssi
176.13.20.85  |israel 147.237. 77. 243 |robi | e. i df . i | 9 =g nvalid segnent retransmssi on. drop 12
Ret r ansn ssi on Packet dropped.
reamn ine: TCP Invali i i ssi
2.54.57.233 I'srael 147.237.77. 243 |t e iop i |27 €M NG Engine: TCP Invalid  Jinvalid segnent retransission drop 12
Ret ransm ssi on Packet dropped.
66.249.93.117 |lhited Sates |147.237.0.34 |tikshuv.idf.il drop First packet isn't SYN drop 11
reamng BEngine: TCP Invali i i ssi
176.13.10. 154  |Israel 147.237.77. 243 ot e ior i |27 €M NG Engine: TGP Invalid  Jinvalid segnent retransnission drop 9
Ret ransnm ssi on Packet dropped.
62.0.244. 129 | srael 147.237.77. 234 |hal ag.i df . il drop First packet isn't SN drop
80. 74. 100. 131 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop
46.19. 85. 108 | srael 147.237.0.34 |tikshuv.idf.il dr op Frst packet isn't SN drop
Sreamng Engine: TCP Invalid i i ssi
212.179.21.194 | srael 147.237.76. 200 |6i tan. aka i df .i 9 =g nvalid segnent retransmssi on. drop 8
Ret ransnm ssi on Packet dropped.
62.0.197. 201 | srael 147.237.72. 166 |aka.idf .il drop First packet isn't SN drop 7
. . SYNretransmt wth different .
176.13. 2. 230 | srael 147.237.77. 234 |hal ag.idf.il Bad TCP sequence wi ndow scal e noni t or 6
Sreaming Engine: TGP Invalid i i ssi
37.26.149.128 |israel 147.237.77. 243 |nobile. i of .| 9 =g Invalid segnent retransmssion. drop 6
Ret ransni ssi on Packet dropped.
80. 74. 105. 107 |l srael 147.237. 77. 216 |dover.idf .i | drop First packet isn't SN drop
195. 160. 242. 40 |l srael 147.237.77. 216 |dover.idf .| Bad TCP sequence I'nval i d AGK nunber noni t or 6
reaming BEngine: TCP Invali i i ssi
188. 120. 132. 192|i srael 147.237.77. 243 |moti e ior. i |27 €M NG Engine: TGP Invalid  Jinvalid segnent retransnission drop 6
Ret ransm ssi on Packet dropped.
46. 19. 85. 251 | srael 147. 237. 76. 147 [chi nuch. aka. i df . i I{dr op First packet isn't SN drop 6
Sreaming Engine: TGP Invalid i i ssi
2.54.171. 28 I'sr ael 147. 237.72. 167 |i shuri maka. i df . i 9 =g Invalid segnent retransmssion. drop 6
Ret ransn ssi on Packet dropped.
178.63.105.85 |Ger many 147.237.8.45 |e.eitan.idf.il drop SAMrul e drop 5
46. 19. 86. 186 I srael 147.237.77. 233 |atal .idf. il Bad TCP sequence I'nval i d AGK nunber noni t or 5
46.19. 85. 191 I srael 147. 237. 72. 166 |aka.i df . i1 SYN At tack SYN -> SYN-ACK -> RST rej ect 5
46. 19. 85. 20 I srael 147.237.77. 216 |dover. i df .i| Bad TCP sequence Inval i d AGK nunber alert 5
46. 19. 85. 20 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence I'nval i d AGK nunber noni t or 5
178.63.105.85 |Ger many 147.237.76. 177 [ncore.idf .il drop SAMrul e drop 4
. . SYNPAXK retransmit with different .
91.199. 69. 254 |lsrael 147.237.77. 216 |dover.idf.il Bad TCP sequence wi ndow scal e noni t or 4
37.26.146.153 |l srael 147.237.72.166 |aka i df .i | Bad TCP sequence noni t or 4
212.143.142.56 |l srael 147.237. 77. 216 |dover.idf .i | drop First packet isn't SN drop 4
178. 63.105.85  |Ger many 147.237.77.61 |e.cogat.idf.il drop SAMrul e drop 4
82. 80. 196. 44 | srael 147.237.72. 166 |aka.idf .il dr op First packet isn't SYN drop 4
178.63.105.85 |Ger many 147.237.8.46 [e.chinuch.idf.il [drop SAMrul e drop 4
2.54.29. 199 | srael 147.237.77. 216 |dover.idf.il SYN Attack rej ect 4
46.19. 85. 114 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d AGK nunber noni t or 4
62.0.212. 201 I srael 147.237.72. 166 |aka.i df .i | drop First packet isn't SN drop 4
Sreamng Engine: TCP Invalid i i ssi
77.126.237.100 |Israel 147.237.72. 166 |aka i df .i 9 =g nvalid segnent retransmssi on. drop 3
Ret ransm ssi on Packet dropped.
reaming BEngine: TCP Invali i i ssi
2.52.182.248  |Israel 147.237.72. 166 |aka i df . Streaning Engine: TCP Invalid invalid segnent retransnissi on. drop 3
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
109. 253. 132, 1391 srael 147.237.72. 166 |aka i f .11 9 =g nvalid segnent retransmssi on. drop 3
Ret ransnm ssi on Packet dropped.
Sreanmng Engine: TCP Invalid i i Ssi
212.29.197. 165 |israel 147.237.72. 166 |aka. i df . i 9 =g nvalid segnent retransmssi on. drop 3
Ret ransnm ssi on Packet dropped.
2.54.29.199 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber noni t or 3
Sreaming Engine: TGP Invalid i i ssi
46.19. 86. 33 I srael 147. 237.72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. drop 3
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
82.81.54.181  |israel 147. 237. 72. 166 |aka. i f . i 9 =g nvalid segnent retransmssi on. drop 3
Ret ransm ssi on Packet dropped.
217.194. 207. 24 |Israel 147.237. 72. 156 |anan.i df .il dr op First packet isn't SYN drop 3
Sreamng Engine: TCP Invalid i i SSi
31.168.123.2  |Israel 147.237.72. 166 |aka. i df .| 9 =g nvalid segnent retransmssi on. drop 3
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
109.66.48.99  |israel 147.237.72. 166 |aka. i df . 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansn ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i SSi
212.179. 231. 125/ srael 147.237.72. 166 |aka. i df .| 9 =g nvalid segnent retransmssi on. drop 3
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
2.52.23.109 I srael 147.237.72. 166 |aka. i df . 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansn ssi on Packet dropped.
195. 160. 242. 40 |l srael 147.237.77. 216 |dover.idf il Bad TCP sequence Invalid ACK nunber alert 3
Sreamng Engine: TCP Invalid i i ssi
2.54.44.83 I'srael 147.237.72. 166 |aka i df .i 9 =g Inval i d segnent retransmssi on. drop 3
Ret ransnm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i Ssi
79.176.109.67 | srael 147.237.72. 166 |aka. i df . i 9 =g nvalid segnent retransmssi on. drop 3
Ret ransnm ssi on Packet dropped.
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry |Target Address |Site Sgnature Acti on ‘Count
176.13.21.238 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 102
2.54.63.79 I srael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Qode B ock 81
2.54.132. 80 I srael 147.237.0.19 |madi matal .idf.i[Dstributed Suspicious Response Qode B ock 53
46. 19. 85. 217 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 30
80. 246. 139. 164 |l srael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Code B ock 10
195. 160. 242. 40 |l srael 147.237.72. 166 |aka. i df . i | Ml ti pl e Unaut horized URL Access from 195. 160. 242. 40 B ock 10
176.13.10. 154 |l srael 147.237.0.19 |madi matal .idf.i[Distributed Suspicious Response Qode B ock 6
17.138.56. 26 Lhited Sates 147.237.77. 216 |dover . i df .i | Mil ti pl e Unaut horized URL Access from 17.138. 56. 26 B ock 4
46.19. 86. 145 I srael 147.237.0.19 |madi matal .idf.i[Dstributed Suspicious Response Qode B ock 3
185.32.179. 94 |Israel 147.237.0.19 |madi matal .idf.i[Distributed Suspicious Response Qode B ock 3
46.19.85.184  |Israel 147.237.77. 243 |nobi | e. i df . i | :;;“It : cl’r(;fsz , t’;eggrcﬁs;ptl e/l st chi | ddocument s/ 1362 Bock  [3
46.19. 86. 174 I srael 147.237.0.19 |nadi matal .idf.i|DOstributed Suspicious Response Gode B ock 3
176. 13. 20. 85 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 3
109. 253. 204. 234]I srael 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response CQode B ock 3
2.54.54. 247 I srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to waw aka. i df.il/main/ Bl ock 2
66.249.64.233 |lLited Sates 147.237.77.216|dover . i df .i | Dstributed Whaut hori zed URL Access on wawidf.il/error.htm Bl ock 2
89. 235. 207. 220 |Estonia 147.237.77. 176 [mat pash. i df . i|  |Unauthorized URL Access to wwn cogat.idf.il/xnirpc. php B ock 2
195. 160. 242. 40 |l srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to www aka. i df.il/sip storagel/files/3/ B ock 2
37.26.146.251 |lsrael 147.237.72. 156 |anan. i df . i | Lhtraceabl e SSL Sessi ons: Qpen Mde None 2
109. 253. 147. 24 |l srael 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Qode B ock 2
213.8.10.16 I srael 147.237.77.216|dover. i df . il D stributed Unauthorized URL Access on wwu i df . il/hi nush Bl ock 2
84.109.89.188 |[lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
79.178.51. 70 I srael 147.237.77.216|dover. i df . il Unaut hori zed URL Access to ww i df.il/hi nush B ock 2
195. 160. 242. 40 |l srael 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut hori zed Method for Known URL from 195. 160.242.40 [B ock 2
Uhaut hori zed URL Access to
212.76.107.108 |[Israel 147.237.72. 156 |anan. i df . i | ww anan. i df . i |/ &a=u&ved=0ahukewj k47t poq7l ahwbvbokhdyj d54qf |Bl ock 2
ggunae&usg=af gj cnexunbxt ap6f aj r xy3kwnzuhyj gi g
89. 235. 207. 220 |Estonia 147.237.77. 176 |mat pash. i df . il |PHP Attenpt B ock
2.54.173. 42 I srael 147.237.0.19 |madi matal .idf.i[Dstributed Suspicious Response Qode B ock
79.181. 136. 252 I srael 147. 237.72. 166 |aka. i df . i | m ;LZ”T ;fj. Iﬁhf;;h:/r;;fﬁarﬁ J’gffisesd on Bock |2
169. 229. 3. 91 Lhited Sates 147.237.77.74 |lawidf.il Mitiple Illegal Byte Code Character in Method from 169. 229. 3. 91 B ock
37.26.146.160 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None
Uhknown Paraneter catld in
109. 67. 126. 128 |l srael 147.237.72. 166 |aka. i df . i | wwy aka. i df . i |/ mai n/ gi yus/ mai n/ gi yus/ resour ces/ i nages/ nast er/ f avi co |None 1
n.gif
212.179.21.194 |[Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1501- he/ at al . aspx B ock 1
Unknown Par anet er
82. 80. 196. 44 I srael 147.237.72. 166 |aka. i df . i | ct | 00$ct | 00$cphMai n$TochenP! aceHbl der $bt nAt udaPrint in None 1
waw aka. i df . i |/ mai n/ gi yus/ at uda/ asnacht a. aspx
151. 252. 97. 208 ‘Tzlrfis: io:]iy,ana:cupi oq |147-287.77. 216 dover.idf.il O stributed Uhauthorized URL Access on waw i df . il/894-ar B ock 1
2.54.184.115 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: (pen Mde None 1
217.194.207.24 |[israel 147.237.72. 156 |anan. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
2.52.24. 158 | srael 147.237.72. 166 |aka. i df . i | Ut raceabl e SSL Sessi ons: pen Mde None 1
195. 160. 242. 40 |l srael 147.237.72. 166 |aka. i df . i | Unaut hori zed Method CPTI ONS for waw aka. i df.il/ B ock 1
79.182.116.217 |[Israel 147.237.77.216|dover. i df . il D stributed Uhauthori zed LR Access on waw i df.il/https:/vwwidf.il/ [B ock 1
169.229.3.91  [Lnited Sates 147.237.77.74 |lawidf.il Unknown HTTP Request Method 0a+@7G[[#16]]E>i in LR B ock 1
37.26.146.249 |Israel 147. 237.72. 156 |anman. i df . i | Untraceabl e SSL Sessions: (pen Mde None 1
109. 253. 145. 222|I srael 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Qode B ock 1
2.54.57.233 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 1
212.179. 218. 166|I srael 147.237.77. 234 |hal ag. i df . i | o ;'Sl;uﬁdzgﬁftn:g:;i‘;aﬁlﬁfff‘j 1?3 . Bock |1
84.108.67.76  |Israel 147.237.77. 233|atal . i df . | oy 230 19, 259 1194 el at ol - eet Bock |1
66.249.64.233 |[Lhited Sates 147.237.77. 216 |dover . i df .i | Unaut hori zed LRL Access to www idf.il/new B ock 1
192. 116. 248. 130| srael 147.237.72. 166 |aka. i df . i | Dstr) buted Lhauthor] 2ed LRL Access on Bock |1
169.229.3.91  [Uited Sates 147.237.77.74 |law i df .i | ['['[igi] me.?da [O;azr;c]tgéoi#? [F:fgﬁ gﬁz@%. o 5 Bock |1
106. 38. 241. 106 |chi na 147.237.72. 166 |aka. i df . i | i‘&%mﬂ&ﬁi‘ﬁfg - Protocal vidation None 1
5.164. 94. 62 Russi an Federation [147.237.72.166|aka.idf.il Unaut hori zed URL Access to waw aka. i df . il/894-he/ chi nuch. aspx Bl ock 1
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