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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site

|signature

|Device Action |Count |

81. 218. 241. 26 | srael 147.237.72. 166 aka.idf.il Anonal y- TLS-renegot i ati on-d i dest - r eset 105
84.108. 74. 196 | srael 147.237.72. 167 i shurimaka.idf.il Bl ock_Udp All _Nets dr op 3
81.218. 65. 210 | srael 147.237.77. 216 dover.idf.il Bl ock Udp All Nets drop 3
184. 105. 139. 110 Lhited Sates 147.237.0. 33 idf.il B ock Np Al Net drop 1
146. 185. 239. 100 Russi an Federation 147.237. 72. 166 aka. idf.il bl ock-sp-traf 1 drop 1
184. 105. 139. 82 Lhited Sates 147.237.8. 28 e.nobil e-ks.idf.il Block Np All _Net drop 1
184.105. 139. 110 Lhited Sates 147.237.77.178 e. nat pash. i df . i | B ock Np Al _Net drop 1
184. 105. 139. 78 Lhited Sates 147.237.77.170 naar achot . i df . il B ock Np Al _Net dr op 1
184. 105. 139. 82 Lhited Sates 147.237. 8. 46 e. chinuch.idf.il Block Np All Net drop 1
89.248.174. 4 Net her | ands 147.237.8.50 e.tikshuv.idf.il B ock Np Al Net drop 1
184. 105. 139. 114 Lhited Sates 147.237.72. 14 dover.idf.il (ol d) B ock Np Al Net drop 1
184. 105. 139. 82 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il Block Np Al _Net drop 1
184. 105. 139. 98 Lhited Sates 147.237.77.179 e.nazi.idf.il B ock Np Al _Net drop 1
104. 245. 97. 224 147.237.77. 226 W chanat z. aka. i df . i | Bl ock_Udp All _Nets dr op 1
184. 105. 139. 126 Lhited Sates 147.237.77. 61 e.cogat.idf.il Block Np All Net drop 1
184. 105. 139. 82 Lhited Sates 147.237.8. 24 e lifestyle.idf.il B ock Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site ‘Sgnature Devi ce Action |Count
123.126.113.154 |China 147.237.77.216 |dover.idf.il Cl000071: HTTP:. User Agent Sogou+web+spi der B ock 5
149. 78. 243. 186 I srael 147.237.0. 34 tikshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 4
80. 246. 130. 211 | srael 147.237.0. 34 tikshuv.idf.il [Cl000138: HITP. prefix 1.01 in the LR Bl ock 3
80. 246. 130. 159 I srael 147.237.0. 34 ti kshuv.idf.il |Cl1000138: HITP. prefix 1.01 in the URL B ock 3
151. 80. 31. 151 Italy 147. 237. 76. 42 refuah.idf.il |Cl000146: HTTP. AhrefBot craw er B ock 2
151. 80. 31. 154 Italy 147.237.76. 42 refuah.idf.il |Cl000146: HTTP. AnrefBot craw er Bl ock 2
192. 116. 55. 245 I srael 147.237.0. 34 ti kshuv.idf.il |Cl1000138: HITP. prefix 1.01 in the URL B ock 2
106. 38. 241. 106 Chi na 147.237.77.216 |dover.idf.il CL000071: HTTP: User Agent Sogou+web+spi der B ock 1
106. 120. 173. 159  |China 147.237.77.233 |atal .idf.il C1000071: HTTP:. User Agent Sogou-+web+spi der B ock 1
162. 210. 196. 98 Lhited Sates 147.237.77.216 |dover.idf.il |ClL000074: HITP. najestic bot B ock 1
66. 249. 66. 184 I srael 147.237.0. 34 tikshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 1
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|Top Attackers In |D|

At acker

Attacker Address |Target Address ountry ‘S’te Signature

195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 2
176.13.10. 225 |147.237.72. 166 |I srael aka.idf.il portscan: TP D stributed Portscan 1
62. 0. 116. 232 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
46. 19. 86. 107 147.237.77. 216 (I srael dover.idf.il portscan: TCP Distributed Portscan 1
31.168. 164. 126 |[147.237.72. 166 |l srael aka.idf.il portscan: TP D stributed Portscan 1
2.54.140. 29 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
2.54.24.190 147.237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
218.108.132.58 [147.237.77.176|i na nat pash. i df . i | ET SCAN NVAP -sS w ndow 1024 1
212.179.4.21 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
186.170.90.81 1147 237 0.34  |col onbi & Cikshuv.idf il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1

Potential Scan or Brute Force

62.219.13.180 |[147.237.77. 216l srael dover.idf.il portscan: TCP D stributed Portscan 1
46. 19. 86. 130 147.237. 77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
37.26.148.224 |147.237.72. 166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
2.54.191. 240 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
2.54.140. 19 147.237. 77. 216 I srael dover.idf.il portscan: TCP DO stributed Portscan 1
218. 246. 0. 97 147.237.0.17 |[China mny-kosher-kravi.idf.il |[ET SCAN NVAP -sS w ndow 1024 1
212.179. 132. 204147. 237. 72. 166 || srael aka.idf.il portscan: TCP D stributed Portscan 1




03-07-2016-09:04:02 to 03-07-2016-10:04:02

|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry Target Address |Ste Signature Action ‘Count
Sreaning BEngine: TQP Invalid i i SSi

84.111.76.41  |israel 147, 237.72. 166 |aka. i of i 9 =g Inval id segnent retransmssion. |, 1320
Ret r ansmi ssi on Packet dr opped.

R SYNretransmt wth different .
77.127.134. 246 |Israel 147.237. 77. 233 |atal .idf il Bad TCP sequence wi ndow scal e monitor |56
82.166.57.226 |Israel 147. 237. 77. 216 |dover . i df .i | Bad TCP sequence Inval i d sequence nunber moni tor (32
188. 161. 115. 221 (F;ajcis;i';'ja” Territory 47 237.77. 216 |dover. i df . i1 dr op First packet ismt SWN drop 28
2.52.54.125 I srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 20

Sreanming Engine: TCP Invalid i i ssi
212.179.21.194 | srael 147. 237.76. 200 |ei tan. aka. i f . i 9 =g Invalid segnent retransmssion. |, 16
Ret r ansni ssi on Packet dr opped.
80.179.114.11 [Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber alert 14
80.179.114.11 |lIsrael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 14

S SWNretransnit wth different .

87.69. 37. 129 I srael 147.237.77. 233 |atal .idf il Bad TCP sequence i ndow scal moni tor |14
Sreaning Engine: TCP Invalid i i SSi

46.19.85.136  |Israel 147.237.72. 166 |aka.i df . i g =g Invalid segnent retransmssion. g, 12
Ret ransm ssi on Packet dr opped.

. . SYNWtAXK retransmt with .
37.26.149.153 |Israel 147.237. 77. 216 |dover .i df i | Bad TCP sequence different w ndow scal e moni tor |12
2.52.54.125 I srael 147.237. 77. 216 [dover.idf il Bad TCP sequence Inval i d ACK nunber aert 10
2.52.54.125 I srael 147.237. 77. 216 |dover.i df .i | Bad TCP sequence Invalid AGK nunber nonitor |10
2.52.54.125 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid sequence nunber noni t or 10

reamng BEngine: TCP Invali i i sSi
176.13.0. 64 I srael 147. 237. 72. 166 |aka. i df .| Streaning Engi ne: TCP Invalid invalid segnent retransnissi on drop 9
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
46.19.85.149  |israel 147.237.72. 166 |aka. i of . | 9 =g Inval i d segnent retransmssion. |, ., 9
Ret r ansni ssi on Packet dr opped.
81.218. 148. 177 |lsrael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d sequence nunber noni t or
82.80.198.164 |Israel 147.237.0.34 |tikshuv.idf.il |SYN Attack SYN -> SYN-ACK -> Ti meout rej ect
178.63.105.85 |Ger many 147.237.77. 179 |e.nazi .idf .i | drop SAMrul e drop
Sreaning Engine: TQP Invalid i i SSi
2.54.56. 98 I'sr ael 147.237.72. 166 |aka.i df . g =g Invalid segnent retransmssion. g, 6
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
46.19.85.91  |israel 147.237.77. 243 |mbi le.i o i1 9 =g Inval i d segnent retransmssion. |, ., 6
Ret r ansmi ssi on Packet dr opped.
37.26.149.157 |lIsrael 147.237.72. 166 |aka.i df .il Bad TCP sequence alert
109. 226. 21. 149 |l srael 147. 237. 77. 216 |dover . i df .i | drop First packet isn't SW drop
37.26.149.157 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence noni t or
84.95.226.189 I srael 147.237.77. 233 |atal i il Bad TCP sequence SN retransmt with different —pnivor s
W ndow scal e
85.130.216.49 |lIsrael 147.237.72. 166 |aka.idf .il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 5
2.54.138.92 I srael 147. 237. 77. 216 |dover.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 5
82.80.144. 24 I srael 147.237.77. 216 |dover.i df .i Bad TCP sequence Inval i d sequence nunber moni tor |5
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 5
31.168.209.12 |[lIsrael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid sequence nunber noni t or 5
2.52.54.125 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 5
2.52.178. 200 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 4
185. 3. 144. 113 |Israel 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 4
Sreaning BEngine: TQP Invalid i i SSi
207.46.13.187 |Wited Sates 147. 237. 76. 200 |ei tan. aka. i df .| g =g Invalid segnent retransmssion. |y, 4
Ret r ansmi ssi on Packet dr opped.

s SYNretransmt wth different .

77.127.134. 246 |Israel 147.237.77. 234 |hal ag.i df .i | Bad TCP sequence wi ndow scal monitor |4
Sreaning BEngine: TQP Invalid i i SSi

157.55.39.78  |Wited Sates 147. 237. 76. 200 |ei tan. aka i of . i 9 =g Inval id segnent retransmssion. |, . 4
Ret r ansmi ssi on Packet dr opped.

46. 19. 85. 82 I srael 147.237.77. 176 |natpash.idf.il  |Bad TCP sequence I'nval i d ACK nunber noni t or

2.52.52.130 I srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 4
Sreaming Engine: TCP Invalid i i ssi

109. 186. 175. 89 |l srael 147. 237. 76. 200 |ei tan. aka. i f . i 9 =g Invalid segnent retransmssion. |, 4
Ret r ansni ssi on Packet dr opped.

193. 43. 246. 250 |l srael 147.237.77. 216 |dover.idf .il drop Frst packet isn't SYN drop

85.130. 216.49 |lsrael 147.237.72. 166 |aka. i df .i | drop Frst packet isn't SN drop
Sreamng Engine: TCP Invalid i i ssi

157.55.39.183 |nited Sates 147. 237. 76. 200 |ei tan. aka.i of . i 9 =g Inval i d segnent retransmssion. |, ., 4
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i SSi

193. 47. 165. 251 I srael 147. 237.76. 200 |ei tan. aka. i of .| g =g Invalid segnent retransmssion. |y, 4
Ret ransm ssi on Packet dr opped.

132. 70. 66. 13 | srael 147.237.72. 167 [i shurimaka. i df .i |SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 3

46. 19. 85. 82 I srael 147.237.77. 176 |natpash.idf.il  |Bad TCP sequence I'nval i d ACK nunber alert 3

46.19. 86. 10 I srael 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> Ti nmeout rej ect 3
Sreamng Engine: TCP Invalid i i ssi

82.80.131.234 |Israel 147.237.77. 243 |mbi le.i o i1 9 =9 Inval i d segnent retransmssion. |, ., 3
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i SSi

157.565.39.249 |Wiited Sates 147.237.77. 243 |robi l e, i of . i1 g =g Invalid segnent retransmssion. g, 3
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi

2.54.15.28 I'srael 147.237.72. 166 |aka. i of . | 9 =9 Inval i d segnent retransmssion. |, ., 3
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i SSi

81.218.40.194 | srael 147.237.72. 166 |aka.i df . i g =g Invalid segnent retransmssion. |y, 3
Ret ransm ssi on Packet dropped.
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|Top Attackers In V\AF|

At acker

Devi ce

Count ry Target Address |Site Sgnature Action ‘Count
84.111.76.41 |Israel 147.237.72. 166 |aka. i df . i | Mil tiple Abnormal |y Long Request from 84.111.76. 41 Bl ock 6531
84.111.76.41 |Israel 147.237.72. 166 |aka. i df . i | Aut onat ed VUl ner abi ity Scanning V1 B ock 3668
37.26.146. 238 |[lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 122
2.52.50.72 | srael 147.237.0.19 |madimatal .idf.il Distributed Suspici ous Response Code Bl ock 55
37.26.146.196 |Israel 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode B ock 49
37.26.147.207 |[Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 47
176.13.14.25 |l srael 147.237.0.19 |madimatal .idf.il Distributed Suspici ous Response Code Bl ock 12
2.52.150.232 |Israel 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode B ock
176.13.3.154 |lIsrael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 6
95. 154. 214. 2 gi“rf:gom 147.237.72. 166 [aka. i df . i | Mil tipl e Unauthorized URL Access from 95. 154. 214. 2 B ock 5
31.154.19.5 I srael 147.237.77. 216 |dover.idf .l Ml tipl e Unaut horized URL Access from 31.154.19.5 B ock 4
46.117.17.227 |lsrael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Gode B ock 3
134.191. 232. 70 |I srael 147.237.77.216|dover.idf .l Distributed Whauthorized URL Access on waw idf.il/error. htm B ock 3
46.19.86.127 |[Israel 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
84.111. 163.66 |l srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Gode B ock 3
109. 253. 156. 5 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
17.138.56.26 |Uhited Sates|147.237.77.216|dover.idf .l D stributed Suspici ous Response Code B ock 2
159.253.0.17 |Netherlands |[147.237.72.166|aka.idf.il Mil tipl e Unauthorized URL Access from 159. 253.0. 17 Bl ock 2
176.13.17.84 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 2
134.191. 232. 72 |I srael 147.237.77.216|dover. i df . il Distributed Uhaut hori zed URL Access on waw idf.il/error. htm B ock 2
17.138.56.26 |lhited Sates|147.237.77.216|dover.idf.il Mil tipl e Unaut horized URL Access from 17.138.56. 26 Bl ock 2
80. 246. 130. 172 |l srael 147.237.77.216|dover. i df . il D stributed Uhaut hori zed URL Access on wawn i df.il/error. htm Bl ock 2
176.13.2.216 |lsrael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
80. 246. 130. 239 |I srael 147.237.77.216|dover.idf . il Distributed Lhauthori zed URL Access on wawn idf.il/error. htm B ock 2
2.54.189.232 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 2
207.46.13.187 |lLnited Sates|147.237.72. 166 |aka. i df . i | Unhknown Paraneter catid in aka.idf.il/main/snalinifag. aspx None 1
84.95.226.189 |[lIsrael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134-he/ at al . aspx Bl ock 1
81.218.89.58 |Israel 147.237.72. 166 |aka. i df . i | Uhknown Paraneter y in v aka. i df.il/mai n/ sachar/ payslips. aspx None 1
79.179.190. 47 |[lIsrael 147.237.77.74 [lawidf.il Distributed PHP Attenpt B ock 1
87.69.37.129 |[Israel 147.237.77.233|atal .idf . il Unaut hori zed URL Access to 147.237.77.233/favi con.ico B ock 1
66.249.66. 188 [Lhited Sates(147.237.0. 16 ][Ty; |kOSher kravi. i mmmsvu;;]?rkgﬁgr uljr_aCfC?Zfs itIO/ anonynous/ cr eat ecapt chai mage. aspx Bl ock 1
207.232.29. 186 | srael 147.237.77. 170 |maar achot . i df . i | Distributed PHP Attenpt B ock 1
82.80.60.149 |Israel 147.237.77.216|dover. i df . il Unaut hori zed URL Access to www i df.il/hi mush Bl ock 1
46.19. 85. 91 I srael 147.237.77.243|nobi | e.i df . i | Distributed Suspici ous Response Qode B ock 1
185. 32. 179. 87 |l srael 147.237.77. 216 |dover.idf.il Unt raceabl e SSL Sessi ons: (pen Mbde None 1
80.179. 223. 31 |Israel 147.237.77. 176 |nat pash. i df . i | mu;:go;ti.??. ilﬁ‘sips_csfifaggm | s/ 9/ 4625, po Bock |1
79.179.190. 47 |[lIsrael 147.237.72. 166 [aka. i df . i | Distributed PHP Attenpt B ock 1

Uhaut hori zed URL Access to
213. 151. 38. 126 [ srael 147.237.76.42 |refuah.idf.il mnrze;;ﬁsgi Zlc't;;fé;ﬁﬁs“'ihgeérzfman@ﬁgg:giﬁ“ﬁ’f:fgiﬂgi;ngq?ﬂ: Bock |1
wgdlenyzuxzf f ymkkyi 1xpu2bva

109. 60. 80. 237 |G oatia 147.237.77.216|dover.i df . il Distributed Unhaut hori zed URL Access on wa i df .il/xnrpc. php B ock 1
62.0.101. 97 I srael 147.237.77.216|dover.idf . il Unaut hori zed URL Access to waw i df.il/inages/ 1. he/trigger. png B ock 1
207. 232. 29. 186 |l srael 147.237.76.42 |refuah.idf.il PHP Att enpt B ock 1
81.218.241.26 |[lIsrael 147.237.77. 216 |dover.idf.il Mil tipl e Unhaut hori zed URL Access from 81.218. 241. 26 B ock 1
79.179.190. 47 |Israel 147.237.77.74 [lawidf.il Unaut hori zed URL Access to waw mag. i df.il/xmrpc. php B ock 1
68. 180. 228. 112 [Lhited Sates|147. 237. 77. 216 [dover. i df . i | mult Qﬁri'lzle:emﬁefcn;siszs; 20_10_03_Sm e eng, asf Bock |1
207.232.29. 186 |l srael 147.237.77. 170 [maar achot . i df . i | Uhaut hori zed URL Access to naarachot . idf.il/xnrpc. php B ock
46. 19. 86. 68 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 1
194. 72. 238. 241 :;?irfgegom 147.237.77. 216 |dover.i df . il Uhaut hori zed URL Access to / B ock 1
82.80.196.44 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mbde None 1
176.13.1.24  [Israel 147.237.72. 166 |aka. i df . i | m”airi gﬁri?r,ren;je;,gli‘;if’g;?elrzo,z:sgf None |1
79.179.190. 47 |[lIsrael 147.237.72. 166 [aka. i df . i | Distributed Wauthorized URL Access on waw aka. i df.il/xnirpc. php Bl ock 1
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