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|Top Attackers | n DDoS- Def ence |

03-07-2016-07:04:07 to 03-07-2016-08:04:07

Attacker Address |Attacker Country Target Address Site |Signature Device Action Count
185. 103. 252. 5 147.237.72. 14 dover.idf.il (ol d) B ock_ Wp Al _Nets drop 4
81. 218. 65. 210 | srael 147.237.77. 216 dover.idf.il B ock_Wp Al _Nets dr op 3
185. 56. 28. 67 Net her | ands 147. 237. 8. 27 e.nadimatal .idf.il Bock Np Al Net drop 1
185. 56. 28. 67 Net her | ands 147.237.77. 234 hal ag.idf.il B ock Np All _Net drop 1
105. 158. 64. 104 Mbr occo 147.237. 76. 38 e.e.neitav.idf.il B ock_Udp Al _Nets drop 1
185. 56. 28. 67 Net her | ands 147.237. 76. 44 e.refuah.idf.il B ock Np Al _Net drop 1
185.94.111. 1 147.237. 8. 28 e.nobil e-ks.idf.il B ock_ Wp Al _Nets drop 1
105. 158. 64. 104 Mor occo 147.237. 76. 39 nobi | e.nei tav.idf.il B ock_Wp Al _Nets dr op 1
185. 56. 28. 67 Net her | ands 147.237.77. 19 lawforumidf.il Bock Np Al Net drop 1
54.72.182. 187 Irel and 147.237.77. 216 dover.idf.il Bl ock Udp All Nets drop 1
185. 56. 28. 67 Net her | ands 147.237.0. 15 kosher -kravi .i df .i| B ock Np Al _Net drop 1
185. 56. 28. 67 Net her | ands 147.237.77.121 e navy.idf.il B ock Np Al _Net drop 1




03-07-2016-07:04:07 to 03-07-2016-08:04:07

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry get Address |Site ‘Sgnature Devi ce Action |Count
123.126.113.154 |China 147.237.77.216 |dover.idf.il Cl000071: HTTP:. User Agent Sogou+web+spi der B ock 5
136. 243.103. 157  |Ger many 147.237.77.216 |dover.idf.il C1000074: HITP. naj estic bot B ock 2
66. 249. 66. 187 | srael 147.237.0. 34 tikshuv.idf.il [Cl000138: HITP. prefix 1.01 in the LR Bl ock 2
203. 98. 92. 225 Australia 147.237.77.216 |dover.idf.il |22280: HITP. Jooma bject Injection Wil nerability B ock 1
106. 38. 241. 106 Chi na 147.237.77.216 |dover.idf.il CL000071: HTTP: User Agent Sogou+web+spi der B ock 1
106. 120. 173. 159  |China 147.237.77.233 |atal .idf.il C1000071: HTTP:. User Agent Sogou-+web+spi der B ock 1
66. 249. 66. 184 I srael 147.237.0. 34 ti kshuv.idf.il |Cl1000138: HITP. prefix 1.01 in the URL B ock 1
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Country

dte

Signature

195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
218. 246. 0. 97 147.237.77. 243 Chi na nobi | e.idf.il ET SCAN NMAP -sS wi ndow 1024 1
118. 112. 185. 236 147. 237. 0. 200 Chi na ndu. i df il ET SCAN Potential SSH Scan 1
118. 112. 185. 236 147.237.0. 34 Chi na tikshuv.idf.il ET SCAN Potential SSH Scan 1
118. 112. 185. 236 147.237.0. 16 Chi na ny- kosher - kravi .i df . i ET SCAN Potential SSH Scan 1
94. 102. 48. 193 147.237.76. 42 Net her | ands refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
23.96. 109. 87 147. 237.77. 226 Lhited Sates wiaw chanat z. aka. i df . i ET SCAN NMAP -sS wi ndow 3072 1
218. 246. 0. 97 147. 237. 76. 202 Chi na e halag.idf.il ET SCAN NMAP -sS wi ndow 1024 1
193. 201. 227. 68 147. 237.0. 35 Wkrai ne akavs. i df . i | ET SCAN Potential SSH Scan 1
118. 112. 185. 236 147. 237.0. 35 Chi na akaws. i df .i | ET SCAN Potential SSH Scan 1
118. 112. 185. 236 147.237.0.19 Chi na nadi matal .idf.il ET SCAN Potential SSH Scan 1
118. 112. 185. 236 147.237.0. 15 Chi na kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
82.117. 208. 243 147. 237.76. 39 nobi | e. nei tav. i df.il ET SCAN NMAP -sS wi ndow 1024 1




03-07-2016-07:04:07 to 03-07-2016-08:04:07

|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address |Ste Signature
174.21.178.46 |Uited Sates |147.237. 77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 22
Sreamng Engine: TCP Invalid i i ssi
176.13.18.22  |israel 147. 237.77. 243 |nubi l e.i df .i 9 =g Invalid segnent retransmssion. g 21
Ret ransm ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
110.174.118.34 |Asstralia  [147.237.72. 167 |i shurimaka i f .1 9 =g Invalid segnent retransmssion. | 12
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TP Invalid i i ssi
2.54.59.205  |Israel 147.237.77. 243 |nubi le.i o . i1 9 =g Invalid segnent retransmssion. g 9
Ret ransm ssi on Packet dropped.
212.143.142.56 |lsrael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 7
. . SYNretransmt wth different .
80. 246. 130. 127 |lsrael 147.237.77. 234 |hal ag.idf.il Bad TCP sequence wi ndow scal e noni t or 7
46. 19. 85. 114 I srael 147.237.77. 216 |dover.idf. | Bad TCP sequence Invalid ACK nunber nonitor |6
84.110.53.161 |[lIsrael 147.237.72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 6
C e SWNretransnmit wth different .
79.178. 28. 92 I srael 147.237.77. 234 |hal ag.i of .| Bad TCP sequence wi ndow scal e roni t or 6
46. 19. 85. 114 I srael 147.237.77. 216 |dover. i df .| Bad TCP sequence Invalid ACK nunber alert
178.63.105.85 |Ger many 147.237.8.45 |e.eitan.idf.il drop SAMrul e drop
178.63.105.85 |Ger many 147.237.77.61 |e.cogat.idf.il drop SAMrul e drop
reamng BEngine: TCP Invali i i ssi
79.177.30.218 |Israel 147.237.72. 166 |aka. i df . Streaning Engi ne: TCP Invalid invalid segnent retransnissi on. drop 3
Ret ransnm ssi on Packet dropped.
37.26.148.232 |lsrael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 3
Sreanming Engine: TGP Invalid i i ssi
37.26.149.249 |israel 147. 237.72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. | 3
Ret ransnm ssi on Packet dropped.
80.246.137.90 |[Israel 147. 237. 72. 156 |anan. i of . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 3
Sreaming Engine: TCP Invalid i i ssi
46.19.85.210  |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. g 3
Ret r ansm ssi on Packet dr opped.
Sreanming Engine: TQP Invalid i i SSi
2.52.178.203  |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. g 3
Ret ransm ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
79.180.217.90 |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. g 3
Ret r ansm ssi on Packet dr opped.
Sreanming Engine: TQP Invalid i i SSi
46.19.86.170  |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. g 3
Ret ransm ssi on Packet dropped.
37.46. 39. 47 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Inval i d ACK nunber nonitor |3
Sreaning Engine: TCP Invalid i i ssi
31.168.218. 221 | srael 147.237.77. 243 |robi | e. i of .| 9 =g Invalid segnent retransmssion. g 3
Ret ransnm ssi on Packet dropped.
37.26.148.232 |lsrael 147.237.72. 166 |aka.idf .il drop Frst packet isn't SYN drop 3
178.63.105.85 |Ger many 147.237.76.38 |e.e.neitav.idf.il drop SAMrul e drop 2
37.19.119.160 |lsrael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 2
46.19. 86. 141 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber monitor |2
94.159. 168. 134 | srael 147.237.77. 226 ['" chanatz. aka. 1df 1paq TOP sequence Invalid ACK nunber monitor |2
213. 8. 204. 50 I srael 147. 237.72. 166 |aka. i df .i | SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 2
46.19. 86. 141 I srael 147. 237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 2
199.203.215.1 |l srael 147.237.72. 156 |anan.idf .i| Bad TCP sequence Invalid ACK nunber nonitor |2
80. 178. 201. 2 I srael 147. 237.77. 216 |dover.idf .i| SYN Att ack SYN -> SYN-ACK -> RST rej ect 2
37.19.119.160 |l srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber alert 1
84.108. 42.204 |lsrael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Inval i d AK nunber noni t or 1
185. 3. 144. 83 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
46. 19. 86. 8 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Inval i d ACK nunber nonitor |1
149. 88. 41. 19 I srael 147.237. 72. 166 |aka.i df . i1 SYN At tack SYN -> SYN-ACK -> RST rej ect 1
85. 64. 146. 246 |l srael 147. 237. 72. 156 |anan. i of . i | Bad TCP sequence I'nval i d ACK nunber noni t or 1
184. 105. 139. 108|Uhited Sates |147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
46. 19. 86. 254 I srael 147.237.72.166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber monitor |1
176.13.19. 237 |lIsrael 147.237.0.34 |tikshuv.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 1
109. 253. 195. 172|l srael 147.237.77. 243 |nobi l e.i df . i | Bad TCP sequence Inval i d ACK nunber nonitor |1
216. 218. 206. 120|Wni ted Sates |147. 237.0.200 [rau.idf.il Geo- | ocati on enf or cenent Geo-I ocati on i nbound drop 1
enf or cenent
185. 32. 179. 144 |Israel 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect
178.63.105.85 |Ger many 147.237.76. 176 |test.ncore.idf.il drop SAMrul e drop 1
159.226.95.66  |cni na 147.237. 77. 178 |e. nat pash. i df . | Geo- |1 ocati on enf or cenent Geo-I ocati on i nbound drop 1
enf or cenent
5.22.130. 225 I srael 147.237.72. 156 |anan.i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |1
80. 246. 136. 208 [l srael 147.237.0.19 |[nadi matal .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
184. 105. 139. 110|Lhited Sates |147. 237. 77. 235 |sviva.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect
65.181.113.88 |Wited Sates [147. 237.72. 217 [e.if .1 Geo- | ocati on enf or cenent Geo-I ocat i on i nbound drop 1
enf or cenent
46.19. 85. 171 | srael 147.237.72. 166 |aka.idf il Bad TCP sequence Inval i d ACK nunber noni t or 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
37.26.149.208 |lsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 52
5. 22. 130. 89 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Code B ock 5
80. 246. 136. 208 |[Israel 147.237.0.19 |[madi matal .idf.il D stributed Suspicious Response Code Bl ock 5
17.138. 56. 26 Lhited Sates [147.237.77. 216 |dover.idf.i | Mil tiple Unaut hori zed URL Access from 17.138. 56. 26 B ock 4
109. 253. 208. 163|l srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Code B ock 3
50.93.198.232 |lhited Sates|147.237.76.86 [navy.idf.il Ml tipl e Unaut hori zed URL Access from 50.93.198. 232 Bl ock 3
2.52.21.67 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
50.93.198.232 |[nited Sates [147.237.77.216|dover.idf .il Ostributed PHP Attenpt B ock 2
2.54.59. 205 | srael 147.237.77. 243 |nobi l e. i df . i | Eﬂg“f:%‘ffﬂg egﬁf;e:rfp Itact)esll st ohi dsuboat egori 65/ 1423 Bl ock 2
109. 253. 207. 222|I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
50.93.198.232 |lhited Sates |147.237.76.86 [navy.idf.il Distributed PHP Attenpt Bl ock 2
50.93.198.232 |lnited Sates [147.237.77.233|atal .idf.il Ostributed PHP At tenpt Bl ock 2
50.93.198.232 |[lhited Sates[147.237.0.34 |ti kshuv.idf.il D stributed PHP Attenpt B ock 2
50.93.198.232 |lnited Sates [147.237.77.233|atal .idf.il Ml tipl e Unaut hori zed URL Access from 50. 93. 198. 232 Bl ock 2
66.249.64.233 |lnited Sates [147.237. 77. 216|dover.i df . i | Ml tipl e Unauthorized URL Access from 66. 249. 64. 233 Bl ock 2
50.93.198.232 |lhited Sates [147.237.76.200|ei tan. aka. i df .i | Mil tipl e Uhaut horized LR Access from 50. 93. 198. 232 B ock 2
50.93.198.232 |lhited Sates [147.237.0.34 |ti kshuv.idf.il Ml tipl e Unaut hori zed URL Access from 50. 93. 198. 232 Bl ock 2
50.93.198.232 |lhited Sates |147. 237. 77. 176 [nat pash. i df . i | Distributed PHP Attenpt Bl ock 2
50.93.198.232 |hited Sates [147.237.72. 166 |aka. i df.i | PHP At tenpt B ock 2
50.93.198.232 |Wnited Sates [147.237.0.15 |kosher-kravi.idf.il |Dstributed PP Attenpt Bl ock 2
50.93.198.232 |lhited Sates |147.237. 77. 226 }AM:A" chamat z. aka. i d Ml tipl e Unaut horized URL Access from 50.93. 198. 232 B ock 2
37.19.119.160 [Israel 147.237.76.86 |navy.idf.il muags;' izjfd_ HL fooess 1o doc. rmr/ doc.m asp Bock |2
50.93.198.232 |lhited Sates [147.237. 76.200|ei tan. aka. i df .i | PHP At t enpt Bl ock
50.93.198.232 |[Lnited Sates [147.237.72. 156 |anan. i df . i | D stributed PHP Attenpt B ock
50.93.198.232 |lhited Sates |147.237. 77. 176 [nat pash. i df . i | Ml tipl e Unaut hori zed URL Access from 50. 93. 198. 232 Bl ock
50.93.198.232 |lhited Sates |147. 237. 77. 226 }AM:A" chamat z. aka. i d PHP At t enpt Bl ock 2
50.93.198.232 |[lhited Sates|147.237.77.74 [lawidf.il Dstributed PHP Attenpt B ock
50.93.198.232 [lnited Sates [147.237.72. 156 |anan. i df . i | Ml tipl e Unaut hori zed URL Access from 50. 93. 198. 232 Bl ock
68.180. 230. 20 [Lnited Sates [147. 237. 77. 176 nat pash. i df . i | muégg;t' .Zied(i .Lﬁ;tfn(;)?:ets;’shar e user cont ol s promot | oncubel Bl ock 1
50.93.198.232 |lnited Sates [147.237.0.15 |kosher-kravi.idf.il |Wauthorized UR. Access to vww kosher-kravi.idf.il/xmrpc. php Bl ock 1
194. 114. 146. 227l srael 147.237.77.216|dover. i df . i | Mil ti pl e Uhaut hori zed URL Access from 194. 114. 146. 227 B ock 1
50.93.198.232 |lhited Sates|147.237.77.74 [lawidf.il D stributed Waut hori zed URL Access on www lawidf.il/xmrpc.php  |B ock 1
50.93.198.232 [lnited Sates [147.237.72. 156 |anan. i df . i | Unaut hori zed URL Access to waw aman. idf.il/xmrpc. php Bl ock 1
93. 160. 60. 22 Dennar k 147.237.77. 216 |dover . i df . i | Unhaut hori zed URL Access to waw i df.il/newsitelenglish Bl ock 1
66.249. 64.230 |Lnited Sates [147.237.77.216|dover. i df.i | Unaut hori zed URL Access to 147.237.77. 216/ robot s. t xt B ock 1
46.229.164.98 [lhited Sates |147. 237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 1
50.93.198.232 [lnited Sates [147.237. 77. 216|dover.idf .i | Ml tipl e Unauthorized URL Access from 50.93. 198. 232 Bl ock 1
79.178.28.92 | srael 147.237.77. 234 |hal ag.i df . i | ﬂ?.ngg.r;;?g3ﬁn§gc§sef:h;roe /bl et . i Bock |1
40.77.167. 61 Uhited Sates [147.237.77.216|dover.idf.il Uhaut hori zed URL Access to wawidf.il/error. htm B ock 1
Unknown Par anet er
199. 116.171.53 |lnited Sates |147.237.72. 166 |aka. i df . i | ct1 00$ct | 00$cphMai n$TochenPl aceHol der $bt nAt udaBack i n None 1
waw aka. i df . i |/ mai n/ gi yus/ at uda/ asnacht a. aspx
50.93.198.232 |[lhited Sates|147.237.77.74 [lawidf.il Mil tiple Unhaut horized URL Access from 50.93. 198. 232 B ock 1
50.93.198.232 |lnited Sates [147.237.72. 166 |aka. i df . il Ml tipl e Unaut hori zed URL Access from 50. 93. 198. 232 B ock 1
97.91.157.117 [nited Sates [147. 237. 77. 216 |dover.i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
46.229.164.98 |Lhited Sates |147.237.76.42 [refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ robots. t xt B ock 1
50.93.198.232 [lnited Sates [147.237. 77. 216 |dover.i df .i | Unaut hori zed URL Access to waw i df.il/xmrpc. php B ock 1
117.241.138.33 |India 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
79.178. 155. 203 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 1
40.77.167.75 Uhited Sates [147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ B ock 1
66.249. 64. 131 |United Sates [147. 237. 72. 166 |aka. i df . i | i ;;eieg/lnaﬁii uts‘/’gener o aspx Bock |1
212. 150. 209. 205|i srael 147.237.72. 166 |aka. i df . i | m“;?;rii jfelo: Iﬁmﬁ‘;ﬁstlgener ol . aspxcat | 4=58628 Bl ock 1
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