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|Top Attackers | n DDoS- Def ence |
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Attacker Address |Attacker Country |Target Address Site Signature Device Action |Count
81. 218. 65. 210 | srael 147.237.77. 216 dover.idf.il Bl ock_UWp Al _Nets drop 6
185. 103. 252. 5 147.237.0.16 ny- kosher-kravi .idf.il B ock_Udp Al _Nets dr op 4
54.72.182.187 Irel and 147.237.77. 216 dover.idf.il B ock Udp Al Nets drop 1
184.105.139. 116 Lhited Sates 147.237.77. 212 e. dover.idf.il Bock Np Al Net drop 1
108. 186. 168. 25 Lhited Sates 147.237.0. 35 akaws. i df .il B ock Np Al _Net drop 1
185. 56. 28. 67 Net her | ands 147.237.72. 217 eidf.il B ock Np Al _Net drop 1
184. 105. 139. 96 Lhited Sates 147.237.77. 19 lawforumidf.il B ock Np Al _Net drop 1
66. 240. 219. 146 Lhited Sates 147.237.8. 14 e.orchot.idf.il B ock_Udp Al _Nets dr op 1
184. 105. 139. 120 Lhited Sates 147.237.0. 17 m ny- kosher -kravi .idf . il Bock Np Al Net drop 1
108. 186. 168. 25 Lhited Sates 147.237.77.121 e.navy.idf.il B ock Np Al Net drop 1
185.94. 111. 1 147. 237. 76. 201 e.atal.idf.il Bl ock Udp All Nets drop 1
184. 105. 139. 104 Lhited Sates 147.237. 8. 28 e.nobil e-ks.idf.il B ock Np Al _Net drop 1
74.82.47.10 Lhited Sates 147.237.77. 205 prisha.idf.il Bl ock_UWp Al _Nets drop 1
184. 105. 139. 120 Lhited Sates 147.237.77. 205 prishaidf.il B ock Np Al Net dr op 1
184. 105. 139. 68 Lhited Sates 147.237.77. 227 e. hanaz. i df.il Bock Np Al Net drop 1
184. 105. 139. 104 Lhited Sates 147.237. 8. 46 e.chinuch.idf.il Bock Np Al Net drop 1
184. 105. 247. 216 Lhited Sates 147.237.77. 216 dover.idf.il Bl ock Udp All Nets drop 1
184. 105. 139. 80 Lhited Sates 147. 237.72. 217 eidf.il Block Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry arget Address |Site Devi ce Action |Oount
123.126.113.154 |China 147.237.77.216 |dover.idf.il Cl000071: HTTP: User Agent Sogou+web+spi der B ock 7
80. 246. 133. 3 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the UR B ock 6
46. 165. 197. 142 Ger nmany 147.237.77.216 |dover.idf.il C1000074: HTTP. naj estic bot Bl ock 2
75.127.10. 176 Lhited Sates 147.237.77.216 |dover.idf.il C1000074: HTTP. naj estic bot B ock 2
83.130. 126. 149 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the UR B ock 2
199. 58. 86. 206 Lhited Sates 147.237.77.216 |dover.idf.il C1000074: HTTP. majestic bot B ock 2
106. 38. 241. 106 Chi na 147.237.77.216 |dover.idf.il Cl000071: HTTP: User Agent Sogou+web+spi der B ock 1
106. 120.173.159 |thina 147.237.77.233 |atal .idf.il CL000071: HTTP: User Agent Sogou+web+spi der B ock 1
104. 168. 147. 242 |Uiited Sates 147.237.77.176 |nmatpash.idf.il [22280: HITP. Joonha @bject Injection VUl nerability B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry

66. 249. 64. 34 147.237.76.42 |Wited Sates |refuah.idf.il ET SCAN NVAP -sA (2) 696
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
66.249. 64. 190 [147.237.72.166|Whited Sates |aka idf.il ET SCAN NVAP -sA (2) 2
59.46.193.114 |147.237.8.46 |China e.chinuch.idf.il [GPL SCAN nmap TCP 2
. . . ET SCAN Behavi oral Lhusual |y fast inbound Tel net Connecti ons,
213.163. 117. 221|147. 237. 76. 30 |A bani a hi nush. i df . i | . 1
Potential Scan or Brute Force
104.232.98.38 |147.237. 77. 227 e. hanaz. i df .i | ET SCAN NVAP -sS wi ndow 1024 1
218.108. 132. 58 |147.237.77.19 |China lavforumidf.il [ET SCAN NVAP -sS wi ndow 1024 1
218.24.171.223 |147.237.8.46 |China e.chinuch.idf.il [GPL SCAN nmap TCP 1
_ L ET SCAN Behavi oral Uhusual Iy fast inbound Tel net Gonnecti ons,
213.163. 117. 221|147.237.0.35 |Abania akavs. i df .i | . 1
Potential Scan or Brute Force
159. 122. 254. 212|147. 237. 76. 148 |Net her | ands gacenter. aka.idf .i |ET SCAN Potential SSH Scan 1
_ L ET SCAN Behavi oral Uhusual Iy fast inbound Tel net Gonnecti ons,
219.84.98.112 |[147.237.76.31 |Taiwan nakchal . i df .i ) 1
Potential Scan or Brute Force
218.108. 132. 58 |147.237.76. 198 |Chi na eyonaanidf.il [ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature
107.167. 112. 254|Uhited Sates  |147.237. 77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 22
178. 63.105.85  |Ger many 147.237.76.38 |e.e.neitav.idf.il drop SAMrul e drop 9
Russi an e Sreaming Engine: TCP Invalid |invalid segnent retransnissi on.
141.8.132.112  [C 2 147. 237. 72. 166 |aka.i of .i Ret r ansmi ssi on Packet dr opped. drop 6
178.63.105.85 |Ger many 147.237.76. 176 |test.ncore.idf.il dr op SAMrul e drop 5
178.63.105.85 |Ger many 147.237.77.61 |e.cogat.idf.il drop SAMrul e drop 5
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 4
178.63.105. 85  |Ger many 147.237.8.46 |e.chinuch.idf.il drop SAMrul e drop 3
123. 126. 113. 154|Chi na 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 3
Sreaning Engine: TCP Invalid i i ssi
109. 253. 214. 183|i srael 147.237.77. 243 |robi L e. i of .1 9 =g Invalid segnent retransmssion. |, 3
Ret ransni ssi on Packet dropped.
178. 63.105.85  |Ger many 147.237.8.45 |e.eitan.idf.il drop SAMrul e drop 3
37. 46. 39. 203 I srael 147.237.77. 216 |dover.idf .il Bad TCP sequence I'nval i d AGK nunber nonitor |2
209.171. 88. 184 |Canada 147. 237. 77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 2
178.63.105.85 |Ger many 147.237.77. 179 |e.nazi .i df .i | drop SAMrul e drop 2
Sreaming Engine: TGP Invalid i i ssi
85. 65. 205. 228 |Israel 147.237.77. 243 |nobil e.i of i 9 =g Invalid segnent retransmssion. 2
Ret ransni ssi on Packet dropped.
184. 105. 139. 104|Whited Sates [147.237.8.27 |enadimatal.idf.il |Geo-1ocation enfor cement gi?;'rzgi;'nfn  nbound drop 1
123.125.71.27 |China 147.237.77.74 |lawidf.il SYN At tack SYN -> SYN-ACK -> Tineout |reject
74.82.47.8 Lhited Sates [147.237.76.39 |nobile.neitav.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect
141.212.122. 131|Wited Sates  |147.237. 77. 227 |e. hanaz. i df . i Geo- | ocati on enf or cenent Sg;’;g;i'ﬂfn t nbound drop 1
218.22.211.69 [China 147.237.77.19 |lawforumidf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect
66. 130. 253. 221 |Canada 147.237.77. 216 |dover.i df .i | Bad TCP sequence I'nval i d AGK nunber aert
184. 105. 247. 247|Wited Sates |147.237.8.14 |e.orchot.idf.il Geo- | ocati on enf or cenent Geo-I ocat i on i nbound drop 1
enf or cenent
123.126.113.80 |China 147.237. 72. 166 |aka.i of .i drop SAMrule drop 1
74.82. 47.20 Lhited Sates |[147.237.77.212|e. dover.idf. il Geo- | ocati on enf or cenent Geo-I ocat i on i nbound drop 1
enf or cenent
178.63.105.85 |Ger many 147.237.77. 243 |nobi le.idf .il drop SAMrul e drop 1
141.212.122. 134|Whited Sates  |147.237. 72. 167 |i shuri maka. i df . | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
66. 130. 253. 221 [Canada 147.237.77. 216 |dover.i df .il Bad TCP sequence I'nval i d AGK nunber nonitor |1
195.62.53. 168  |SSian 147.237.8.24 |elifestyle.idf.il  |Geo-1 ocation enf or cenent Geo-| ocati on i nbound drop 1
Federati on enf or cenent
178. 63.105.85  |Ger many 147.237.76.39 |mobile.neitav.idf.il |drop SAMrul e drop 1
74.82. 47.24 Lhited Sates |[147.237.8.14 [e.orchot.idf.il Geo- | ocati on enf or cenent Geo-I ocati on i nbound drop 1
enf or cenent
216.218.206.84 |lhited Sates |147.237.77.226 “:"IW chanatz. aka. 1df ey af t ack SYN -> SYN-ACK -> RST rej ect 1
184.105.139.99 |Wited Sates |147.237.76.201|e atal .idf.il Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
141.212.122. 135|Whited Sates |147.237. 72. 167 |i shuri maka. i df . | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
66.176.140. 214 |Wnited Sates |147.237.77.216|dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
197. 164. 86. 134 |Egypt 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
74.82.47. 24 Lhited Sates |147.237.76.30 |hinush.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
216.218.206.90 |Lhited Sates |147.237.0.34 |tikshuv.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 1
184.105.139. 99 |wnited Sates [147.237.77. 121 |e navy.idf . il Geo- | ocati on enf or cenent Geo-| ocati on i nbound drop 1
enf or cenent
121. 54. 44. 92 Phi | i ppi nes 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
74.82.47.7 Wited Sates |147.237.76. 200 [eitan. aka.idf i | SYN At tack SYN -> SYN-ACK -> RST rej ect
198.20.70.114 |Uhited Sates |147.237.77.233|atal.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect
141.212.122. 130|Wited Sates  |147. 237. 77. 227 |e. hanaz. i df . i Geo- | ocati on enf or cenent Sg;’;g;i'ﬂfn t nbound drop 1
85. 25. 43. 94 Ger many 147. 237. 76. 198 |e. yohal an. i f . | Geo- | ocati on enf or cenent Geo-| ocati on i nbound drop 1
enf or cenent
216.218. 206. 119|Wnited Sates |147.237. 76. 197 |e. hirush. i df . Geo- | ocati on enf or cement Sg;’;ggﬁ:nfn i nbound drop 1




03-07-2016-05:04:01 to 03-07-2016-06:04:01

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address [Site dgnature Acti on ‘Count
17.138. 56. 26 Lhited Sates |147.237.77.216|dover.idf.il Mil tipl e Unhaut horized URL Access from 17. 138. 56. 26 B ock 12
85. 65. 205. 228 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock
141.212.122. 129|nited Sates |147.237.72.167|i shurimaka.idf .il  [Waut horized URL Access to /x B ock
66.249.64.235 |lhited Sates [147.237.77.216|dover.idf.il Distributed Wauthorized URL Access on 147.237.77. 216/ Bl ock 1
37.26.147.162 |Israel 147.237.77. 234 |hal ag. i df .i | o ;';;“;‘;dzg;‘;":’;gggsfif]aﬁlﬁﬁi fgi . Bl ock 1
196. 221. 237. 247 |Egypt 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to wwu aka. i df .i|/xmrpc. php B ock 1
79.180.201.41 |israel 147.237.72. 166 |aka. i df . i | mn;kv:i Z?lrﬁ'ﬁa?r mgxmm'AlngmED in None 1
66.249.64.131 |United Sates |147. 237.72. 166 |aka. i df . i | e e L0 0. aspx Bl ock 1
157.55.39. 183 |Uited Sates |147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to v aka. i df .il/val tam B ock 1
66. 249. 66. 44 Uhited Sates |147.237.0.34 |tikshuv.idf.il Uhaut hori zed URL Access to tikshuv.idf.il/nain/ giyus/general .aspx |B ock 1
46. 19. 85. 232 I srael 147.237.0.19 |nadimatal .idf.il Suspi ci ous Response Code B ock 1
Unhaut hori zed URL Access to
208.115.113.89 [lnited Sates [147.237.77.74 |lawidf.il W mag. i df . i 1/ tenpl at es/t enpl at econt rol s/ news/ si p_storage/ files/6/ |B ock 1
1446, pdf /
66.249.64. 137 |nited Sates [147.237.72. 166 |aka. i df .i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
188. 120. 148. 64 |l srael 147.237.77.233|atal .idf.il PHP At t enpt B ock 1
66.249.66.188 |Wnited Sates [147.237.0. 16 "lyl kosher-kravi. 1 df |\ hori zed (R Access to ww ny- kosher -kravi . i df.il/robots. txt |8 ock 1
49.177.22.136 |Australia 147.237.77. 216 |dover.idf .l Unt raceabl e SSL Sessi ons: (pen Mbde None 1
216. 218.206. 66 |United Sates |147.237.0.16 n|yl kosher-kravi . idf | '\ 1orized (R Access to 147.237.0. 16/ B ock 1
85. 65. 205. 228 I srael 147.237.77. 243 |nobi 1 e. i df . i | m;ﬂtgci’rd'le??/geggfﬁzmZtes”istch” ddoounent </ 1162 Bl ock 1
66.249.64.233 |lnited Sates |147.237.77.216|dover.idf.il D stributed Unaut hori zed LRL Access on waw idf.il/error. htm B ock
188. 120. 148. 64 |l srael 147.237.77.233|atal .idf .il Lhaut hori zed URL Access to ww atal .idf.il/xnrpc. php B ock
Unhaut hori zed URL Access to
66. 249. 69. 77 Lhited Sates [147.237.77. 176 |nat pash. i df . i | wan cogat . i df . i1/ usef ul i nformati on/i dkoni i pages/ 24012011yezu. as |Bl ock 1
px
66.90.183.203 |lhited Sates [147.237.77.176|mat pash. i df . il Dstributed PHP Attenpt B ock 1
106. 184. 7. 86 Japan 147.237.72. 166 [aka. i df . i | Unknown Paraneter catid in wwy aka.idf.il/patzar/hone/default.asp [None 1
66.249.64.233 |Lnited Sates |147.237.77.216|dover.idf .il Uhaut hori zed URL Access to ww i df . il/key/ aswd56425csa B ock 1
196. 221. 237. 247 |Egypt 147.237.72. 166 [aka. i df . i | Distributed PHP Attenpt B ock 1
74.103.152. 197 |Wited Sates |147.237.77.216|dover.idf.il Unt raceabl e SSL Sessi ons: Qpen Mbde None 1
66.90.183.203 |lhited Sates [147.237.77.176|nat pash. i df . il Dstributed Lhaut hori zed URL Access on wwwy cogat . i df . il /xnirpc. php|B ock 1

03-07-2016-05:04:01 to 03-07-2016-06:04:01




