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Attacker Address
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Site

|Attacker Country

|Target Address

Signature

Device Action

Count

134. 191. 232. 68 | srael 147.237. 76. 86 navy.idf.il JLMPurple Gon Limt Htp drop 29
81. 218. 65. 210 | srael 147.237.77. 216 dover.idf.il ock_Udp All _Nets dr op 3
54.72.182.187 Irel and 147.237.77. 216 dover.idf.il Bl ock Up Al Nets drop 2
185. 35. 62. 189 Swi t zerl and 147.237.76. 38 e.e.neitav.idf.il B ock Np Al Net drop 1
113. 252. 65. 43 Hong Kong 147.237.8. 27 e.nadimatal.idf.il |[Bock Wp All Nets drop 1
74.82.47.50 Lhited Sates 147.237. 8. 46 e.chinuch.idf.il ock Wp Al _Nets drop 1
146. 185. 239. 100 Russi an Federati on 147.237. 76. 147 chi nuch. aka. i df . il bl ock-sp-traf 1 drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnature Devi ce Action |Count

106. 120. 173. 159 Chi na 147.237.77. 233 atal .idf.il|CL000071: HTTP. User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
66.249. 64. 190 |147.237.72. 166 |Wited Sates |aka.idf.il ET SCAN NVAP -sA (2) 2
123.59.53.156 |147.237.0.34 [China tikshuv.idf.il ET SCAN Potential SSH Scan 1
89.163.145.38  |147.237.72.14 |Ger nany dover.idf.il(od) |[ET SCAN NVAP -sS wi ndow 4096 1
5.39.222. 253 147. 237. 77. 179 [Net her | ands e.nazi.idf.il ET SCAN NMAP -sS wi ndow 1024 1
202.71. 25. 29 147.237.76. 148 |Indi a gacenter.aka idf.il [ET SCAN NMAP -sS wi ndow 1024 1
_ o ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
189. 110. 158. 12 |147.237.0.33 |Brazil idf.il ) 1
Potential Scan or Brute Force
159. 122. 254. 212|147. 237. 76. 39 |Net her| ands nobi | e.neitav.idf.i|ET SCAN Potential SSH Scan 1
95.130.13.220 [147.237.76. 196 |France e svivaidf.il ET SCAN NVAP -sS w ndow 1024 1
. L ET SCAN Behavi oral Wusual |y fast inbound Tel net CGonnecti ons,
219.92.25.170 |147.237.76.31 |Milaysia nakchal .idf.il . 1
Potential Scan or Brute Force
159. 122. 254. 212|147. 237. 77. 176 |Net her | ands nat pash. i df . i | ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address Country ‘Target Address |Ste Signature

37.236.161.19 |irag 147. 237. 77. 216 |dover.i df .i | drop SMrul e drop 21
98. 193. 56. 75 Lhited Sates [147.237.76.31 |nakchal .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 8
46.19. 85. 34 I srael 147.237.77. 216 |dover.idf. | Bad TCP sequence I'nval i d ACK nunber alert 6
172.56.35.112 [thited Sates |147.237.77. 216 [dover.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 6
46.19. 85. 34 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber monitor |6
208.54.85.214 |thited Sates  [147.237.77. 216 |dover.idf.il SYN At ack SYN -> SYN-ACK -> RST rej ect 6
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5
178. 63.105.85  |Ger many 147.237.76.38 |e.e.ngitav.idf.il drop SAMrul e drop 4

Sreamng Engine: TCP Invalid [invalid segnent retransnission.

199.30.24.239 |wnited Sates |147.237.76. 200 [ei tan. aka.idf.il > dro| 4
Ret ransmi ssi on Packet dropped. P

91.200. 12. 141  |krai ne 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 4
Sreaning Engine: TGP Invalid i i sSi

109. 64. 226. 103 | srael 147.237.72. 166 |aka i df . g =g Invalid segnent retransmssion. . 3
Ret ransmi ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi

79.177.19.247 |israel 147.237.72. 166 |aka i df . g =g Invalid segnent retransmssion. g 3
Ret ransmi ssi on Packet dr opped.

178.63.105.85 |Ger many 147.237.77.61 |e.cogat.idf.il drop SAMrul e drop 3

91.200. 12. 143  |lkrai ne 147.237.77. 216 |dover.idf.il drop SAMrul e drop 2

50.154. 167. 156 |[lhited Sates [147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 2

178.63.105.85 |Ger many 147.237.8.45 |e.eitan.idf.il drop SAMrul e drop 2

123.126.113. 80 |China 147.237.72. 166 |aka. i df il drop SAMrul e drop 2
Sreaning Engine: TCP Invalid i i ssi

204.79.180. 247 |Uited Sates  |147.237. 76. 200 |ei tan. aka i df .i | 9 =g Invalid segnent retransmssion. |, 2
Ret ransmi ssi on Packet dr opped.

91.200. 12. 143  |lkrai ne 147.237.0.34  |tikshuv.idf.il drop SAMrul e drop 2

74.82.47.59 Lhited Sates [147.237.77.19 |lawforumidf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1

141.212.122. 168|hited Sates |147.237.0.33 [idf.il drop drop 1

141.212.122. 130|Wnited Sates |147.237.0.34 [tikshuv.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1

198. 20. 69. 74 Lhited Sates |147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1

184.105.139. 78 |Wited Sates  |147.237.77. 121 |e. navy.i df .l Geo- | ocati on enf or cenent eeﬁfolr Sgi'mon I nbound drop 1

141.212.122. 161 |thited Sates |147.237.77.234|hal ag.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect

216.218.206.84 |lhited Sates 147.237.0. 33 idf.il dr op drop 1
Geo-1 ocati on i nbound

184. 105. 247. 216|Uited Sates  |147.237.0.200 |mu.idf.il Geo- | ocati on enf or cenent ot of oot drop 1
79.176.219.66 I srael 147.237. 77. 216 |dover. i df . i Bad TCP sequence mﬁtﬁ;ggﬂggm moni tor |1
178.63.105.85 |Ger many 147.237.76. 176 |test.ncore.idf.il drop SAMrul e drop 1
141.212.122. 169|United Sates |147.237.0.33  |idf.il drop drop 1
141.212.122. 137|Wited Sates |147.237.77.74 [lawidf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
184.105.139.79 [lhited Sates |147.237.0.34 |[tikshuv.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
65.181.113.88 |lhited Sates |147.237.8.27 |e.madimatal.idf.il |Geo-location enfor cenent g?o'rggi'n?” I nbound drop 1
5. 255. 253. 10 gz:;;r: on 147.237.77.74 |lawidf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 1
141.212.122. 162|nited Sates |147.237.77. 234 |hal ag.iof . il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
216.218.206.90 |Wited Sates |147.237.0.16 inly'kOSher'kraVi T 1 SyN At tack SYN -> SYN-ACK -> RST rej ect 1
184. 105. 247. 239|Wnited Sates  |147.237. 77. 170 |nmarachot . i df . i SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
178.63.105.85 |Ger many 147.237.76. 177 [ncore.idf .il drop SAMrul e drop 1
50. 93. 203. 2 Wited Sates |147.237.0.34 [tikshuv.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 169|United Sates |147.237.76.34 |yohalan.idf.il drop drop 1
141.212.122. 138|Wited Sates [147.237.77.74 [lawidf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
103. 41. 177. 26 147.237.0. 16 Inly kosher-kravi.idf. 14 o SAMrule drop 1
184. 105. 139, 100|Uhited Sates |147.237. 77. 216 |dover. i df. i SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
74.82. 47. 34 ited Sates  |147. 237. 76. 200 [ei tan. aka. i of . SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
178.63.105.85 |Ger many 147.237.8.46 |e.chinuch.idf.il drop SAMrul e drop 1
37.26.149.164 | srael 147. 237.77. 216 |dover. i df .| SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 166|Wnited Sates |147.237.76.31 |nakchal .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
216.218.206.90 |Wnited Sates |147.237.76.34 |yohalan.idf.il drop drop 1
123. 126. 113. 154|cni na 147. 237.77. 216 |dover. i df .| SYN At t ack SYN -> SYN-ACK -> Tinmeout  |reject 1
184. 105. 247. 244|Wited Sates  |147. 237. 77. 176 |nat pash. i of .| SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site dgnature Acti on ‘Count
66.249. 82. 94 Lhited Sates |147.237.77.216|dover.idf.il D stributed Lhaut hori zed URL Access on waw idf.il/error. htm B ock 6
66. 249. 82. 88 Lhited Sates |147.237.77.216|dover.idf.il Distributed Unaut hori zed LRL Access on wawidf.il/error. htm B ock 5
17.138. 56. 26 Uhited Sates |147.237.77.216|dover.idf.il Mil tipl e Unaut horized URL Access from 17.138. 56. 26 B ock 4
66.249. 82. 91 Lhited Sates |147.237.77.216|dover.idf.il D stributed Lhaut hori zed URL Access on waw idf.il/error. htm B ock 3
: . . Unaut hori zed URL Access to
72.9.148. 10 Lhited Sates |147.237.76.86 [navy.idf.il v navy. i df . i | /994- 8613- he/ navy. aspx. aspx Bl ock 2
66.249.83.155 |lhited Sates |147.237.77.216|dover.idf.il D stributed Lhaut hori zed URL Access on wawidf.il/error. htm B ock 2
24.217.39.157 |lhited Sates |147.237.77.216|dover.idf .il Dstributed PHP Attenpt B ock 2
24.217.39.157 |lnited Sates [147.237.77.216|dover.idf.il D stributed Uhaut hori zed URL Access on waw i df.il/xmrpc.php [B ock 2
184.105. 139. 68 |lhited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to 147.237.77. 216/ B ock 1
] . . Paraneter Type Mol ati on PageNumin
68.180.230.29 |lhited Sates |147.237.77.176 [nat pash. i df . il v cogat . i df . i |/ 1043- he/ cogat . aspx Bl ock 1
. . Unaut hori zed URL Access to
37.26.148.228 |Israel 147.237.77.234|hal ag. i df . il 147. 237. 77. 2341 i nages/ shar ed/ bul | et 1. gi f B ock 1
94. 230. 93. 47 I srael 147. 237.76. 147 |chi nuch. aka. i df . i | Lhaut hori zed URL Access to ww chi nuch. aka.idf.il/xmrpc.php |B ock 1
. . Unaut hori zed URL Access to
5. 34. 68. 131 Kazakst an 147.237.76.86 |navy.idf.il navy. i df . i1/ i yus/ f or und asp/ showf or um asp B ock 1
198. 20. 69. 74 Lhited Sates 147.237.76.31 |nakchal .idf.il Unhaut hori zed URL Access to 147.237.76. 31/ B ock 1
40.77. 167. 61 Lhited Sates |147.237.77.216|dover.idf.il Lhaut hori zed URL Access to wawnidf.il/error. htm B ock 1
. . Uhknown Paraneter siteid in
106. 184. 7. 86 Japan 147.237.72. 166 [aka. i df . i | Wi aka, i df i1/ si t es/ hone/ def aul t . asp None 1
-kosher-kravi . idf.
207. 46. 13. 38 Lhited Sates 147.237.0. 16 :qu Unaut hori zed URL Access to waw ny- kosher-kravi.idf.il/ Bl ock 1
Lhi ted . . .
90.216.229.73 | . ngdom 147.237.77. 176 |mat pash. i df . i | Dstributed PHP At tenpt B ock 1
: ; . Unaut hori zed URL Access to
66.249.64.131 [lnited Sates |[147.237.72.166|aka.idf.il 147.237. 72. 166/ si p, st or agel f | es/ 3 62953. j pg Bl ock 1
141.212.122. 129|thited Sates |147.237.0.34 |tikshuv.idf.il Uhaut hori zed LRL Access to /x B ock
66.249.83.158 |lLhited Sates [147.237.77.216|dover.idf.il D stributed Lhaut hori zed URL Access on waw i df.il/error. htm B ock
90. 216. 229. 73 z‘;;gom 147.237.77. 176 |mat pash. i df . i | Uhaut hori zed URL Access to waw cogat.idf.il/xnirpc. php Bl ock 1
172.56.35.112 |lhited Sates |147.237.77.216|dover.idf.il Unt raceabl e SSL Sessi ons: (pen Mbde None
66.249.83.161 |lhited Sates |147.237.77.216|dover.idf.il D stributed Unaut hori zed LRL Access on wawidf.il/error. htm B ock
94. 230. 93. 47 I srael 147. 237. 76. 147 |chi nuch. aka. i df . i | PHP At t enpt B ock 1
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