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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site Signature Device Action Count
37.236.161. 19 Iraq 147.237.77. 216 dover.idf.il B ock_UWp Al _Nets drop 798
188. 165. 235. 21 France 147.237.77. 216 dover.idf.il B ock_Udp Al _Nets drop 6
212.179. 54. 237 | srael 147.237.77. 216 dover.idf.il B ock Up Al Nets drop 3
81.218. 65. 210 I srael 147.237.77. 216 dover. i df.il Bl ock Udp All Nets drop 3
54.72.182. 187 Irel and 147.237.77. 216 dover.idf.il B ock Wp Al Nets drop 1

71. 6. 158. 166 Lhited Sates 147.237.77. 243 nobi | e. i df il Block Np Al Net drop 1
223.146.114. 114 Chi na 147.237.76. 42 refuah.idf.il B ock_UWp Al _Nets drop 1
4.15.125.104 Lhited Sates 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
223.146.114. 114 Chi na 147.237.76. 44 e.refuah.idf.il |Bock Wdp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry get Address |Site Devi ce Action |Count |
61. 135. 189. 108 Chi na 147.237.77.216 |dover.idf.il CL000071: HTTP:. User Agent Sogou+web+spi der B ock 3
199. 30. 24. 231 Lhited Sates 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the URL B ock 2
51. 255. 207. 27 Lhited Kingdom [147.237.77.216 |dover.idf.il C1000074: HITP. maj estic bot B ock 2
188. 165. 15. 241 France 147.237.76.147 |chi nuch. aka. i df.i| [Cl1000146: HTTP. AnrefBot craw er B ock 1
207. 46. 13. 70 Lhited Sates 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the URL B ock 1
106. 120. 173. 159 |Chi na 147.237.77.233 |atal .idf.il C1000071: HTTP: User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

At acker

Target Address Count ry ‘Ste ‘Signature
195. 34. 150. 18 [147.237. 77. 216 |Austria dover.idf.il |Tehila - Perl LW with fake user agent 4
218.108. 132. 58 |147. 237. 76. 44 |Chi na e.refuah.idf.ilET SCAN NVAP -sS w ndow 1024 1
89.163. 145. 38 |147. 237. 77. 179 |Ger many enazi.idf.il [ET SCAN NVAP -sS wi ndow 3072 1
82. 166. 184. 187 |147. 237.77.61 |l srael e.cogat.idf.il|[ET SCAN NVAP -sS wi ndow 3072 1

ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnections, Potential
Scan or Brute Force

89. 163. 145. 38 |147. 237. 77. 179 |Ger many enazi.idf.il [ET SCAN NVAP -sS wi ndow 1024

61.240. 144. 65 (147.237.0.33 [China idf.il ET SCAN NVAP -sS wi ndow 1024

5.97.104. 158 147.237.76.30 |[ltay hi nush. i df.il

=Y =Y
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address Qount ry Target Address |[Ste Signature Acti on ‘Count
107.167. 109. 156|United Sates |[147.237.77.216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 19
79.177.204.189 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 12
37.236.161. 19 Irag 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 10
178. 63.105.85  |Ger many 147.237.8.45 |eeitan.idf.il drop SAMrule drop
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop
Sreaning Engine: TGP Invalid i i ssi
79.178. 126. 218 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. . 3
Ret ransm ssi on Packet dropped.
46.19. 86. 215 I srael 147.237.76.31 |nakchal .idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 3
Sreaning Engine: TCP Invalid i i ssi
79.182.53.101 |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. |, 3
Ret ransmi ssi on Packet dr opped.
Sreaning BEngine: TCP Invalid i i SSi
46.19.85.193  |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Inval id segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
178.63.105.85 |Ger many 147.237.76.38 |e.e.neitav.idf.il drop SAMrul e drop 3
reamng BEngine: TCP Invali i i ssi
2.54.2.190 I srael 147.237.72. 166 |aka. i df . Streaning Engi ne: TCP Invalid|imvalid segnent retransnissi on drop 3
Ret r ansm ssi on Packet dropped.
Russi an D Streaming Engine: TCP Invalid|invalid segnent retransnission.
141. 8.132. 112 ration 147.237.72. 166 |aka. i df .il Ret 1 ansni ssi on Packet dr opped. drop 3
reamng BEngine: TCP Invali i i ssi
2.54.3.26 I srael 147.237. 72. 166 |aka. i df .| Streaning Engi ne: TCP Invalid|imvalid segnent retransnissi on drop 3
Ret r ansm ssi on Packet dropped.
46. 19. 86. 215 I srael 147.237.76.31 |nakchal .idf.il Bad TCP sequence Inval i d AGK nunber moni tor |3
Sreaning Engine: TGP Invalid i i ssi
31.210.189. 116 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. . 3
Ret ransm ssi on Packet dropped.
91.200. 12. 143 |kraine 147.237.77. 233 |atal .idf.il drop SAMrule drop 2
178. 63.105.85 |Ger many 147.237.77.179|e.nazi .idf .il dr op SAMrul e drop 2
61.135.189. 108 [Chi na 147. 237. 77. 216 |dover.idf .il SYN At ack SYN -> SYN-ACK -> Tineout |[reject 2
178.63.105.85 |Ger many 147.237.76.176 |test.ncore.idf.il drop SAMrul e drop 2
178. 63.105.85  |Ger many 147.237.76. 177 |[ncore.idf .il dr op SAMrul e drop 2
91.200. 12. 143  |lkrai ne 147.237.76.42 |refuah.idf.il drop SAMrul e drop 2
203.127.96.221 |9 ngapore 147. 237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
45, 32.182. 189 147.237.0.35 |akavs.idf.il drop drop 1
141.212.122. 134|thited Sates |147.237.76.86 |navy.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
37.236.161.19 |[Iraq 147. 237.77. 216 |dover.idf.il drop First packet isn't SWN drop 1
141.212. 122. 174|Wited Sates [147.237.76.39 |mohbile.neitav.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
129.12. 214. 94 z";ggom 147. 237. 77. 216 |dover i df . Bad TCP sequence Invalid ACK nunber monitor |1
. . SYNtACK retransmt wth .
203. 127.96. 221 |9 ngapore 147.237.77. 216 |dover.idf.il Bad TCP sequence di fferent vindow scal e noni t or 1
141.212.122. 164|lhited Sates [147.237.77.61 |e.cogat.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
106. 38. 241. 106 |Chi na 147. 237. 72. 166 |aka.i df . i drop SAMrule drop 1
191. 242.179.82 |Brazil 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 1
141.212.122. 175|Uited Sates [147.237.76.39 |nobile. neitav.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
136.0.98. 17 Lhited Sates |[147.237.77.216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
80.178. 11. 215 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 1
207.241.237.224|lhited Sates [147.237.77. 170 |naarachot . i df . il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
46.19. 86. 134 I srael 147. 237.77. 216 |dover.idf il Bad TCP sequence Invalid AGK nunber alert 1
141.212.122. 165|lhited Sates [147.237.77.61 |e.cogat.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
106. 38. 241. 106 |Chi na 147.237.77. 233 |atal .idf.il drop SAMrul e drop 1
74.71. 87. 137 Lhited Sates |[147.237.77.216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
195. 62. 53. 168 RJSf;:I”ion 147. 237. 77. 216 |dover. i df .i SYN Attack SYN -> SYN-ACK -> RST rej ect 1
45, 32.182. 189 147.237.0.15  |kosher-kravi.idf.il SYN Att ack SYN -> SYN-ACK -> Tineout |[reject 1
146. 185. 239. 102 stls;;”i o 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
80.178.150.48 |[lIsrael 147.237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 1
46. 19. 86. 134 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
141.212.122. 169|lhited Sates [147.237.0.34 |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
203. 127.96. 221 |9 ngapore 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
45. 32, 182. 189 147.237.0.17 ?]I"Iy kosher-kravi.id |qyN At ack SYN -> SYN-ACK -> Tineout |reject 1
157.55.39. 117 |Uited Sates |147.237.77.74 |[lawidf.il SYN At ack SYN -> SYN-ACK -> Tineout |[reject 1
141.212.122. 133|Uhited Sates |147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
178. 63.105.85  |Ger many 147.237.77.61 |e.cogat.idf.il drop SAMrul e drop 1




03-07-2016-02:04:03 to 03-07-2016-03:04:03

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
17.138. 56. 26 Lhited Sates 147.237.77.216|dover. i df . il Mil tipl e Uhaut horized URL Access from 17. 138. 56. 26 B ock 10
50. 62. 177. 15 Lhited Sates 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut hori zed LRL Access from 50. 62, 177. 15 B ock 5
37.236.161.19 |[Iraqg 147.237.77.216|dover.i df .l Post Request - Mssing Content Type from 37.236. 161. 19 B ock 2
17.138. 56. 26 Lhited Sates 147.237.77.216|dover. i df . il D stributed Lhaut hori zed URL Access on www i df.il/error. htm B ock 2
66. 249. 66. 29 Lhited Sates 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1135- he/ at al . aspx B ock 1
219.74.36.175 |9 ngapore 147.237.77.216|dover.idf .l Dstributed Waut horized URL Access on waw i df.il/error.htm B ock 1
112. 209. 149. 103|Phi | i ppi nes 147.237.76.42 |refuah.idf.il [Wauthorized URL Access to waw refua. atal.idf.il/xmrpc. php B ock 1
68.180. 228.112 |[lhited Sates 147.237.77.216|dover.idf .il [Miltiple Wauthorized URL Access from 68.180. 228. 112 B ock 1
46.107.246.96 |Hungary 147.237.77.216|dover.idf .l Distributed Waut hori zed URL Access on v i df . i|/xmrpc. php B ock 1
185.24.76.132 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to waw aka.idf.il/xmrpc. php Bl ock 1
77.224.7.171 Sain 147.237.77.74 |lawidf .il Dstributed PHP Attenpt B ock 1
66.249.66.33  [Lhited Sates  |147.237.77.74 |lawidf.il %e?gw%.m?e?uchdg?gem|e/getfi|e. aspt i enanem B ock 1
220. 255. 148. 65 |S ngapor e 147.237.77.216|dover.idf.i |l D stributed Unaut horized URL Access on waidf.il/error. htm Bl ock 1
41. 237.51.59 Egypt 147.237.77.216|dover.idf .l Ostributed PHP At tenpt B ock 1
117.78.13.54  [China 147.237.76.86 |[navy.idf.il Uhaut hori zed URL Access to navy.idf.il/894-he Bl ock 1
68.180.228. 112 |lhited Sates 147.237.77.216|dover.idf.i |l Paranet er Type M ol ati on PageNumin v i df.il/1133- he/ dover. aspx Bl ock 1
203.127. 96. 245 |9 ngapore 147.237.77.216|dover.idf .l Dstributed Whaut horized URL Access on waw idf.il/error.htm B ock 1
5. 255. 253. 34 g;z:;nl on 147.237.72. 156 |aman. i df . i | Uhaut hori zed LRL Access to list.ips.gov.il/robots. txt B ock 1
77.224.7.171 Sain 147.237.77.74 |lawidf.il Unaut hori zed URL Access to www | aw i df.il/xmrpc. php B ock 1
66.249.66.187 |Uited Sates  [147.237.0.34  [tikshuv. i df . il |\ Fl?;]j\?d. s s, o frmpri nt nessage. asp Bl ock 1
41.237.51.59 Egypt 147.237.77.216|dover. i df . il D stributed Whaut hori zed URL Access on ww i df .il/xnirpc. php B ock 1
141.212.122. 129|thited Sates 147.237.76.86 |[navy.idf.il Uhaut hori zed URL Access to /X Bl ock 1
68.180. 228. 112 |[Wnited Sates 147.237.77. 216 |dover.i df .l Unaut hori zed URL Access to v i df.il/894-ar B ock 1
50. 62.177. 15 Lhited Sates 147.237.72.166|aka. i df . i | Unaut hori zed LRL Access to aka.idf.il/wp-admn/ B ock 1
207.241.229. 224|tited Sates  |147. 237.76. 200|ei t an. aka. i df . |m“;rf;'nzzsaﬁf ffffts:néloat s/ honepage! horepage. aspx Bl ock 1
89.139.229.41 | srael 147.237.72. 166 |aka. i df . i | mn;k"i:i Zfrﬁr;e;a?;/;xmfgmm 'n None 1
66.249.83.155 |Lhited Sates 147.237.77.216|dover. i df . il D stributed Lhaut hori zed URL Access on waw i df.il/error. htm B ock 1
45.50. 179. 44 147.237.77.216|dover.idf .i| |SSL Wntraceabl e Connection - Qpen Mde None

183. 206. 173. 115|Chi na 147.237.77.216|dover. i df . il Lhaut hori zed URL Access to waw i df.il/incl udes/fckeditor/editor/ B ock
68.180.230. 224 [lhited Sates  |147.237.76.31 |nakchal .idf.il mwgkiglwi’; _Yljlfé;;”hgagzmzi_;px Bl ock 1
66. 249. 66. 26 Lhited Sates 147.237.77.233|atal . i df.il Unaut hori zed URL Access to 147.237.77. 233/ 1134-he/ at al . aspx Bl ock 1
208.115.113.89 [lhited Sates 147.237.77.216|dover. i df .i | Uhaut hori zed URL Access to wwidf.il/kesher B ock 1
112. 209. 149. 103|Fhi i ppi nes 147.237.76.42 |refuah.idf.il |Dstributed PP Attenpt B ock 1
67.247.20.181 |lhited Sates 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Cpen Mode None 1
46.107.246.96 |Hungary 147.237.77.216|dover.idf .il |Dstributed PHP Attenpt B ock 1
185.24.76.132 |Israel 147.237.72. 166 [aka. i df . i | PHP Attenpt B ock 1
68. 180. 230. 244 |Lhited Sates 147.237.77.233|atal . i df.il Unhaut hori zed URL Access to 147.237.77.233/robots. t xt B ock 1
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