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|Top Attackers | n DDoS- Def ence |

03-07-2016-01:09:39 to 03-07-2016-02:09:39

Attacker Address  |Attacker Country  |Target Address |Site |Signature |Device Action  |Count |
37.236.161. 19 Iragq 147.237.77. 216 dover.idf.il ock Wdp Al _Nets drop 723
82. 145. 216. 44 Eur ope 147.237.72. 166 aka.idf.il B ock | p VWb In drop 12
82. 145. 216. 106 Eur ope 147.237.72. 166 aka.idf.il B ock Ip Véb In drop 5
168. 235. 207. 93 Lhited Sates 147.237.77. 216 dover.idf.il |JLMPurple Gon Limt Htp drop 3
37.236.161. 19 Iraq 147.237.77. 216 dover.idf.il |JLMPurple Gon Limt Htp drop 3
81. 218. 65. 210 | srael 147.237.77. 216 dover.idf.il ock Wdp Al _Nets drop 3
168. 235. 207. 93 Lhited Sates 147.237.77. 216 dover.idf.il |JLM Under Attack _Con Htp drop 2
37.236.161. 19 Irag 147.237.77. 216 dover.idf.il |JLM Under Attack Con Htp drop 2
58. 42. 230. 122 Chi na 147.237.77. 74 lawidf.il B ock Wp Al Nets drop 1
54.72.182. 187 Irel and 147.237.77. 216 dover.idf.il |Block Wp All Nets drop 1




03-07-2016-01:09:39 to 03-07-2016-02:09:39

|Top Attackers In IPS|

|At tacker Qountry

Attacker Address

Target Address

|Site

‘Sgnature

Devi ce Action |Count

61. 135. 189. 108 Chi na 147.237.77.216 |dover.idf.il Cl000071: HTTP:. User Agent Sogou+web+spi der B ock 3
81. 109. 65. 38 Uhi ted Ki ngdom 147.237.77.216 |dover.idf.il C1000074: HITP. naj estic bot B ock 3
207.46.13.70 Lhited Sates 147.237.0. 34 tikshuv.idf.il [Cl000138: HITP. prefix 1.01 in the LR Bl ock 1
66. 249. 66. 184 I srael 147.237.0. 34 ti kshuv.idf.il |Cl1000138: HITP. prefix 1.01 in the URL B ock 1
207. 46. 13. 98 Lhited Sates 147.237.0. 34 tikshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 1
106. 120. 173. 159  |China 147.237.77.233 |atal .idf.il C1000071: HTTP:. User Agent Sogou-+web+spi der B ock 1
151. 80. 31. 132 Italy 147.237.77.233 |atal .idf.il Cl000146: HITP. AnrefBot craw er B ock 1
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|Top Attackers In |D|

‘ Target Address

At acker
CGountry

Signature

59. 125. 130. 154 [147.237.0.19 [Taiwan nadi matal .idf.il |SERVER WEBAPP apache directory discl osure attenpt 8
59. 125. 130. 154 [147.237.0.19 [Taiwan nadi matal.idf.il |GL VWEB_SERVER apache directory discl osure attenpt 8
195. 34. 150. 18 |147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
218.57.11.7 147. 237. 76. 197 [Chi na e. hinush.idf.il ET SCAN Potential SSH Scan 1
59.45.79.117  |147.237.77.179|Chi na e.nazi.idf.il ET SCAN Potential SSH Scan 1
209.79.65.140 [147.237.0.19 [Lhited Sates |nadimatal.idf.il |SERVER WEBAPP apache directory discl osure attenpt 1
59.45.79.117 |147.237.76.38 |China eeneitav.id.il [ET SCAN Potential SSH Scan 1
208. 109. 53. 250 |147.237. 76. 198 |Lhited Sates [e.yonalan.idf.il [ET SCAN Potential SSH Scan 1
59.45.79.117  |147.237. 72. 166 |Chi na aka.idf.il ET SCAN Potential SSH Scan 1
208. 109. 53. 250 [147.237. 76. 44 |Wited Sates [e.refuah.idf.il ET SCAN Potential SSH Scan 1
59.45.79.117 |147.237.8.28 |China e.nobi | e-ks.idf.il [ET SCAN Potential SSH Scan 1
208. 109. 53. 250 |147.237.76.38 |lLnited Sates |e.e.neitav.idf.il |ET SCAN Potential SSH Scan 1
208. 109. 53. 250 [147.237.0.15 [Wnited Sates |kosher-kravi.idf.i|ET SCAN Potential SSH Scan 1
80.80. 172 182|147 237 76.30 |Abari a hivmsh i df i | ET SCN\I Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
218.246.0.97 |147.237.77.216|Chi na dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
218.57.11. 7 147. 237. 76. 201 [Chi na eata .idf.il ET SCAN Potential SSH Scan 1
59.45.79.117 |147.237.77.216|China dover.idf.il ET SCAN Potential SSH Scan 1
218.57.11.7 147. 237. 76. 148 |Chi na gacenter. aka. i df.i [ET SCAN Potential SSH Scan 1
59.45.79.117 |147.237.76. 147 |Chi na chinuch. aka.idf.il [ET SCAN Potential SSH Scan 1
209.79.65.140 [147.237.0.19 [lhited States |nadimatal.idf.il |GPL WEB SERVER apache directory discl osure attenpt 1
59.45.79.117 |147.237.76.34 |thina yohal an. i df . il ET SCAN Potential SSH Scan 1
208. 109. 53. 250 [147. 237. 76. 147 [Wnited Sates |chinuch. aka.idf.il |ET SCAN Potential SSH Scan 1
59.45.79.117 |147.237.8.45 |China eeitanidf.il ET SCAN Potential SSH Scan 1
208. 109. 53. 250 [147.237.76.42 |Wnited Sates |refuah.idf.il ET SCAN Potential SSH Scan 1
59.45.79.117 [147.237.0.15 |China kosher-kravi.idf.i |ET SCAN Potential SSH Scan 1
208. 109. 53. 250 |147. 237. 76.34 |lLnited Sates |yohal an.idf.il ET SCAN Potential SSH Scan 1
61.244.49. 137 [147.237.76.42 |Hong Kong refuah.idf.il ET SCAN NVAP -sS w ndow 1024 1
218.57.11. 7 147.237. 77. 216 |Chi na dover.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address ‘Ste ‘Slgnature
37.236.161.19 |iraqg 147.237.77. 216 |dover.idf.il |dr op First packet isn't SWN drop 17747
37.236.161.19 |[Iraqg 147.237.77. 216 |dover.idf.i| |Bad TCP sequence Inval i d ACK nunber noni t or 135
Russi an R -
141.8.132.78 Federat i on 147.237.77. 216 |dover.idf.il [drop First packet isn't SN drop 82
93.158. 152, 52 |ssian 147. 237.77. 216 |dover. i of .| |dr op Frst packet isn't SN drop 78
) ) ) Federati on ) ) ) ) )
37.236.161.19 |irag 147.237.77. 216 |dover.idf.il [SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 76
37.236.161.19 |iraqg 147.237.77. 216 |dover.idf.i| |Bad TCP sequence Inval i d ACK nunber alert 71
Russi an sl .
141. 8.184. 13 eration 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SYN drop 70
93. 158. 152. 68 Russi an 147.237.77. 216 |dover.idf.il [drop Frst packet isn't SYN drop 68
Federati on
s SYN+AK retransmit with different .
37.236.161.19 |iraqg 147.237.77. 216 |dover.idf.il |Bad TCP sequence wi ndow scal e noni t or 62
168. 235.207. 93 |lLhited Sates 147.237.77. 216 |dover.idf.il [drop Frst packet isn't SN drop 16
79.177.204. 189 |[Israel 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 15
37.236.161.19 |irag 147.237.77. 216 |dover.icf.il [Véb Server Enforcerment M ol ation _;_Ag(t))lnynu)us DoSer Denial of Service | .o 14
157. 55. 39. 40 Lhited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SYN drop 13
107.170. 119. 178|lhited Sates 147.237.77. 216 |dover.idf.il [drop Frst packet isn't SYN drop 12
37.236.161.19 |irag 147.237.77. 216 |dover.idf.il [SYN At t ack SYN -> SYN-ACK -> Ti nmeout alert 12
Sreaning BEngine: TCP Invalid i i ssi
46.19. 86. 72 I'srael 147.237.77. 243 |nobi l e, i f . 9 =g Invalid segnent retransmssion. drop 9
Ret ransni ssi on Packet dropped.
189.114.3.238 |Bazil 147.237.77. 216 |dover.idf.il [drop First packet isn't SYN drop
178.63.105.85  |Ger many 147.237.8.45 |e.eitan.idf.i[drop SAMrul e drop
Russi an s .
141. 8.132.95 ration 147.237.77. 216 |dover.idf.il [drop Frst packet isn't SYN drop 6
37.142.68.0 I srael 147.237.72. 156 |aman.idf .i] [SYN At t ack SYN -> SYN-ACK -> RST rej ect
212.143. 142.56 |l srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 4
Russi an sl .
178.154.149. 6 eration 147.237.77. 216 |dover.idf.il [drop Frst packet isn't SN drop 4
5.255. 253. 8 Russi an 147. 237. 77. 216 |dover. i df.i1 |dro First packet isn't SN dro 4
) ) ) Federation ) o o P pac P
130. 193. 37. 10 F“Sfia” 147.237.77. 216 |dover. i df .| |dr op Frst packet isn't SWN drop 4
.193. 37. cation .237.77. Lidf.
79.176.208. 235 |l srael 147.237.77. 216 |dover.idf.il [drop Frst packet isn't SN drop
101.2.171.162 |Austraia 147.237.77. 216 |dover.idf.i| |Bad TCP sequence Invalid ACK nunber noni t or
37.236.161.19 |irag 147.237.77. 216 |dover.idf.il [Bad TCP sequence nmoni t or
Russi an s .
130.193.37. 4 erati on 147.237.77. 216 |dover.idf.il [drop Frst packet isn't SYN drop 4
130.193.51. 62 |SSian 147.237.77. 216 |dover. i f il |dr op First packet ismt SIN drop 4
.193.51. erati on .237.77. Lidf.
101.2.171. 162 |Australia 147.237.77. 216 |dover.idf.il [Bad TCP sequence Invalid ACK nunber alert 3
Sreaming Engine: TCP Invalid i i ssi
37.26.149.218 | srael 147. 237, 72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. drop 3
Ret ransni ssi on Packet dropped.
168. 235.207. 93 |lLnited Sates  [147.237.77.216|dover.idf.il |[SYN Att ack SYN -> SYN-ACK -> Ti nmeout rej ect
87.69. 62. 195 I srael 147.237.0.34 |tikshw.idf.i|Bad TCP sequence Inval i d ACK nunber noni t or
213.57.37.8 | srael 147.237.72. 166 |aka.idf.il  [drop Frst packet isn't SYN drop
Sreaning Engine: TQP Invalid i i ssi
109. 65.233. 46 |Israel 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransnissi on. drop 3
Ret ransm ssi on Packet dropped.
94.77.196. 82 Saudi Arabia 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 3
Sreanming Engine: TCP Invalid i i ssi
2.54.2.190 I srael 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmission. drop 3
Ret r ansmi ssi on Packet dr opped.
213.57.37.8 | srael 147.237.72.166|aka.idf.il |SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect
189. 46.234.86 |Brazil 147.237.77. 216 |dover.idf.il [drop Frst packet isn't SYN drop
Sreaning Engine: TCP Invalid i i ssi
31.210. 187. 163 |Israel 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmissi on. drop 3
Ret ransm ssi on Packet dropped.
178. 63. 105. 85  |Ger many 147.237.77.61 |e.cogat.idf.i|dr op SAMrul e drop 3
Sreanming Engine: TCP Invalid i i ssi
79.183.193.2  |[Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmission. drop 3
Ret r ansmi ssi on Packet dr opped.
Russi an S Sreaning Engine: TP Invalid Invalid segnent retransnission.
141.8.132. 112 eration 147.237.72. 166 |aka. i df .i | Ret r ansm ssi on Packet dr opped. drop 3
178.63.105.85 |Ger many 147.237.77. 179 |e.mazi . i of .i1{dr op SAMrul e drop 3
2.25.233.78 Uni ted Kingdom|147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop
68.196. 167. 8 Lhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop
Russi an R -
141. 8. 142. 89 eration 147.237.77. 216 |dover.idf.il [drop First packet isn't SN drop 2
93. 35. 221. 212 Italy 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SYN drop
131.181.158.20 |Australia 147.237.77. 216 |dover.idf.il [drop Frst packet isn't SYN drop
61.135. 189. 108 |Chi na 147.237.77. 216 |dover.idf.il [SYN At t ack SYN -> SYN-ACK -> Ti nmeout rej ect 2
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address [Site Sgnature Action ‘Count
37.236.161.19 |irag 147.237.77.216|dover. i df . il Post Request - Mssing Content Type from 37.236. 161. 19 Bl ock 193
66. 102. 7. 226 Lhited Sates |147.237.77.216|dover.idf.il Ostributed Whaut hori zed URL Access on waw i df.il/error. htm B ock 5
66.249.64.233 |lnited Sates [147.237.77.216|dover.idf.il D stributed Unaut hori zed URL Access on waidf.il/error.htm B ock 4
45, 35. 105. 129 147.237.77.216|dover. i df . il D stributed Suspici ous Response Code Bl ock 3
17.138.56. 26 Lhited Sates |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to wwyidf.il/894-he B ock 2
77.224.7.171 Spai n 147.237.77.74 [lawidf.il Ostributed PHP At tenpt B ock 2
77.224.7.171 Spai n 147.237.77.74 |lawidf.il Unhaut hori zed LRL Access to www | awidf.il/xnirpc. php Bl ock 2
66. 102. 7. 233 Lhited Sates |147.237.77.216|dover.idf.il Ostributed Whaut hori zed URL Access on waw i df.il/error.htm B ock 2
100. 15.103.50 |Uhited Sates |147.237.72.166aka.idf.i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
68.180.231.40 |lhited Sates [147.237.77.74 |lawidf.il Unaut hori zed URL Access to v | aw idf.il/14-he B ock 1
66.249.64.51  |Wiited Sates |147.237.76.42 |refuah.idf.il lﬁ?“;g?r;g ijZILsJ:_ar:j;:slsisert]toscri s/ quer /| aery. nyronodal 1. 6.2, | s Bl ock 1
196. 221. 237. 247 |Egypt 147.237.77. 170 |maar achot . i df . i |0 stributed Unaut hori zed URL Access on naarachot . i df.il/xmrpc. php B ock
157. 55. 39. 52 Lhited Sates [147.237.72.166|aka.idf.il Unaut hori zed URL Access to 147.237.72. 166/ B ock
82.221.22. 64 I cel and 147.237.76.42 |refuah.idf.il Ostributed PHP At tenpt B ock
207.241. 229. 222U ted Sates [147.237.76.42 |refuah.idf il |0 I1oued thathor f:gpllg‘es;'i_ﬁzd‘;zsmo ol o headr upper Bl ock 1
66. 249. 66. 36 Lhited Sates [147.237.77.74 [lawidf.il Dstributed |11egal Paraneter Encoding None 1
189.114.3.238 |Brazil 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to waw i df.il/english/ &orev=search B ock 1
62.90. 215. 148 |l srael 147.237.77.216|dover . i df . i Oistributed Lhaut horized UR. Access on waw idf.il/anman B ock 1
101.2.171.162 |Ausstraia 147.237.77.216|dover.idf . il Unaut hori zed URL Access to waw i df.il/894-en/i df gdover . aspx B ock 1
66. 249. 64. 56 Uhited Sates |147.237.76.42 |refuah.idf.il ;ﬂ;“;g;gé%%ﬁg,cgsfe;&ai pts/jquery/jquery-1.4.2.mn.js Bl ock 1
196. 221. 237. 247 |Egypt 147.237.77.216|dover. i df .i |l Dstributed PHP At enpt B ock
172.98. 86. 21 147.237.77.216|dover.idf . il Ostributed PHP At tenpt B ock 1
Unaut hori zed URL Access to
82.221.22. 64 I cel and 147.237.76.42 |refuah.idf.il refua. atal .idf.il/conponents/com cont ushdvi deoshar e/ hdf | vpl ayer/ downl oa |Bl ock 1
d. php
66. 249. 66. 182 Lhited Sates |147.237.77.74 |lawidf.il Unaut hori zed URL Access to 147.237.77. 74/ robot s. t xt B ock 1
196. 221. 237. 247 |Egypt 147.237.76.86 |navy.idf.il Dstributed PHP Attenpt B ock
104. 236. 231. 135 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to atal .idf.il/nagent o_version B ock
66.249.64.131 |[Lnited Sates |147.237.72. 166 |aka. i df .i| ;{Ef’tzg(;r.i;;iég‘gxﬁselsfotrzm asp! show or um asp Bl ock 1
196. 221. 237. 247 |Egypt 147.237.77.216|dover.idf . il Distributed Whaut hori zed URL Access on wa i df . il /xmrpc. php B ock 1
172.98. 86. 21 147.237.77.216|dover . i df . il Dstributed Lhaut hori zed LRL Access on w i df . il /xnirpc. php B ock 1
40.77. 167. 89 Lhited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to v idf.il/aman B ock 1
87.69.158.111 [Israel 147.237.77.216|dover.idf . il Ostributed PHP At tenpt B ock 1
68.180.228.112 [lnited Sates [147.237.77.216|dover.idf.il Paranet er Type Mol ati on PageNumin waw i df . il/1153- he/ dover . aspx Bl ock 1
196. 221. 237. 247 |Egypt 147.237.76.86 |navy.idf.il D stributed Unaut hori zed LRL Access on wa navy. i df.il/xnrpc. php B ock 1
112.204. 199. 239|Philippines  |147.237.77.176|nat pash. i df.i| |Ostributed PHP Atenpt B ock 1
79.176.55.240  |Israel 147.237.76.86 |[navy.idf.il PHP Attenpt Bl ock 1
196. 221. 237. 247 |Egypt 147.237.77.233|atal .idf.il PHP Attenpt B ock 1
180. 76. 15. 6 Chi na 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 994- 8944- he/ r ef uah. aspx  [B ock 1
87.69.158.111 [Israel 147.237.77. 216 |dover.i df.il Distributed Whaut hori zed URL Access on waw i df . il/xmrpc. php Bl ock 1
68.180.228. 112 [lnited Sates |[147.237.77.216|dover.idf.il Unaut hori zed URL Access to wan idf.il/894-ar B ock 1
66. 102. 7. 240 LWhited Sates [147.237.77.216|dover.idf.il D stributed Unaut hori zed URL Access on waidf.il/error.htm B ock 1
196. 221. 237. 247 |Egypt 147.237.77. 170 |maar achot . i df . i I{Distributed PHP Attenpt B ock 1
112. 204. 199. 239|Phi | i ppi nes 147.237.77. 176 |mat pash. i df . i| |Dstributed Whauthorized UR. Access on wmn cogat . idf.il/xnirpc. php B ock 1
17.138. 56. 26 Uhited Sates |147.237.77.216|dover.idf.il Ml tipl e Unaut horized URL Access from 17.138.56. 26 B ock 1
79.176.55.240 |[Israel 147.237.76.86 |navy.idf.il Unaut hori zed URL Access to waw navy. i df.il/xnirpc. php Bl ock 1
196. 221. 237. 247 |Egypt 147.237.77.233|atal .idf.il Lhaut hori zed LRL Access to www atal .idf.il/xnrpc. php B ock 1
66.249.64.235 |Lnited Sates |147.237.77.216(dover.idf.il Unaut hori zed URL Access to 147.237.77.216/ B ock 1
180.76.15.159  |Chi na 147.237.76.42 |refuah.idf.il mu:et}olj;:gﬂ ﬁfﬁclcliseip: (a)les/ shar ed/ user cont r ol s/ header upper / Bl ock !
45.50. 179. 44 147.237.77.216|dover.i df . il SSL Wntraceabl e Connection - Qpen Mde None 1
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