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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |[Site |Signature |Device Action [Count |
82. 145. 219. 110 Eur ope 147.237.72. 166 aka.idf.il ock I p Wb _In drop 31

82. 145. 209. 99 Eur ope 147.237.0. 34 ti kshuv.idf.il Bl ock | p_ VWb In dr op 11
81.218. 65. 210 | srael 147.237.77. 216 dover.idf.il Bl ock Wp Al Nets drop 6

59. 85.121. 110 Japan 147.237.77.178 e. nat pash.idf.il Bl ock Udp Al Nets drop 1

85. 14. 165. 7 France 147.237.76. 198 e.yohal an.idf.il JLIMPurple Con Linit Htp drop 1

85. 14. 165. 7 France 147.237.76. 199 e. nakchal .idf.il JLMPurple Gon Linmt Htp drop 1
54.72.182.187 Irel and 147.237.77. 216 dover.idf.il ock Wp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry arget Address |Site Devi ce Action |Oount
61. 135. 189. 108 Chi na 147.237.77.216 |dover.idf.il Cl000071: HTTP: User Agent Sogou+web+spi der B ock 5
123.126.113. 154 |Chi na 147.237.77.216 |dover.idf.il Cl000071: HTTP: User Agent Sogou+web+spi der B ock 5
85. 64. 53. 238 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the URL B ock 4
51. 254, 121. 187 United Kingdom |147.237.77.176 |natpash.idf.il [CL000074: HTTP. najestic bot B ock 2
79. 176. 48. 200 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the UR B ock 2
51.254. 121. 187 Uhited Ki ngdom 147.237.77. 74 lawidf.il C1000074: HTTP. naj estic bot Bl ock 2
106. 120. 173. 159  |China 147.237.77.233 |atal .idf.il C1000071: HTTP. User Agent Sogou+web+spi der B ock 1
66. 249. 66. 187 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the UR B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
66.249.73.198 |147.237.77.170|Wited Sates |maarachot.idf.il [ET SCAN NVAP -sA (2) 2
161 10,150 40 |147. 237 76. 30 | ol orbi a s il ET SCAN Behavi oral ULhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
61.240. 144. 64  |147.237.77.179|Chi na e.nazi.idf.il ET SCAN NMAP -sS wi ndow 1024 1
95.130.13.220 [147.237.72. 167 |France ishurimaka.idf.i[ET SCAN Potential SSH Scan 1
61.240.144.66  |147.237. 77. 233|Chi na atal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
61.240. 144. 64  [147.237.72. 156 |Chi na aman.idf.il ET SCAN NMAP -sS wi ndow 1024 1
209. 126. 116. 147(147. 237. 72. 156 [Lnited Sates |anan.idf.il ET SCAN NMAP -sS wi ndow 1024 1




03-07-2016-00:04:01 to 03-07-2016-01:04:01

|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address |Jte Signature
46.19. 86. 231 | srael 147.237.72. 167 |i shurimaka.idf .il Bad TCP sequence I'nval i d ACK nunber noni t or 312
Sreamng BEngi ne: TCP i i ssi
212.179. 226. 141|i srael 147.237.0.34  |tikshuv.idf.il mng tngihe- 1 Invalid segrent retransmssion. |, 90
Inval i d Retransnission Packet dropped.
81.218.179.41 |Israel 147.237.77. 234 |hal ag.i of . Bad TCP sequence SNretransmt wth different 0 |3g
) ) ) ) o ag.1ar. q W ndow scal e
185.3.147.126 |l srael 147.237.77. 234 |hal ag.idf il Bad TCP sequence Invalid ACK nunber monitor |29
S SWNretransnmit wth different .
80. 246. 130. 124 |l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence i ndow scal e nonitor |28
141.0. 15. 162 Nor way 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 18
46. 19. 85. 180 I srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 14
73.70. 4. 100 Lhited Sates 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 9
Sreamng Engi ne: TCP ' i ssi
87.68.79.254  |israel 147. 237.72. 166 |aka i df .i mng tngine. 1 Invalid segnent retransmssion. |, 6
Inval i d Retransm ssion Packet dr opped.
46. 19. 85. 205 I srael 147.237.77. 216 |dover.idf . i | Bad TCP sequence Invalid ACK nunber noni t or
46. 19. 86. 169 I srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
151. 252. 97. 204 ga:lcis;i':éa” Territony s 47 237.77. 216 |dover. i df .1 SYN Att ack SYN -> SYN-ACK -> Tinmeout |reject |6
46. 19. 85. 205 I srael 147.237.77. 216 |dover.idf . i | Bad TCP sequence Invalid ACK nunber aert 6
213.57.91.199 [ srael 147. 237.77. 226 V‘;":"“hamz' aka- a4 op SAVirul e drop 5
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop
37.46.41. 146 I srael 147.237. 72. 166 [aka.i of .i Bad TCP sequence Inval i d AGK nunber noni t or
213.57.91.199 |lsrael 147.237.72. 166 |aka. i df .i | drop SAMrul e drop
S reamng Engi ne: TCP i i ssi
79.179.132.36 |Israel 147.237.72. 166 |aka. i of . mng tngine. 1 Inval i d segnent retransmssion. |, 3
Inval id Retransm ssion Packet dr opped.
S reamng Engi ne: TCP i i ssi
109. 64. 247.68  |Israel 147.237.72. 166 |aka. i df . mng Engine. 1 Invalid segnent retransmssion. |, 3
Inval i d Retransm ssi on Packet dr opped.
213.57.91.199 |lsrael 147.237.76.31 |nakchal .idf.il dr op SAMrule drop
178.63.105.85 |Ger many 147.237.77. 179 |e.nazi .idf .i | drop SAMrul e drop
66.249.93. 146 |Lhited Sates 147.237.77. 226 V‘:"l"’“ha"atz'aka"df drop First packet ismt SWN drop 3
reamng BEngi ne: T i i ssi
109. 253. 192. 243|i srael 147.237.72. 166 |aka.i df . i Streamng Engine: TCP Invalid segnent retransmssion. | ., 3
Invalid Retransnission Packet dr opped.
reamn ine: T i i ssi
87.71.27. 47 I srael 147.237.72. 166 |aka.i df . i1 Streamng Engi ne: TCP Invalid segnent retransmssion. | . 3
Inval i d Retransm ssion Packet dr opped.
Sreamng Engi ne: TCP ' i ssi
79.179.193.71 | srael 147. 237.72. 166 |aka i df .i mng tngine. 1 Invalid segnent retransmssion. |, 3
Inval id Retransm ssion Packet dr opped.
S reamng Engi ne: TCP i i ssi
109.66.42.62  |Israel 147. 237.72. 166 |aka i f .11 mng tngine. 1 Invalid segnent retransmssion. |, 3
Inval id Retransm ssion Packet dr opped.
S ream ng Engi ne: TCP i i ssi
178.120. 188. 65 |Bel arus 147.237.72. 166 |aka. i df . mng Engine. 1 Invalid segnent retransmssion. |, 3
Inval i d Retransm ssi on Packet dr opped.
Sreamng BEngi ne: TCP i i ssi
2.54.145. 22 I srael 147.237.72. 166 |aka.i df . i mng tngihe- 1 Invalid segnent retransmssion. |, 3
Inval i d Retransnission Packet dropped.
178.63.105.85 |Ger many 147.237.76. 176 |test.ncore.idf.il drop SAMrul e drop
200.161.54.76 |Razil 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Tinmeout [reject
S ream ng Engi ne: TCP i i ssi
178. 154. 149. 13 |Russi an Federation [147.237.76. 200 [ei tan. aka idf.il mng Engine. 1 Invalid segnent retransmssion. |, 3
Inval i d Retransm ssi on Packet dr opped.
178. 63.105.85  |Ger many 147.237.76. 177 |ncore.idf.il drop SAMrul e drop 3
s SYN+ACXK retransmt with .
109. 66. 49. 8 I srael 147.237. 77. 216 |dover.idf .il Bad TCP sequence di fferent vi ndow scal nonitor |3
178.63.105.85 |Ger many 147.237.8.46 |e.chinuch.idf.il drop SAMrul e drop
178.63.105.85 |Ger many 147.237.77.61 |e.cogat.idf.il drop SAMrul e drop
Sreamng Engi ne: TCP ' i ssi
109. 253. 137. 1341 sr ael 147. 237.72. 166 |aka i df .i mng tngine. 1 Invalid segnent retransmssion. | . 3
Inval id Retransm ssion Packet dr opped.
46. 19. 86. 169 I srael 147.237.77. 216 |dover.idf . i | Bad TCP sequence Invalid ACK nunber noni t or
172.56.19.252 |Uhited Sates 147.237.72. 156 |anan.i df .il SYN Attack SYN -> SYN-ACK -> RST rej ect
S reanming Engi ne: TCP i issi
207. 241. 229. 225|Wni ted Sates 147. 237. 77. 243 |nobi | e. i of . i | mng thgine. 1 Invalid segnent retransmssion. | ., 2
Inval id Retransm ssion Packet dr opped.
178.63.105.85  |Ger many 147.237.76.38 |e.e.ngitav.idf.il drop SAMrul e drop 2
46.19. 86. 32 I srael 147.237. 77. 216 |dover.i df .i | Bad TCP sequence Invalid ACK nunber monitor |2
73.70. 4. 100 Lhited Sates 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 2
46. 19. 86. 177 I srael 147.237.77.74 |lawidf.il Bad TCP sequence Inval id ACK nunber nonitor |2
151. 252. 97. 204 g‘ijcisgi':"ja” Territory 147, 237. 77. 216 |dover. i f .il Bad TCP sequence Invalid ACK nunber moni tor |2
178.63.105.85 |Ger many 147.237.8.45 |e.eitan.idf.il drop SAMrul e drop 2
S reamng Engi ne: TCP i i ssi
66.249.64.190 |United Sates 147. 237.72. 166 |aka i f .11 mng tngine. 1 Inval i d segnent retransmssion. |, 2
Inval id Retransm ssion Packet dr opped.
S reamng Engi ne: TCP i i ssi
207. 241. 229. 222|Wi ted Sates 147. 237. 77. 243 |nobi 1 e. i of . i mng Engine. 1 Invalid segnent retransmssion. |, 2
Inval i d Retransm ssi on Packet dr opped.
185.3.147.102 |Israel 147.237.76.86 [navy.idf.il Bad TCP sequence Invalid AGK nunber noni t or
5.22.131.30 I srael 147.237.77. 216 |dover.idf .il Bad TCP sequence Inval i d ACK nunber noni t or
37.26.149.169 |[lsrael 147. 237. 77. 243 |nobil e.i df .i | Bad TCP sequence noni t or
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry Target Address |Site Sgnature Action ‘Count
176.13.12.172 |Israel 147.237.0.19 |madimatal .idf.il|{Dstributed Suspicious Response Code Bl ock 10
188.163.78.47 |lkrai ne 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut hori zed URL Access from 188. 163. 78. 47 B ock 3
64.71.32.19 Lhited Sates 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut hori zed URL Access from64.71.32. 19 B ock 3
82.102.136.65 |lsrael 147.237.77.216|dover. i df . il D stributed Lhaut hori zed URL Access on www i df.il/error.htm Bl ock 2
160. 176. 14. 107 147.237.77.216|dover . i df . il Ml tipl e Unhauthorized URL Access from 160. 176, 14. 107 B ock 2
5.28.157.125  |Israel 147.237.77. 243|mobi L e i df i1 [0 :?ro"fsz' } t:eggrcﬁim;esu <t ehi | ddocument </ 1465 Bock |2
68. 180. 230. 240 |lhited Sates 147.237.77. 170 [maar achot . i df . i | |Whauthorized LR. Access to nmaarachot.idf.il/pdf/files/319, B ock 1
185.3.147.251 [Israel 147.237.77. 176 |nat pash. i df . i | m;gg:tt iddﬁ"ﬁ‘f:gri ;Edph%l Access on Bock |1
37.26.146.206 |lsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mde None 1
151. 252. 97. 204 (F;a]ceus;ii;ijan Territory 147.237.77.216|dover. i df . il Untraceabl e SSL Sessi ons: Cpen Mde None 1
95.154. 201, 150 [Uhited Kingdom  |147.237.77.176 |nat pash. i df .i | m;;g::eld e hor! ;f.dph%l Access on Bock |1
188. 252. 241. 148|Coatia 147.237.77. 216 |dover . i df . il Unaut hori zed LRL Access to ww i df.il/xmrpc. php B ock 1
185.3.147.126  |Israel 147.237.77. 234|hal ag. i df . i | ﬂ?_";ggf;ifﬁsﬂmﬁg;ssh;oe &bl et L. gi Bock |1
66.249. 64. 137 |United Sates 147.237.72. 166 |aka. i df . i | ﬂ?’tzg‘;i7zze.d16%79f§3§/sfsotrzm asp! show or Um asp Bl ock 1
109. 65. 67. 196 |l srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
Unknown Par anet er
213.8.204. 21 I srael 147.237.72. 166 |aka. i df . i | ct1 00$ct | 00$cphMai n$TochenPl aceHol der $bt nAt udaBack i n None 1
waw aka. i df . i |/ mai n/ gi yus/ at uda/ asnacht a. aspx
86.1.22. 98 Wnited Kingdom  |147.237.77. 176 |nat pash. i df .i | m;;g;: ed Lhauthor ;EdpthL Access on Bock |1
79.178.175.53 [Israel 147.237.76.31 |nakchal .idf.il Ostributed PHP At tenpt B ock 1
160. 176. 14. 107 147.237.77.216|dover. i df . il Dstributed PHP At enpt Bl ock 1
37.237.142.122 |iraq 147.237.77. 216 |dover . i df . il Unhaut hori zed URL Access to wwidf.il/arr/ B ock 1
95. 154. 201. 150 [United Ki ngdom 147.237.77. 216 |dover.idf.il Ostributed PHP At tenpt B ock 1
194. 72.238.241 |United Ki ngdom 147.237.77. 216 |dover.i df . il Unaut hori zed URL Access to waw i df.il/xyzzy B ock 1
82.102.136.70 [Israel 147.237.77.216|dover.i df . il D stributed Uhaut hori zed URL Access on wawidf.il/error.htm Bl ock 1
185. 3. 147. 251 |Israel 147.237.77.74 [lawidf.il PHP Att enpt B ock 1
66.249.64.233 |lhited Sates 147.237.77. 216 |dover.i df . il Lhaut hori zed URL Access to ww idf.il/atal 1/izkor/vi ew text.asp B ock 1
141. 212.122. 129|United Sates 147.237.76.31 |nakchal .idf.il Uhaut hori zed URL Access to /x Bl ock 1
94.230.93.5 I srael 147.237.77. 170 |maarachot . i df . i | |Dstributed PHP Attenpt B ock 1
79.178.175.53  |lsrael 147.237.76.31 |nakchal .idf.il Lhaut hori zed URL Access to nakhal .idf.il/xnrpc. php Bl ock 1
188.163.78.47 |lkrai ne 147.237.72. 166 |aka. i df . i | PHP At t enpt B ock 1
95. 154, 201. 150 [United Ki ngdom 147.237.77. 216 |dover.idf.il D stributed Whaut hori zed URL Access on waw i df . il /xmrpc. php B ock 1
198.58.102.49 |Wnited Sates 147.237.77. 216 |dover . i df . i | Unhaut hori zed UR. Access to waw i df . il/1294- he/ wan i df .i | Bl ock 1
83.36.243.152 |Spain 147.237.77.216|dover.idf . il Untraceabl e SSL Sessi ons: (pen Mde None 1
185. 3. 147. 251 |Israel 147.237.77.74 [lawidf.il Unaut hori zed URL Access to ww nag. i df.il/xmrpc. php B ock 1
66.249.66.23  [Wited Sates 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/1401-he/ atal . aspx  |B ock 1
141.212.122. 129|thited Sates 147. 237. 76. 147 |chi nuch. aka. i df . i{Uhaut hori zed LRL Access to /x B ock 1
94.230.93.5 I srael 147.237.77. 170 [maar achot . i df . i | |Wnhaut hori zed URL Access to maarachot.idf.il/xmrpc. php B ock 1
80. 246. 130. 124 |l srael 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77.233/ 1136- he/ at al . aspx B ock 1
188.163.78.47 |lkrai ne 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to aka.idf.il/xnrpc. php B ock 1
160. 176. 14. 107 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to wawidf.il/electricity B ock 1
64.71.32.19 Lhited Sates 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/wp-admn/ Bl ock 1
108.26.217. 218 |lhited Sates 147.237.72. 166 |aka. i df . i | m“;?:rl id?eidl /"ﬁ;jhnc;%i?:gg\fh;iri cati onservi ce. asmd get authuser | %K 1
204.79.180.196 [lhited Sates 147.237.77.216|dover.idf . il D stributed Uhaut hori zed URL Access on wawidf.il/error.htm B ock
85. 14. 165. 7 France 147.237.0.19 |nadi matal . idf.il|Wauthorized UR. Access to / B ock
66.249.66.33  |Wnited Sates 147.237.77.74 |lawidf.il me?iwfaﬁﬁf;ggﬁ ;:rarigiﬂ n None 1
185. 3. 147.251  |Israel 147.237.77. 176 |mat pash. i df . i | Dstributed PHP Attenpt Bl ock 1
141.212.122. 129|thited Sates 147.237.77.235|sviva. i df . i | Unaut hori zed URL Access to /x B ock 1
95. 154. 201. 150 [United Ki ngdom 147.237.77. 176 |nat pash. i df . i | Ostributed PHP At tenpt B ock 1
81.218.179.41 [Israel 147.237.77. 234|hal ag. i df . i | ?;t rz'sgmﬁd2;27%:3;';2?\3%/@??5; f;i . Bock |1
188. 252. 241. 148|Coatia 147.237.77. 216 |dover.idf .l Ostributed PHP At tenpt B ock 1
64.71.32.31 Lhited Sates 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/test/wp-adnn/ Bl ock 1
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