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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address  |Site |Signature |Device Action  |Count |
81. 218. 65. 210 | srael 147.237.77. 216 dover.idf.il B ock Wp Al _Nets drop 3
212.179. 54. 237 | srael 147.237.72. 166 aka.idf.il B ock_Up Al _Nets drop 3
134.147. 203. 115 Cer many 147.237.0. 19 nadi matal .idf.il Bock Np Al Net drop 2
54.72.182. 187 I'rel and 147.237. 77. 216 dover.idf.il Bl ock Udp All Nets drop 2
141. 212. 122, 211 Lhited Sates 147. 237. 77. 170 n@ar achot . i df . i | Bl ock Udp All Nets drop 1
108. 186. 168. 25 Lhited Sates 147. 237. 77. 216 dover.idf.il Block Np All Net drop 1
50. 30. 37. 59 Lhited Sates 147.237.0. 33 idf.il Bl ock Wdp All Nets drop 1
111.91. 157. 28 Korea, Republic of 147.237.77. 205 prishaidf.il B ock_Udp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site ‘Sgnature Devi ce Action |Count
123.126.113.154 |China 147.237.77.216 |dover.idf.il Cl000071: HTTP:. User Agent Sogou+web+spi der B ock 5
64.31.44.6 Lhited Sates 147.237.77.74 lawidf.il 5670. HTTP. SQ Injection (SELECT) B ock 4
213. 8. 204. 63 | srael 147.237.0. 34 tikshuv.idf.il [Cl000138: HITP. prefix 1.01 in the LR Bl ock 4
79. 176. 48. 200 I srael 147.237.0. 34 ti kshuv.idf.il |Cl1000138: HITP. prefix 1.01 in the URL B ock 4
61. 135. 189. 108 Chi na 147.237.77.216 |dover.idf.il CL000071: HTTP: User Agent Sogou+web+spi der B ock 4
94.102. 153. 58 United Ki ngdom 147.237.77.74 lawidf.il 5670: HITP. SQ I njection (SALECT) Bl ock 3
46.19. 85. 125 I srael 147.237.0. 34 ti kshuv.idf.il |Cl1000138: HITP. prefix 1.01 in the URL B ock 2
91.121. 211. 59 France 147.237. 76. 86 navy.idf.il C1000074: HTTP: naj estic bot Bl ock 2
91.121.211.59 France 147.237.77.216 |dover.idf.il C1000074: HTTP. naj estic bot Bl ock 2
149. 88. 178. 236 I srael 147.237.0. 34 ti kshuv.idf.il |Cl1000138: HITP. prefix 1.01 in the URL B ock 2
66. 249. 66. 187 I srael 147.237.0. 34 tikshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 1
106. 120. 173. 159  |China 147.237.77.233 |atal .idf.il C1000071: HTTP:. User Agent Sogou-+web+spi der B ock 1
149, 78. 174. 169 I srael 147.237.0. 34 ti kshuv.idf.il |Cl1000138: HITP. prefix 1.01 in the URL B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

DDos attack

94.102.153.58 |147.237.77.74 |United K ngdom|lawidf.il SQ Injection - Select From 12
64.31.44.6 147.237.77.74 |Wited Sates  [lawidf.il SQ Injection - Select Fom 6
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW wth fake user agent 4
95.130.13.220 [147.237.77.19 |Fance | awforumidf.il ET SCAN NMAP -sS wi ndow 1024 1
94.102.48.193  [147.237.77. 121 |Net her| ands e navy.idf.il ET SCAN NMAP -sS wi ndow 1024 1
60. 212. 2. 39 147. 237. 77. 235 |Chi na svivaidf.il ET SCAN Potential SSH Scan 1
60.212.2.39 147. 237. 76. 148 |Chi na gqcenter. aka. i of .i | ET SCAN Potential SSH Scan 1
50.204. 188. 142 |[147.237.77.205|nited Sates  |prisha.idf.il ET SCAN NMAP -sS wi ndow 4096 1
185. 110. 132. 54 |147.237. 77. 179 e mazi.idf.il ET SCAN Potential SSH Scan 1
185.32.179.36 [147.237.0.19 |[lIsrael nadi matal .idf.il ET SCAN Possible SSL Brute Force attack or Ste Gaw 1
104. 128. 144. 131(147. 237. 76. 30 |Canada hi nush. i df . il ET SCAN NVAP -sS wi ndow 4096 1
94.102.48.193 |147.237.77.61 |Netherlands e.cogat.idf.il ET SCAN NVAP -sS w ndow 1024 1
61.240.144. 64 |147.237.0.33 |China idf.il ET SCAN NMAP -sS wi ndow 1024 1
60. 212. 2. 39 147. 237. 76. 199 |Chi na e.nakchal .idf il ET SCAN Potential SSH Scan 1
60. 212. 2. 39 147.237.76.31 |China nakchal . i df.il ET SCAN Potential SSH Scan 1
185. 72.179. 221 |147.237.0.16 ny-kosher-kravi.idf.il |[ET SCAN NVAP -sS w ndow 1024 1
109, 253. 212, 2021147 237. 77 2331 518l atal idh il ET DOS Large anount of TCP Zer oWndow - Possible Nkiller2 1
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|Top Attackers In FW |

Attacker Address

Attacker Qountry

Target Address

dte

Signature

Devi ce

SWNretransmt wth different

Action

Inval i d Retransm ssi on

Packet dropped.

109. 160. 167. 196l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence . monitor  |230
w ndow scal e
reamng BEngi ne: T i i ssi
46.19. 86. 85 I'srael 147. 237. 76. 200 |ei tan. aka. i df . Streamng Engi ne: TCP Invalid segnent retransmssion. |, 36
Inval i d Retransnission Packet dr opped.
. . SYNretransmt wth different .
79.180.54.221 |Israel 147.237.77. 234 |hal ag.idf.il Bad TCP sequence wi ndow scal e monitor |31
S reamng Engi ne: TCP i i ssi
109. 253. 130. 42 | srael 147. 237. 77. 243 |nobi | e. i of . i mng Engine. 1 Invalid segnent retransmssion. |, 12
Inval i d Retransm ssi on Packet dr opped.
37.237.136.28 |lraq 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 7
reamn ine: T i i ssi
79.177.126. 167 |Israel 147. 237. 77. 243 |nobi | e. i of . i | Streamng Engi ne: TCP Invalid segnent retransmssion. | . 6
Inval i d Retransnission Packet dr opped.
S reanming Engi ne: TCP i i ssi
2.54.140. 26 I'srael 147. 237.77. 243 |mobi l e. i . i mng tngine. 1 Invalid segnent retransmssion. |, 6
Inval i d Retransnission Packet dr opped.
S ream ng Engi ne: TCP i i ssi
185.3.144.40  |israel 147. 237.72. 166 |aka i f .11 mng tngine. 1 Inval i d segnent retransmssion. |, 6
Inval i d Retransni ssi on Packet dr opped.
S reamng Engi ne: TCP i i ssi
79.180.16.29  |Israel 147.237.72. 166 |aka. i df . mng Engine. 1 Invalid segnent retransmssion. |, 6
Inval i d Retransm ssi on Packet dr opped.
109. 253. 212. 202l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d AGK nunber nonitor |6
reamn ine: T i i ssi
149.78.45.83  |Israel 147.237.72. 166 |aka.i df . i1 Streamng Engi ne: TCP Invalid segnent retransmssion. | . 6
Inval i d Retransnission Packet dr opped.
5.102.242.228 |lsrael 147.237.77. 216 |dover.idf .il Bad TCP sequence Invalid ACK nunber nonitor |6
S reamng Engi ne: TCP i i ssi
46.19.86.134  |Israel 147.237.72. 166 |aka. i df . mng Engine. 1 Invalid segnent retransmssion. |, 6
Inval i d Retransm ssi on Packet dr opped.
109. 253. 212. 202l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d AGK nunber aert 5
111.84.193.29 |Thailand 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Tineout [reject 5
79.181.20.142 |Israel 147.237.77. 233 |atal .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 5
195. 60. 232. 57  |Israel 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 5
99.60.110. 103 |lhited Sates 147.237. 77. 216 |dover.i df .i 1 SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
37.46.39. 170 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 4
66.102. 9. 93 Lhited Sates 147.237.0.15  |kosher-kravi.idf.il drop Frst packet isn't SYN drop 4
37.46.41.9 I srael 147.237.77. 216 |dover.idf .il Bad TCP sequence Inval i d ACK nunber nonitor |4
66.102. 9. 103 Lhited Sates 147.237.0.15 |kosher-kravi.idf.il dr op First packet isn't SN drop 4
Pal estinian Territory . . SYNWACK retransnmt with .
151. 252. 97. 204 Gecup ed 147.237. 77. 216 |dover . i df .i | Bad TCP sequence different vindow scal e monitor |4
S reanming Engi ne: TCP i i ssi
149.78.249.70  |Israel 147. 237.72. 166 |aka i df .i mng tngine. 1 Invalid segnent retransmssion. |, 3
Inval i d Retransnission Packet dr opped.
5.22.131. 96 I srael 147.237. 72. 166 |aka.i of .i Bad TCP sequence Invalid ACK nunber monitor |3
Sreamng BEngi ne: TCP i i ssi
79.183.125.11 |Israel 147.237.72. 166 |aka.i df . i mng tngihe- 1 Invalid segnent retransmssion. |, 3
Inval i d Retransnission Packet dropped.
S reaning Engi ne: TCP i i Ssi
77.125.123.56 | srael 147.237.72. 166 |aka.i df . i mng thgine. Invalid segnent retransmssion. | ., 3
Inval i d Retransnission Packet dr opped.
46. 19. 86. 159 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber nonitor |3
S ream ng Engi ne: TCP i i ssi
109. 253. 157. 1471 srael 147. 237.72. 166 |aka i f .11 mng tngine. 1 Invalid segnent retransmssion. |, 3
Inval i d Retransmi ssion Packet dr opped.
Sreamng Engi ne: TCP i i ssi
79.176.64.167 |Israel 147.237.72. 166 |aka. i df . mng Engine. 1 Invalid segnent retransmssion. |, 3
Inval i d Retransm ssi on Packet dr opped.
178. 63.105.85  |Ger many 147.237.8.46 |e.chinuch.idf.il drop SAMrul e drop
5.22.130. 243 I srael 147.237.77. 216 |dover.idf .il Bad TCP sequence Inval id ACK nunber noni t or
S ream ng Engi ne: TCP i i ssi
46.19.85.250  |israel 147.237.77. 243 |mbi le.i o i1 mng tngine. 1 Invalid segnent retransmssion. |, 3
Inval i d Retransmi ssion Packet dr opped.
S reamng Engi ne: TCP i i ssi
109. 253. 201. 142|i srael 147.237.72. 166 |aka. i df . mng Engine. 1 Invalid segnent retransmssion. |, 3
Inval i d Retransm ssi on Packet dr opped.
S reamng BEngi ne: TCP i i ssi
79.176. 119. 107 |Israel 147.237.72. 166 |aka.i df . i mng tngihe- 1 Invalid segrent retransmssion. |, 3
Inval i d Retransnission Packet dropped.
89.138.95.161 |l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber nonitor |3
S reanming Engi ne: TCP i i ssi
149.78.46.79  |Israel 147. 237.72. 166 |aka i df .i mng tngine. 1 Invalid segnent retransmssion. | . 3
Inval i d Retransnission Packet dr opped.
S ream ng Engi ne: TCP i i ssi
2.54.27.113  |Israel 147.237.72. 166 |aka. i of . i | mng tngine. 1 Invalid segnent retransmssion. |, 3
Inval i d Retransmi ssion Packet dr opped.
123.126. 113. 154|Chi na 147.237. 77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> Ti meout |reject 3
S reaning Engi ne: TCP i i Ssi
79.176.201. 127 | srael 147.237.72. 166 |aka.i df . mng thgine. Invalid segnent retransmssion. | ., 3
Inval i d Retransnission Packet dr opped.
S reaming Engi ne: TCP i issi
77.127.182.216 |Israel 147.237.72. 166 |aka.i df . i1 mng Ehgine: 7 Invalid segnent retransmssion. |, 3
Inval i d Retransnission Packet dr opped.
178.63.105.85 |Ger many 147.237.76.38 |e.e.ngitav.idf.il drop SAMrul e drop 3
Sreamng Engi ne: TCP i i ssi
93.157.87.132 |[Israel 147.237.72. 166 |aka. i df . mng Engine. 1 Invalid segnent retransmssion. |, 3
Inval i d Retransm ssi on Packet dr opped.
S reamng BEngi ne: TCP i i ssi
79.182.183. 121 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. |, 3
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Attacker Address |Attacker Qountry Target Address |Jte Signature
S reamng Engi ne: TCP i i ssi
77.125.83.228 |Israel 147.237.72. 166 |aka. i of . i | mng tngine. 1 Inval i d segnent retransmssion. |, 3
Inval id Retransm ssion Packet dr opped.
141.8.132.78 Russi an Federation [147.237.77.216|dover.idf.il SYN At tack SYN -> SYN-ACK -> Tinmeout [reject 3
213.57.91.199 [israel 147. 237.77. 226 V‘;"I’"“Chamz' aka- a4 op SAVirul e drop 3
46. 19. 85. 137 I srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect
178. 63.105.85  |Ger many 147.237.76. 176 |test.ncore.idf.il drop SAMrul e drop
46.19. 86. 15 | srael 147. 237. 77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site dgnature Action ‘Count
185.32.179.36 |Israel 147.237.0.19 |nmadimatal .idf.il|Dstributed Suspicious Response Code B ock 159
185.32.179. 137 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 67
80.246.139.37 [Israel 147.237.0.19 |[nmadimatal .idf.il|Dstributed Suspicious Response Code B ock 48
109. 67. 8. 243 I srael 147.237.0.19 |nmadimatal .idf.il|Dstributed Suspicious Response Code B ock 44
2.54.179. 245 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 42
2.54.33.130 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 34
185. 32. 179. 236 |l srael 147.237.0.19 |nmadimatal .idf.il|Dstributed Suspicious Response Code B ock 25
185. 32.179. 200 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 23
185.32.179. 43  |Israel 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 18
185.32.179.63 |Israel 147.237.0.19 |nmadimatal .idf.il|Dstributed Suspicious Response Code B ock 15
185.32.179.99 |[lIsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 15
185. 32.179. 180 |l srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 4
45, 35. 105. 129 147.237.77.216|dover. i df . il D stributed Suspici ous Response CGode B ock 3
95. 86. 82. 206 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
77.126.235.29 |[Israel 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
2.54.160. 33 I srael 147.237.0.19 |nmadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
185.32.179.45 |lIsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
199.30.24.135 |Uhited Sates [147.237.77.216|dover.idf.il D stributed Unaut hori zed LRL Access on wanidf.il/error. htm B ock 2
17.138. 56. 26 Lhited Sates [147.237.77.216|dover.idf.il Ml tiple Whauthorized URL Access from 17. 138. 56. 26 B ock 2
2.54.148. 87 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
131.253. 25. 220 |Uhited Sates [147.237.77.216|dover.idf.il D stributed Unaut hori zed LRL Access on wanidf.il/error. htm B ock 1
82. 80. 30. 220 | srael 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut hori zed Method for Known URL from 82.80. 30. 220 B ock 1
185.120. 126. 73 147.237.77. 234 |hal ag. i df . i | s ;'sl;lljt;;d22;7:’;23:;2%%,&??; fgi . Bl ock 1
65.55.210.105 [lnited Sates |147.237.77.216|dover.idf.il D stributed Unaut hori zed LRL Access on wanidf.il/error. htm B ock 1
109. 65. 103. 213 |Israel 147.237.77.74 [lawidf.il Dstributed PHP Attenpt Bl ock 1
79.177.126. 167 |[Israel 147.237.77.243|nobi l e.i df . i | D stributed Suspici ous Response Code B ock 1
185. 32.179. 137 |l srael 147.237.0.19 |madimatal .idf.il|ntraceabl e SSL Sessions: Cpen Mde None 1
37.26.148.236 |lsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: pen Mvde None 1
132.72.229. 215 |Israel 147.237. 72. 166 |aka. i df . i | %gtﬁ&%ﬁﬁgﬁ?&%ﬁfgﬂfgﬁ&%ﬁ? 229.215 (Protocol violation (o 1
84.109. 148. 41 [l srael 147. 237. 76. 147 |chi nuch. aka. i df . i|Uhaut hori zed URL Access to waw chi nuch. aka. i df .il/404. htm Bl ock 1
66.249.64.131 |[Lhited Sates |147.237.72.166|aka. i df .i ﬂ?“tzggr'?gefeéﬁl :f;e;sa;g/ 11 es/ 5 70005. doc Bl ock 1
197.37.161. 186 |Egypt 147.237.77. 176 |mat pash. i df . i | Dstributed PHP Attenpt B ock 1
109. 65. 103. 213 |l srael 147.237.77.74 |lawidf.il Uhaut hori zed URL Access to vww | aw i df.il/xnirpc. php B ock 1
79.180.54.221 [Israel 147.237.77. 234 |hal ag. i df . i | 1D4§t ;';;“tﬁdzﬁffngsfiiaﬁlﬁﬁi fgi . Bl ock 1
37.236. 8. 107 Iraq 147.237.77.216|dover. i df . il Mil tipl e Unhaut horized URL Access from 37.236. 8. 107 B ock 1
173.247.228.10 |wited Sates [147.237.77.74 |lawidf.il Dstributed PHP Attenpt B ock 1
86.147. 154. 194 LK!iﬂr:gegom 147.237.77.216|dover. i df . il Lht raceabl e SIS Sessi ons: Cpen Mde None 1
66.249.64.230 |United Sates [147.237.77. 216|dover . i df .i | D e el i adover . aspx Bock |1
197.37.161. 186 |Egypt 147.237.77. 176 |nat pash. i df . i | Unaut hori zed URL Access to v cogat . i df.il/xmrpc. php B ock 1
5.29. 193. 204 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to www aka. i df . i|/nai n/ sachar/undefi ned Bl ock
79.181.20.142  |[israel 147.237.77. 233 at al .i df .| o ated Lo hor zed W .Agggjs on Bock |1
2. 54. 140. 26 I srael 147.237.77.243|nobi l e.i df . i | D stributed Suspicious Response Code B ock 1
173.247.228.10 |Uhited Sates [147.237.77.74 |lawidf.il Uhaut hori zed URL Access to waw nag. i df.il/wp-1ogin. php B ock 1
68.180.228.112 [lnited Sates |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waw i df.il/894-en/i df gdover. aspx B ock 1
109. 160. 167. 196]I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1501- he/ at al . aspx B ock 1
46.19. 85. 175 | srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134- he/ at al . aspx B ock 1
101. 226. 167. 241|Chi na 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
37.26.148.198 |[Israel 147.237.77.216|dover. i df . il Mil tiple Untraceabl e SSL Sessions from37.26. 148. 198 ((Qpen Mde) None 1
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