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Top Attackers

M 82. 145. 211. 173
109. 67. 8. 243
I 2.54.157. 95
213.8.204. 16
M 5. 102. 254. 163
M 2.54.148. 87
I 46. 210. 168. 189
M 2.54.11.181
100. 38. 255. 165
Il 95.35.83. 25




03-06-2016-22:04:07 to 03-06-2016-23:04:07

|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address  |Site |Signature |Device Action  |Count |
82.145.211.173 Eur ope 147.237.0. 34 tikshuv.idf.il B ock_Ip V¢b_In drop 115
82.145.211. 173 Eur ope 147.237.77. 216 dover.idf.il B ock_|p VWb In drop 25

82. 145. 218. 61 Eur ope 147.237.72. 166 aka.idf.il B ock Ip Vb In drop 12
81.218. 65. 210 I srael 147.237.77. 216 dover.idf.il Bl ock Udp All Nets drop 3

10. 8. 0. 38 147.237.0. 19 nadi matal .idf.il bl ock-sp-traf 1 drop 2

93.174. 93. 218 Net her | ands 147.237.0. 19 nadi matal .idf.il bl ock-sp-traf 1 drop 2
185.94.111. 1 147.237.8. 24 elifestyle.idf.il |Bock Udp Al Nets drop 1




03-06-2016-22:04:07 to 03-06-2016-23:04:07

|Top Attackers In IPS|

Attacker Address

|At tacker Qountry

Target Address

‘Sgnature

Devi ce Action |Count

79. 180. 218. 16 I srael 147.237.0. 34 ti kshuv.idf.il |Cl1000138: HITP. prefix 1.01 in the URL B ock 8
79.179. 37. 227 I srael 147.237.0. 34 tikshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 7
61. 135. 189. 108 Chi na 147.237.77.216 |dover.idf.il C1000071: HTTP. User Agent Sogou+web-+spi der Bl ock 5
123.126.113.154 |China 147.237.77.216 |dover.idf.il Cl000071: HTTP:. User Agent Sogou+web+spi der B ock 5
51. 254, 131. 244 Uhi ted Ki ngdom 147.237.77.216 |dover.idf.il C1000074: HITP. naj estic bot B ock 2
64. 40. 156. 52 Lhited Sates 147.237.77.216  |dover.idf.il |22280: HITP. Jooma Qbject Injection Winerability B ock 1
106. 120. 173. 159  |Chi na 147.237.77.233 |atal .idf.il C1000071: HTTP. User Agent Sogou-+web+spi der B ock 1
66. 249. 66. 190 I srael 147.237.0. 34 tikshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 1
69. 64. 36. 190 Lhited Sates 147.237.72.166 |aka.idf.il 22280: HITP. Joonha (hj ect |njection il nerability B ock 1




03-06-2016-22:04:07 to 03-06-2016-23:04:07

|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Country

|Signature

195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
198. 54. 90. 200 147.237.77. 233 Lhited Sates aal.idf.il Tehila - Perl LWP wth fake user agent 2
95. 130. 13. 220 147.237.0. 34 France ti kshuv. i df.il ET SCAN NMAP -sS wi ndow 1024 1
94. 102. 48. 193 147.237.77. 74 Net her | ands lawidf.il ET SCAN NMAP -sS wi ndow 1024 1
79. 176. 196. 92 147.237.72. 166 I 'srael aka idf.il portscan: TCP Distributed Portscan 1
61. 244. 49. 137 147. 237.76. 177 Hong Kong ncore.idf.il ET SCAN NVAP -sS w ndow 1024 1
185. 72.179. 221 147. 237. 76. 39 nobi | e. nei tav.idf.il ET SCAN NMAP -sS wi ndow 1024 1
104. 197. 254. 53 147.237.77.178 Lhited Sates e. mat pash. i df .i | ET SCAN NMAP -sS wi ndow 4096 1
95. 130. 13. 220 147.237.0. 15 France kosher -kravi .idf.il ET SCAN NMAP -sS wi ndow 1024 1
94.102. 48. 193 147. 237. 76. 202 Net her | ands e halag.idf.il ET SCAN NVAP -sS wi ndow 1024 1
61. 244. 49. 137 147. 237. 76. 200 Hong Kong eitan aka.idf.il ET SCAN NVAP -sS w ndow 1024 1
5. 39. 222. 253 147.237.0.19 Net her | ands nadi matal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
218. 246. 0. 97 147. 237.76. 34 Chi na yohal an. i df .il ET SCAN NVAP -sS wi ndow 1024 1
198. 20. 69. 98 147.237.76. 176 Lhited Sates test.ncore.idf.il ET OROP Dshiel d B ock Listed Source 1
185. 72. 179. 221 147. 237.76. 42 refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
104. 219. 238. 10 147. 237.77. 178 e. nat pash. i df . i1 ET SCAN NVAP -sS wi ndow 1024 1




03-06-2016-22:04:07 to 03-06-2016-23:04:07

|Top Attackers In FW |

Attacker Address

Attacker Qountry

Target Address

dte

Signature

Devi ce

Action

213.8.204.16 | srael 147.237.76.42 |refuahidf.il  [Bad TOP sequence SN retransmt with different monitor |52
w ndow scal e

5.102.254.163 |Israel 147.237.77. 233 |atal .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 37

2.54.157. 95 I srael 147.237. 72. 166 |aka.i df . i1 SYN Attack SYN -> SYN-ACK -> RST rej ect 29
Sreaning Engine: TCP Invalid i i ssi

100. 38. 255. 165 |United Sates  |147.237. 76. 200 |ei tan. aka i of i 9 =g Invalid segnent retransmssion. |, 28
Ret r ansni ssi on Packet dropped.

46. 210. 168. 189 |l srael 147.237.77. 216 |dover.idf .il dr op Frst packet isn't SYN drop 22
Sreaming Engine: TCP Invalid i i SSi

66.249.64.190 |[lnited Sates  |147.237.72.166|aka idf.il 9 =g Invalid segnent retransmssion. |4 20
Ret r ansni ssi on Packet dropped.

95. 35. 83. 25 | srael 147.237.76.42 |refuah.idf.il dr op First packet isn't SYN drop 18
Sreanming Engine: TCP Invalid i i ssi

5.29. 202. 51 I'sr ael 147.237.76.31 |nakchal .idf.il 9 =g Invalid segnent retransmssion. g 16
Ret ransmi ssi on Packet dropped.

46. 210. 168. 189 [l srael 147.237.0.34 |tikshuw.idf.il |drop First packet isn't SYN drop 16

2.54.11. 181 I sr ael 147. 237. 77. 216 |dover . i of . i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 12

2.54.157. 95 | srael 147.237.72. 166 |aka.idf il Bad TCP sequence Inval i d ACK nunber noni t or 11

2.54.157.95 I srael 147.237. 72. 166 [aka.i of .i | Bad TCP sequence Invali d sequence nunier noni t or 11

2.54.157. 95 I sr ael 147.237.72. 166 |aka i of .i | SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 11

2.54.157. 95 I sr ael 147.237. 72. 166 [aka. i of .i | Bad TCP sequence Invali d ACK nunber alert 11

149. 78. 230. 187 |Israel 147. 237. 77. 216 |dover . i of . | SYN At tack SYN - > SYN-ACK -> RST rej ect 10

46.121.211.67 |Israel 147.237.72. 166 |aka i of .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 10

149.78.0.202  [Israel 147.237.76.42 |refuahidf.il  [Bad TOP sequence SN retransmt with different monitor |10

w ndow scal e

79.179. 147. 164 |l srael 147.237.72. 166 |aka. i of .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 9
Sreaning Engine: TCP Invalid i i ssi

46.19.86.152  |Israel 147.237.72. 166 |aka.i df . 9 =g Invalid segnent retransmssion. |4 9
Ret ransni ssi on Packet dropped.

80. 246. 136. 67 |l srael 147.237.0.19 [nadimatal .idf.i|SYN At t ack SYN -> SYN-ACK -> RST rej ect 8
Sreanming Engine: TGP Invalid i i ssi

192. 114. 23,208 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segment retransnission. drop 6
Ret ransni ssi on Packet dropped.

95. 35. 83. 25 I sr ael 147.237.76.42 |refush.idf.il |SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 6
Sreamng Engine: TCP Invalid i i ssi

62.219.211. 11 |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. | 6
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i SSi

37.26.149.254 |israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. drop 6
Ret ransni ssi on Packet dr opped.

R SYNVACK retransmt with different .

95. 35. 83. 25 I srael 147.237.76.42 |refuah.idf.il [Bad TCP sequence wi ndow scal e noni t or 6
Sreamng Engine: TCP Invalid i i SSi

185.3.147.122 [israel 147. 237. 77. 243 |nobi | e. i of . i 9 =g Invalid segnent retransmssion. |4 6
Ret r ansni ssi on Packet dropped.

178.63.105.85 |Ger many 147.237.76.38 |e.e.neitav.idf.i|drop SAMrul e drop 5

2.54.11.181 I srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 5

2.54.11. 181 I sr ael 147.237.77. 216 |dover.i df .i | Bad TCP sequence I'nvalid ACK nunber alert 5

2.54.11.181 I srael 147.237.77. 216 |dover.i df .il Bad TCP sequence Inval i d ACK nunber noni t or 5

212.143.142.56 |lsrael 147.237.77. 216 |dover.idf .il dr op Frst packet isn't SN drop 5

79.127. 43,149 :éxbl :2'37"" 147.237.77. 216 |dover.idf.il  |Bad TCP sequence Invalid ACK nunber aert 5

2.54.11.181 I srael 147.237.77. 216 |dover.idf .il Bad TCP sequence Invalid sequence nunber noni t or 5

79.127. 43, 149 'é?ﬂa:i'?fm 147.237.77. 216 |dover.idf.il  |Bad TCP sequence Invalid ACK nunber monitor |5

123. 126. 113. 154|Chi na 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 5

91.200.12.136 |lkrai ne 147.237. 77. 170 |naar achot . i df . i | [dr op SAMrul e drop 4

5.28.179. 157 I sr ael 147.237.72. 166 |aka. i df .i | drop First packet isn't SWN drop 4

46. 19. 85. 70 I sr ael 147.237.77. 233 |atal .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
Sreanming Engine: TCP Invalid i i ssi

46.120. 106. 138 |1 srael 147.237.77. 243 |nobi L e. i df . i1 9 =g Invalid segnent retransmssion. |y 4
Ret ransmi ssi on Packet dropped.

5.22.135.93 I srael 147.237. 77. 216 |dover.i df .i | Bad TCP sequence Inval i d ACK nunber noni t or

178.63.105.85 |Ger many 147.237.8.46 |e.chinuch.idf.il [drop SAMrul e drop
Sreamng Engine: TCP Invalid i i SSi

79.181.106.77 |l srael 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

79.177.201.90 |israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i SSi

87.71.85.134  |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.

178.63.105.85 |Ger many 147.237.77. 179 |e.nazi .idf .i | dr op SAMrul e drop 3
Sreanming Engine: TCP Invalid i i ssi

109. 65. 178. 203 |I srael 147.237.72. 166 |aka.i df . 9 =g Invalid segnent retransmssion. g 3
Ret ransmi ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi

31.154. 151. 231 |Israel 147. 237.72. 166 |aka i of .11 9 =9 Invalid segnent retransmssion. | 3
Ret ransni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi

79.183. 244. 162 | srael 147.237.72. 166 |aka.i df . 9 =g Invalid segnent retransmssion. | 3
Ret ransmi ssi on Packet dropped.

213.57.91.199 |lsrael 147.237.77. 216 |dover.idf.il drop SAMrul e drop 3
Sreanming Engine: TGP Invalid i i ssi

5.28.144.109  |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssi on. drop 3
Ret ransni ssi on Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Acti on ‘Count
109. 67. 8. 243 | srael 147.237.0.19 |nadimatal .idf.il|DOstributed Suspicious Response Code B ock 122
2.54.148. 87 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 39
80. 246.136. 67 [Israel 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 13
2.54.33.130 | srael 147.237.0.19 |nadimatal .idf.il|DOstributed Suspicious Response Code B ock 12
37.26.147.220 |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 10
176. 13. 8. 139 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock
17.138. 56. 26 Lhited Sates 147.237.77. 216 |dover. i df .i | Mil tipl e Whaut horized URL Access from 17. 138. 56. 26 B ock 6
84.94.160.163 |[Israel 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut horized Method for Known URL from 84.94.160.163  |B ock 5
66.249.64.190 |[Lhited Sates  |147.237.72.166 |aka. i df . i | m“;:g: gfedl Iﬁafﬁgre/isort&/ down oad o m asp Bl ock 4
37.236. 8. 107 Iraq 147.237.77.216|dover. i df . i | Mil tipl e Uhaut horized URL Access from 37.236. 8. 107 B ock 4
185. 3. 147. 122  |Israel 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
93.174.93.218  [Netherl ands 147.237.0.19 |nadimatal .idf.il|Miltiple NLLL Character in Method from93.174.93. 218 B ock 3
212.179.23.26 |lIsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
185.32.179. 75 |Israel 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
79.181.236.16 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
46. 120. 106. 138 [l srael 147.237.77.243|nobi | e. i df . i | Unaut hori zed URL Access to nobil e.idf.il/nekudot/i ndex Bl ock 3
100.38.255. 165 [Uited Sates  [147.237.76.200|ei tan. aka. i df .i| [Whoihorized (R Ascess to asix Bl ock 2
87.69. 47. 249 | srael 147.237.77.243|nobi | e. i df . i | Mil tiple Unaut horized URL Access from 87. 69. 47. 249 B ock
82. 80. 30. 220 I srael 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut hori zed Method for Known URL from 82. 80. 30. 220 B ock
109. 64. 175. 218 |l srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock
87.69.47.249  |israel 147.237.77. 243 |nobi | e. i df . i | ﬁ;ﬂtgﬁr&??ig‘égfﬁz’j e/ stchi | ddocunent s/ 1432 B ock 2
17.138. 56. 26 Lhited Sates 147.237.77. 216 |dover.idf .i | Distributed Whaut horized URL Access on wwuidf.il/error. htm B ock 2
Uhknown Paraneter catld in
85. 65. 22. 45 I srael 147.237.72. 166 |aka. i df . i | wwe aka. i df . i |/ mai n/ gi yus/ mai i/ gi yus/ r esour ces/ i nages/ nast er/ f avi co |None 2
n.gif
37.236. 8. 107 Iraq 147.237.77.216|dover. i df . i | Unhaut hori zed URL Access to www idf.il/arr/ B ock 2
17.138.56. 26 Lhited Sates 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to w i df.il/tenpl at econtrol s/ generic/ B ock 2
157. 55. 39. 41 Lhited Sates 147.237.77.216|dover.idf . il Distributed Whaut hori zed URL Access on wwuidf.il/error. htm B ock 2
68. 180. 229. 239 |lhited Sates 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to ww aka. i df.il/patzar Bl ock 1
46.19.86.164  |Israel 147.237.77. 234 |hal ag. i df . i | 1D4§t rzlsl;u;?d2?47?2232;2%%/&??5; 1(.); . Bl ock 1
5. 28. 158. 201 I srael 147.237.77. 216 |dover.idf . il Distributed Uhaut hori zed URL Access on w i df .il/xmrpc. php B ock
157. 55. 39. 52 Lhited Sates 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to 147.237.72. 166/ B ock
2.51.109. 239 Emrtaetdesprab 147.237.77.216|dover. i df . i | Distributed Waut hori zed URL Access on waw i df .il/xmrpc. php B ock 1
94.230.93.101 |[lIsrael 147.237.77.216|dover.idf .i | D stributed Unaut horized LRL Access on www idf.il/error. htm Bl ock 1
37.26.148.198 |[Israel 147.237.77. 216 |dover . i df . i | SSL Wntraceabl e Connection - Qpen Mde None 1
173.247.228.10 |Uited Sates 147.237.77.216|dover.idf . il Unaut hori zed URL Access to waw i df . i|/wp-1ogin. php B ock 1
89. 248. 160. 132 |Net her| ands 147.237.77.19 [lawforumidf.il |Uauthorized URL Access to 147.237.77.19/ xn rpc. php Bl ock 1
5. 28. 158. 201 I srael 147. 237. 76. 147 |chi nuch. aka. i df . i|Unaut hori zed URL Access to ww chi nuch. aka. i df .il/xmrpc. php B ock 1
149. 78. 0. 202 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx B ock 1
84.228.225.121 |israel 147.237.0.19 |nadimatal .idf.il gd?:f;te; .Tiyd?i}ﬁ/?lcg :1025;;' 008Cont ent M acekbl der 19t xt Gapt cha i n B ock 1
79.181.119. 248 I srael 147.237.77. 234 |hal ag. i df . | 1D4§t ;'?’S“t?;’dzﬁf‘r‘tng‘;g;zﬂaﬁ/ﬁﬁﬁ 1‘_’; . B ock 1
46.120. 106. 138 |[lIsrael 147.237.77.243|nobi | e. i df . i | Distributed Suspici ous Response Code B ock 1
93.174.93.218  |Netherl ands 147.237.0.19 |madimatal .idf.il|NALL Character in Mthod B ock
157. 55. 39. 78 Lhited Sates 147.237. 76. 147 |chi nuch. aka. i df . i|Uhaut hori zed URL Access to waw chi nuch. aka. i df .il/404. htm B ock
109. 160. 174. 133 srael 147.237.0.19 |nadimatal .idf.il l{n;;“rtnh;tr;ﬁ?‘éf%ﬂ‘/ Spﬁacre:dslag‘;xl pdet vkt ek Ly, e B ock 1
82. 80. 30. 220 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed Met hod HEAD for ww aka. i df.il/nain/sachar/klali.aspx |Bl ock 1
94.230.93.104 [Israel 147.237.77. 216 |dover.idf . il D stributed Uhaut hori zed LRL Access on wawn idf.il/error. htm B ock 1
66.249.64.243 |lUited Sates 147.237.77.216|dover.i df .i | Unaut hori zed URL Access to waw i df.il/navy/ htm/historyfs. htm Bl ock 1
213.57.149. 169 |[Israel 147.237.72. 166 [aka. i df . i | Distributed PHP Attenpt B ock 1
90.216.229.73 |Wnited Ki ngdom [147.237.77.216|dover.idf.il PHP Attenpt B ock 1
5. 28.158. 201 I srael 147.237.77.74 [lawidf.il Dstributed PHP Attenpt Bl ock 1
149.78.49. 128 |l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ styl e/ shared/ | ayout 2. css  |Bl ock 1

03-06-2016-22:04:07 to 03-06-2016-23:04:07




