03-06-2016-20:04:01 to 03-06-2016-21:04:01

@
1"PT SwNn L)

Ov IDF Under Attack

www.gov.il Da”y RepOrt

[Top Targets |

M nadimatal .idf.il

M dover.idf.il

W aka.idf.il

M tikshuv.idf.il

Watal . idf.il

B ishurimaka.idf.i

[Meitan. aka.idf.il

M refuah.idf.il
aman.idf.il

M nobile.idf.il

Nunber
(6]
At acks

Top Tar get

M 158. 69. 119. 130
109. 67. 215. 220

I 46.19. 86. 117
109. 253. 150. 118

N”Z,ber M5 29.111.6
At t acks W 46. 121. 27. 119

I 85. 64. 56. 193

M 109. 186. 143. 159
46. 19. 85. 135

MW 2.54.17. 117

Top Attackers



03-06-2016-20:04:01 to 03-06-2016-21:04:01

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address |Site Signature Device Action |Count
82. 102. 226. 60 Pal estinian Territory, Qcupi ed 147.237.77. 216 dover.idf.il |B ock Wp Al Nets drop 30
81. 218. 65. 210 | srael 147.237.77. 216 dover.idf.il |B ock Udp Al Nets drop 3
0.0.0.0 147.237.77. 216 dover.idf.il |HTTP Page H ood Attack dr op 2
134. 147. 203. 115 Ger many 147. 237. 0. 200 . i of i | Block Np Al Net drop 2
146. 185. 239. 100 Russi an Federation 147.237.77. 205 prisha.idf.il |bl ock-sp-trafl drop 1
185. 3. 147. 84 | srael 147.237.77. 216 dover.idf.il |bl ock-sp-trafl forward 1
85. 25. 43. 94 Cer many 147.237.77. 243 nobile.idf.il |Bock Np All _Net drop 1
216. 249. 107. 200 Lhited Sates 147.237. 77. 233 atal.idf.il Anonal y- TCP- SYN- FI N dest - r eset 1
0.0.0.0 147.237.77. 216 dover.idf.il |HTTP Page H ood Attack forward 1
216.249. 107. 200 Lhited Sates 147.237.77. 233 atal.idf.il Anonal y- TCP- shor t header dest - reset 1
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|Top Attackers In IPS|

At t acker

Attacker Address Qount ry Target Address |Site Sgnature

158. 69. 119. 130 |Uited Sates 147.237.77. 216 |dover . i df . i ||13248: HITP. Jooma JCE File Wl oad Renote Code Execution Wil nerability |Bl ock 15
158.69. 119. 130 |lhited Sates  |147.237.77. 216 |dover. i df . i | \Zﬁlor?;abﬁy Joona 1mage Minager fol der Renane Security Bypass B ock 14
84.111.82.147 |Israel 147.237.0.34 |ti kshuv. i df.|ClL000138: HITP. prefix 1.01 in the LR B ock 12
85. 64. 56. 193 I srael 147.237.0.34 [ti kshuv. i df.|C1000138: HTTP. prefix 1.01 in the LRL B ock 12
61.135. 189. 108 |Chi na 147.237.77.216|dover. i df . i | |CL000071: HTTP. User Agent Sogou+web-+spi der B ock 8
64.31.44.3 Lhited Sates 147.237.77.233|atal .idf.il |5670: HITP. SQ Injection (SELECT) B ock 8
79.178.160. 221 |[Israel 147.237.0.34 [ti kshuv. i df.|C1000138: HTTP. prefix 1.01 in the LRL B ock 7
209. 15. 196. 171 |Canada 147.237.77.233|atal .idf.il |5670: HITP SQ Injection (SALECT) B ock 4
216. 249. 107. 200|thited Sates 147.237.77.233|atal .idf.il |3808 HITP. SQ Injection Variable Declaration Bvasion Bl ock 4
202.124.109. 87 [New Zeal and 147.237.72. 166 |aka. i df .i| |5670: HITP. SQ Injection (SELECT) B ock 3
79.178. 124. 241 |l srael 147.237.0.34 |ti kshuv. i df . |CL000138: HITP. prefix 1.01 in the LR B ock 3
109. 65.199. 35 |l srael 147.237.0.34 |ti kshuv. i df.|ClL000138: HITP. prefix 1.01 in the LR B ock 2
207. 46. 13. 70 Lhited Sates 147.237.0.34 [ti kshuv. i df.|C1000138: HTTP. prefix 1.01 in the LRL B ock 2
2.54.45. 144 | srael 147.237.0.34 |ti kshuv. i df . |CL000138: HITP. prefix 1.01 in the LR B ock 2
207. 46. 13. 98 Lhited Sates 147.237.0.34 |ti kshuv. i df.|ClL000138: HITP. prefix 1.01 in the LR B ock 2
85. 65. 81. 52 I srael 147.237.0.34 [ti kshuv. i df.|C1000138: HTTP. prefix 1.01 in the LRL B ock 2
87.71.3.226 I srael 147.237.0.34 |ti kshuv. i df.|Cl1000138: HITP. prefix 1.01 in the URL B ock 2
46.121.124.175 |Israel 147.237.0.34 |ti kshuv. i df.|ClL000138: HITP. prefix 1.01 in the LR B ock 2
106. 120. 173. 159|Chi na 147.237.77.233|atal .idf.il |CL000071: HTTP. User Agent Sogou+web+spi der B ock 1
149. 88. 229. 142 |Israel 147.237.0.34 |ti kshuv. i df . |CL000138: HITP. prefix 1.01 in the LR B ock 1
36.110.147.90 |China 147.237.77. 216 |dover . i df . i | |CL000071: HTTP. User Agent Sogou-+web+spi der B ock 1
80. 246. 133. 196 |[Israel 147.237.0.34 [ti kshuv. i df.|C1000138: HTTP. prefix 1.01 in the LRL B ock 1




03-06-2016-20:04:01 to 03-06-2016-21:04:01

|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry
158. 69. 119. 130 [147.237.77.216|Whited Sates |dover.idf.il Tehila - Perl LW with fake user agent 43
64.31.44.3 147.237.77.233|lnited Sates |atal.idf.il SQ Injection - Select Fom 10
209. 15. 196. 171 |147.237. 77. 233 |Canada atal.idf.il SQ Injection - Select From 6
216. 249. 107. 200|147. 237. 77. 233 |Whited Sates |atal .idf.il A Injection - Select From 4
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
158. 69. 119. 130 |147.237.77.216|Wited Sates |[dover.idf.il SERVER- WEBAPP Manbo upl oad. php access 3
66.249. 64. 233  |147.237.77. 216 |Whited Sates |dover.idf.il ET SCAN NVAP -sA (2) 2
202.124.109. 87 |147.237.72. 166 |New Zeal and  |aka.idf il SQ Injection - Select Fom 2
66.249.93.121 |147.237.0.34 |Wited Sates [tikshuv.idf.il ET SCAN NVAP -sA (2) 2
218. 246. 0. 97 147. 237. 76. 198 |Chi na e.yohal an.idf.il ET SCAN NVAP -sS w ndow 1024 1
149. 88. 197. 191 |147.237.77. 216 |Israel dover . idf.il portscan: TCP O stributed Portscan 1
218.57.11.7 147. 237. 76. 202 |Chi na e halag.idf.il ET SCAN Potential SSH Scan 1
5.29. 185. 163 147.237. 72. 166 |I srael akaidf.il portscan: TCP O stributed Portscan 1
109. 67. 166. 168 |147.237. 72. 166 |I srael aka.idf.il portscan: TCP O stributed Portscan 1
218.57.11.7 147, 237. 76. 177 |Chi na ncore.idf.il ET SCAN Potential SSH Scan 1
5.22.135. 162 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
95.173.184.12 |147.237. 76. 201 [Tur key e.atal.idf.il ET SCAN Potential SSH Scan 1
217.132.30.28 |[147.237.72. 166 |l srael akaidf.il portscan: TCP O stributed Portscan 1
95.130. 13.220 |147.237.77. 170 |France naar achot . i df . il ET SCAN Potential SSH Scan 1
89.139. 168. 64  [147.237.72. 166 |l srael aka.idf.il portscan: TCP O stributed Portscan 1
198. 20. 69. 98 147.237.77. 216 |Wited Sates |[dover.idf.il ET OROP Dshiel d B ock Listed Source 1
84.94.130.170  |147.237.77. 216l srael dover.idf.il portscan: TCP O stributed Portscan 1
189. 122. 104. 117|147, 237. 72. 166 |Brazi | aka.idf.il portscan: TCP O stributed Portscan 1
77.126.51. 98 147.237. 72. 166 |I srael akaidf.il portscan: TCP O stributed Portscan 1
920,132 148.8 1147 237 0.34  |Tai wan Cikshov.id il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
185.72.179. 221 |147.237.72. 156 aman. i df il ET SCAN NVAP -sS wi ndow 1024 1
218.246. 0. 97 147.237.77. 179 |Chi na e.nazi.idf.il ET SCAN NVAP -sS w ndow 1024 1
50. 165. 171. 151 |147.237.77.216|Wited Sates |dover.idf.il portscan: TCP O stributed Portscan 1
218. 246. 0. 97 147, 237. 76. 177 |Chi na ncore.idf.il ET SCAN NVAP -sS wi ndow 1024 1
149. 88. 49. 144  [147.237.72. 166 | srael aka.idf.il portscan: TCP O stri buted Portscan 1
218.57.11. 7 147.237. 76. 199 |Chi na e.nakchal .idf.il ET SCAN Potential SSH Scan 1
5. 29. 66. 68 147, 237. 72. 166 |I srael aka.idf.il portscan: TCP O stributed Portscan 1
104. 128. 144. 131|147. 237. 76. 86 |Canada navy. i df.il ET SCAN NVAP -sS w ndow 4096 1
218.57.11. 7 147.237. 76. 148 |Chi na gocenter. aka. i df .i | ET SCAN Potential SSH Scan 1
95.130.13.220 [147.237.77. 235|France sviva.idf.il ET SCAN NVAP -sS wi ndow 1024 1
93.174.95. 73 147.237.0.17 |[Netherlands  |mny-kosher-kravi.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
87.69. 52. 120 147.237. 72. 166 |I srael aka.idf.il portscan: TCP O stributed Portscan 1
79. 180. 206. 195 |[147.237.72. 166 |l srael aka.idf.il portscan: TCP O stributed Portscan 1
186. 170. 126. 144(147. 237. 76. 31 |Col onbi a nakchal .idf .il ET SCAN Behavi oral Lhusual ly fast inbound Telnet Connections, 1
Potential Scan or Brute Force
218. 246. 0. 97 147. 237. 77. 205 |Chi na prisha.idf.il ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Attacker Address

Attacker Qountry

Target Address

dte

Signature

Sreamng Engine: TCP Invalid

Inval i d segnent retransnission.

Ret r ansm ssi on

Packet dropped.

5.29.111.6 I srael 147.237. 72. 167 |i shuri maka. i df . i > dro 51
Ret ransni ssi on Packet dropped. P
85. 64. 56. 193 I srael 147.237.0.34 |tikshuv.idf.il |[SYN Attack SYN -> SYN-ACK -> RST rej ect 37
107. 167. 108. 106|Lhited Sates 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 31
. . SWNretransmit wth different .
80.179. 188. 234 |l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence wi ndow scal e noni t or 28
109. 186. 143. 159I srael 147.237.77. 233|atal i df il Bad TCP sequence SiNretransmt with different o000 o6
w ndow scal e
Sreaning BEngine: TCP Invalid i i ssi
2.52.9.0 I'srael 147. 237.76. 200 |ei tan. aka. i f . i 9 =g Invalid segnent retransmssion. |, 24
Ret ransmi ssi on Packet dropped.
188. 161. 84. 119 ga:lcis;i':éa” Territory1 47, 237. 77. 216 |dover. i df .1 drop First packet isn't SN drop 18
. . SWNretransmt wth different .
109. 186. 143. 159|I srael 147.237.77.234 |halag.idf.il Bad TCP sequence wi ndow scal e noni t or 16
Sreaning Engine: TGP Invalid i i sSi
79.182. 136. 213 |Israel 147.237.76. 200 |ei tan. aka.i df . i 9 =g Invalid segnent retransmssion. | 12
Ret ransm ssi on Packet dropped.
Sreaning BEngine: TCP Invalid i i ssi
87.71.138.162 | srael 147. 237.76. 200 |ei tan. aka. i f . i 9 =g Invalid segnent retransmssion. |, 12
Ret ransmi ssi on Packet dropped.
2.54.17. 117 I srael 147.237.72. 166 |aka.i of .i 1 SYN Att ack SYN -> SYN-ACK -> RST rej ect 11
66.102. 9. 100 Lhited Sates 147.237.77.74 |lawidf.il dr op Frst packet isn't SN drop 9
Sreaning Engine: TCP Invalid i i ssi
46.19.85.158  |israel 147. 237. 77. 243 |nobi l e. i df . i | 9 =g Inval i d segnent retransmssion. |, ., 9
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
109. 67. 166. 168 I srael 147.237.72. 166 |aka.i df . g =g Invalid segnent retransmssion. |y, 9
Ret ransm ssi on Packet dropped.
194. 247.250. 99 |United Ki ngdom 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect
2.54.17. 117 I srael 147.237.72. 166 |aka.i of .i 1 SYN Att ack SYN -> SYNACK -> Tineout [reject
2.54.17. 117 I srael 147. 237. 72. 166 |aka.i of .i | Bad TCP sequence I'nval i d ACK nunber alert
Sreaning Engine: TCP Invalid i i ssi
46.19.86.231  |israel 147.237.77. 243 |mbi le.i o i1 9 =g Inval i d segnent retransmssion. |, ., 6
Ret r ansmi ssi on Packet dropped.
46. 19. 85. 227 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
Sreaning Engine: TCP Invalid i i ssi
77.126.170.119 | srael 147. 237.72. 166 |aka i df . i 9 =g Invalid segnent retransmssion. |, 6
Ret ransmi ssi on Packet dropped.
2.54.17.117 I srael 147.237.72. 166 |aka.i df .i1 Bad TCP sequence I'nval i d ACK nunber noni t or
2.54.17.117 I srael 147.237.72. 166 [aka.idf .i | Bad TCP sequence Inval i d sequence nunber noni t or
Sreaning BEngine: TCP Invalid i i ssi
2.52.42.156  |Israel 147.237.72. 166 |aka. i of . i | 9 =g Inval i d segnent retransmssion. |, ., 6
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
79.183.98.186 |l srael 147.237.72. 166 |aka.i df . g =g Invalid segnent retransmssion. g, 6
Ret ransm ssi on Packet dropped.
Pal estinian Territory, . . SYNtFACXK retransmt wth .
188. 161. 84. 119 Gecup ed 147. 237. 77. 216 |dover.i df .i | Bad TCP sequence di fferert i ndow scal e monitor |6
5.102. 254. 98 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence I'nval i d ACK nunber noni t or
95.87.207.110 |Bulgaria 147. 237. 77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect
216. 249. 107. 200U ted Sates 147.237.77. 233 |atal i cf i | P Fragnent s f?’;gen‘i;tos generate [P packet from| g 4
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 4
Sreaning BEngine: TGP Invalid i i ssi
46.120.6.130  |Israel 147.237.77. 243 |mbi le.i o i1 9 =g Inval i d segnent retransmssion. |, ., 4
Ret r ansmi ssi on Packet dropped.
46.19. 86. 12 I srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
66.102. 9. 110 Lhited Sates 147.237.77.74 |lawidf.il drop First packet isn't SWN drop
61.135. 189. 108 |Chi na 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect
r ing BEngine: TCP Invali i i sSi
80.230.37.88  |Israel 147.237.72. 166 |aka.i df . i1 Streamng Engi ne: TCP alid |invalid segnent retransnissi on drop 3
Ret ransm ssi on Packet dropped.
46. 19. 86. 31 I srael 147.237.77. 216 |dover.i df .i Bad TCP sequence Invalid AGK nunber moni tor |3
Sreaning Engine: TGP Invalid i i sSi
79.176. 155. 206 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. |, 3
Ret ransm ssi on Packet dropped.
Sreaning BEngine: TCP Invalid i i ssi
79.183.238.29 |israel 147. 237.72. 166 |aka i df . i 9 =g Invalid segnent retransmssion. |, 3
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i sSi
109. 253.128.73 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. |, 3
Ret ransm ssi on Packet dropped.
Sreaning BEngine: TCP Invalid i i ssi
79.179.213.96 | srael 147. 237.72. 166 |aka i df . i 9 =g Invalid segnent retransmssion. |, 3
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i sSi
87.70.32.241  |israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. |, 3
Ret ransmi ssi on Packet dropped.
Sreaning BEngine: TCP Invalid i i ssi
109.65.19.19  |Israel 147. 237.72. 166 |aka i df . i 9 =g Invalid segnent retransmssion. |, 3
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i sSi
79.182. 242. 171 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. |, 3
Ret ransmi ssi on Packet dropped.
Sreaning BEngine: TP Invalid i i ssi
109. 253. 206. 80 |l srael 147. 237.72. 166 |aka i df . i 9 =g Invalid segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i sSi
37.26.146.206 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. |, 3
Ret ransm ssi on Packet dropped.
Sreaning BEngine: TCP Invalid i i ssi
79.180.49.35  |israel 147. 237.72. 166 |aka i df . i 9 =g Invalid segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i sSi
87.70.99.206  |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. |, 3
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Attacker Address |Attacker Qountry

109. 67. 113. 119 |l srael

Target Address |Jte

Signature

Sreamng Engine: TCP Invalid

Inval i d segnent retransnission.

147.237. 72. 166 |aka.i of .i Ret r ansm ssi on Packet dr opped. drop
178.63.105.85 |Ger many 147.237.8.45 |e.eitan.idf.il drop SAMrul e drop
Sreaning Engine: TCP Invalid i i SSi
31.168.30.143 | srael 147.237.72. 166 |aka.i df . i g =g Invalid segnent retransmssion. |y,
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
79.183.56.175 | srael 147. 237.72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. |

Ret ransm ssi on

Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
109. 67. 215. 220 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 166
46.19. 86. 117 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response CQode B ock 86
109. 253. 150. 118]I srael 147.237.0.19 |[madimatal .idf.il D stributed Suspicious Response Code Bl ock 73
46.121.27.119 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 51
46.19. 85. 135 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspicious Response CQode B ock 37
158. 69. 119. 130 |Uhited Sates |147.237.77.216|dover.idf.i | Ostributed PHP At tenpt Bl ock 34
158. 69. 119. 130 |Uhited Sates |147.237.77.216|dover.idf.il Mil tipl e Waut hori zed URL Access from 158. 69. 119. 130 B ock 34
158. 69.119. 130 |Lhited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw i df.il/english/&np B ock 18
158. 69. 119. 130 |Uhited Sates |147.237.77.216|dover.idf.i | Ml ti pl e signatures from 158.69. 119. 130 Bl ock 18
2.54.61.187 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 14
176.13. 2. 165 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspicious Response CQode B ock 6
37.26.147.238 [Israel 147.237.0.19 |[madimatal .idf.il D stributed Suspicious Response Code Bl ock 6
17.138. 56. 26 Lhited Sates |[147.237.77.216|dover.idf.il Mil tipl e Unaut hori zed URL Access from 17.138. 56. 26 B ock 4
37.26.148.238 |[Israel 147.237.0.19 |nadimatal .idf.il DO stributed Suspicious Response Qode B ock 3
176.13. 3. 115 I srael 147.237.0.19 |[madimatal .idf.il D stributed Suspicious Response Code Bl ock 3
87.70.105.141 | srael 147. 237.72. 166 |aka. i df . i | m”;::rii dzf?l ;J:‘m ﬁgie;lfs/tc%mol o ot udal Bock |3
176. 13. 8. 139 I srael 147.237.0.19 [madimatal .idf.il O stributed Suspicious Response Code Bl ock 3
176.13.15. 241  |lIsrael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Qode Bl ock 3
50. 63. 197. 56 Lhited Sates |[147.237.72.166|aka.idf.il Mil tipl e Unaut hori zed URL Access from 50. 63. 197. 56 B ock 3
87.69. 109. 79 I srael 147.237.72. 156 [anan. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 2
46. 19. 86. 177 I srael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Qode Bl ock 2
109. 186. 35. 162 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
46.121.113.73  |israel 147. 237.77. 216 |dover . i df . i | géfﬁ%ﬁﬁﬁyﬁ@i g:;g_é’;g:;:\&) None 2
66.249.64.233 |lhited Sates |147.237.77.216|dover.idf.il Lhaut hori zed URL Access to waw idf.il/error. htm B ock 2
109. 205. 248. 38 gz::;”i o 147.237.72.166 |aka. i df . i | m“;?;rii;e_? I"fgti :cl’g , :';fa: ;’;p/ shost or Ut asp Bock |2
17.138. 56. 26 Uhited Sates |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to wwuidf.il/tenpl at econtrol s/ generic/ Bl ock 2
212.143.138. 65 |l srael 147. 237.72. 156 |anan. i df . i | mu;:;x izﬁfd. ﬁcﬁﬁgﬁfé zgre/ doc. ot undef i ned Bock |2
84.109.3.71 I srael 147.237.77. 226 \Q?W\il'l(:hamt 2. aka. i PHP Attenpt B ock 1
68.180.230.29 [United Sates |147.237.77.176 |nat pash. i df . i | marcrf);jt pe M /Oigié_oﬁ;sgggt’fnais';x Bock |1
94. 230. 93. 72 I srael 147.237.0.15 |kosher-kravi.idf.il [PHP Attenpt Bl ock 1
46.121.113.73  |Israel 147.237.77. 216 |dover.i df . i | Mal formed URL Bl ock 1
220.181.51.46 |China 147.237.77. 216 |dover . i df . i | O stributed Lhauthori zed URL Access on waw i df.il/error.htm B ock 1
185. 3. 147. 84 I srael 147.237.77. 216 |dover.idf . il Unaut hori zed URL Access to f.nuconony.conin.js Bl ock 1
37.26.146.206 |lsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mde None 1
149.88.171.76  |lIsrael 147.237.72. 166 |aka. i df . i | SSL Wntraceabl e Connection - Qpen Mde None 1
84.108. 186.33 |Israel 147.237.76.86 [navy.idf.il PHP Attenpt Bl ock 1
66.249.64.51  |Lhited Sates |147.237.76.42 |refuah.idf.il Llﬂ?.u;;;r;gidzéﬁa_r gglcjsizntt o ot/ si deber/ i debar | s Bock |1
46.121.113.73 |Israel 147.237.77.216|dover.i df .i | Abnormal |y Long Request net hod Bl ock 1
212.179.21.194 |Israel 147.237.0.19 |nadi matal .idf.il ntz;”;qh;r;zﬁif %ﬁ‘/ ﬁﬁacreesjatj‘;ﬂupdat enakat caunt 1y, aspe Bock |1
89.139.180.55 |l srael 147. 237.77. 216 |dover . i df . i | m“f (;}?’iilzli? pﬁof‘;ggsfsi Itec;/ O i 263380 2250, pa Bock |1
84.109.3.71 | srael 147.237.77. 226 \é\?\”\il'lc;hanat 2. aka. i Uhaut hori zed URL Access to waw chamat z. aka. i df.i1/xnrpc. php B ock 1
37.26.148.242  |israel 147.237.76.42 |refuah.idf.il ma?gfi;g‘ﬁ .\i”dﬁ' _?Ii /Of:«;;;aggﬁghaihbaspx Bock |1
73.205. 198. 4 Lhited Sates |[147.237.77.216|dover.idf.il Untraceabl e SSL Sessions: (pen Mde None 1
109. 253. 216. 147 |1 sr el 147.237.77. 234 |hal ag. i df .i | o ;g?“;‘;dzéﬂ?‘l‘tr;zre'ﬁiaﬁlﬁf‘fi 1(.); . Hock |1
94. 230. 93. 72 I srael 147.237.0.15 |kosher-kravi.idf.il [Unhauthorized URL Access to kosher-kravi.idf.il/xmrpc. php Bl ock 1
NULL Character in Method
46.121.113.73 |Israel 147.237.77. 216 |dover . i df . i | AU 6—[ [ #26] ] - { {¥ £/ OeE#t o [ #12] ] Z7R} @KV t $7, ¢, ¢YUAK«A |Bl ock 1
JUH [#28] 11 Q[ #5111 }[ [#22] ] ~Pe[ [#28] ] [ [#0] ] +Jal KO
220.181.51.55 [China 147.237.77. 216 |dover. i df . i | Distributed Uhaut horized URL Access on waw idf.il/error.htm B ock 1
87.69.205.112 [Israel 147.237.72. 156 [anan. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
46.19.86.177  |israel 147.237.77. 243 |nobi | e. i df . i | nﬂ;ﬂt:?réfz‘?? . g;‘eggrcﬁim e/l st chi | ddocunent &/ 1152 Bock |1
199.16. 156. 125 |Lhited States |147.237. 77. 216 |dover. i df . i | Mu"mfvult gfo riilzles? piofcaggffi |t§s/ 21 5 26220x0 1302 | pa Bock |1
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