03-06-2016-18:04:07 to 03-06-2016-19:04:07

@
1"PT SwNn ()

goOVv

www.gov.il

IDF Under Attack

Daily Report

|Top Target s |
320+
240+
160+"
Number 807
a
Attacks
§ § ST S § ) ) :
&.‘\c &\6 5 ®.>c @@} q.‘\c &0‘\6 38 &&\6\
< F > 4 Q ' (o
@ ¢ .&r& &'Z’S\ ‘\é \\@ éé\ 'V'Sb &
& ° N &
O
@f \
Top Tar get

[Top Attackers |

M dover.idf.il
M aka.idf.il
M atal.idf.il
M nadi matal .idf.il
Meitan aka.idf.il
M hal ag.idf.il
M tikshuv.idf.il
M anan.idf.il
vy chanat z. aka. i df . i |
M ishurimaka.idf.il

160+¢

M 158. 69. 119. 130
37.26. 149. 192

[ 2.54. 14. 204
213. 8. 204. 63
B 207. 71.53. 62

80+

Nunber
G o
At t acks 40+

o o v AR C AN R
AR PN G Y .
o> e . % A o o3 & ’
N S A

Top Attackers

M 109. 253. 131. 147

[179.178.1. 34

M 2.54.176. 197
77.125. 159. 102

M 5.102.195. 4




03-06-2016-18:04:07 to 03-06-2016-19:04:07

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Signature Device Action Count
79.177.186. 18 | srael 147.237. 72. 166 aka.idf.il ock Wp Al _Nets drop 6
81. 218. 65. 210 | srael 147.237.77. 216 dover.idf.il |Bock Wp Al Nets dr op 3
185.94.111. 1 147.237.77. 74 lawidf.il Block Np All Net drop 1
185. 130. 5. 224 147.237.77.216 dover.idf.il |Bock Wp Al Nets drop 1
185.94.111. 1 147.237.76. 177 ncore.idf.il |Bock Np Al Net drop 1
54.72.182.187 Irel and 147.237.77. 216 dover.idf.il ock Wp Al _Nets drop 1
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|Top Attackers In IPS|

At t acker

Attacker Address Qount ry rget Address |Site Sgnature
5. 29. 231. 40 I srael 147.237.0.34 [ti kshuv. i df . |C1000138: HTTP. prefix 1.01 in the URL B ock
46.19. 86. 34 I srael 147.237.0.34 [ti kshuv. i df . |C1000138: HITP. prefix 1.01 in the URL B ock

158. 69.119. 130 |Uhited Sates 147.237.77. 216 |dover. i df . il ]13248: HITP. Jooma JCE File Wl oad Renote Gode Execution Mulnerability |B ock
22095; HTTP. Joonta | mage Manager fol der Renane Security Bypass

158. 69. 119. 130 |[lhited Sates 147.237.77. 216 |dover . i df . i | Wl nerabi |ty B ock 4
46.121. 82. 80 I srael 147.237.0.34 [ti kshuv. i df . |CL000138: HTTP. prefix 1.01 in the URL Bl ock 2
5. 28. 133. 229 I srael 147.237.0.34 |ti kshuv. i df.|CL000138: HITP. prefix 1.01 in the LRL B ock 2
37.26.146.176 |[Israel 147.237.0.34 [ti kshuv. i df.|C1000138: HTTP. prefix 1.01 in the URL B ock 2
2.52.165. 217 I srael 147.237.0.34 [ti kshuv. i df . |CL000138: HTTP. prefix 1.01 in the URL Bl ock 2
106. 120. 173. 159|Chi na 147.237.77.233|atal .idf.i| |Cl000071: HTTP. User Agent Sogou-+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

‘Ste

Signature

158. 69. 119. 130 |147.237.77.216|lhited Sates |dover.idf.il Tehila - Perl LWP with fake user agent 47
158. 69. 119. 130 [147.237.77.216|thited Sates |dover.idf.il SERVER- WEBAPP NManbo upl oad. php access 3
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 3
186. 114. 127. 236(147. 237. 76. 38 |Col onbi a eeneitav.idf.il gt Sr?tA:\l aJBegzlnocr)?J I;Si“gol Zef ast inbound Tel net Qonnecti ons, 1
61.163.231. 229 |147.237.8.24 |China elifestyle.idf.il ET SCAN NVAP -sS wi ndow 1024 1
46.116.17. 143  [147. 237.72. 166 || srael aka.idf.il portscan: TCP D stributed Portscan 1
149. 88. 80. 127  |147.237. 72. 166 |I srael aka idf.il portscan: TCP D stributed Portscan 1
37.26.148.159  [147.237.72. 166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
109. 186. 173. 104|147. 237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
93.172.132. 182 |147.237.72. 166 |l srael aka idf.il portscan: TCP D stributed Portscan 1
84.108. 182. 253 |[147.237.72. 166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
216.177. 129. 160|147. 237. 77. 216 |Lhited Sates |dover.idf.il portscan: TCP D stributed Portscan 1
79.182. 179. 234 |147.237.72. 166 |l srael aka idf.il portscan: TCP D stributed Portscan 1
209. 126. 116. 147|147. 237. 76. 201 |Whited Sates |e.atal.idf.il ET SCAN NVAP -sS wi ndow 1024 1
79. 180. 206. 229 |147. 237. 72. 166 || srael aka.idf.il portscan: TCP D stributed Portscan 1
190. 77.49.115 [147.237.0.16 [Venezuel a ny- kosher-kravi . i df.il Egt ﬁ\la]Beg?;:‘]O;? B’LStUZUIi‘IOII‘ Zef ast inbound Tel net Connecti ons, 1
77.127. 30. 52 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
46.120. 204. 154 |147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
149. 88.227. 196 |147.237.72. 166 |I srael aka.idf.il portscan: TP Dstributed Portscan 1
46.19. 85. 77 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
149.78.119.1 147.237.77. 216 (I srael dover.idf.il portscan: TCP D stributed Portscan 1
2.54.146.11 147.237.77. 216 |I srael dover . idf.il portscan: TP D stributed Portscan 1
109. 64.28. 179  |147.237. 77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
87.109.249. 68 |147.237.77.216|Saudi Arabia |[dover.idf.il portscan: TCP D stributed Portscan 1
80.246.133. 81 |147.237.77. 233 |Israel atal .idf.il ;gt I{Z::?(e anount of TCP ZeroWndow - Possi bl e N |l er2 1
216.177.129. 62 |147.237.72.166 |lhited Sates |aka.idf.il portscan: TCP D stributed Portscan 1
79.181.227.85 |147.237.77.216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
79.178.247.24  |147.237.77. 216l srael dover . idf.il portscan: TCP D stributed Portscan 1




03-06-2016-18:04:07 to 03-06-2016-19:04:07

|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry ‘Target Address |Ste Signature Action ‘Count
213.8.204.63  [Israel 147.237.77. 234 |nal ag. i . i Bad TCP sequence SNretransmt with i fferent monitor |35
w ndow scal e

Sreamng Engine: TCP Invalid i i ssi

207.71.53.62  |Wited Sates |147. 237. 76. 200 [ei tan. aka i df . 9 =g Invalid segnent retransmssion. g 33
Ret ransn ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i SSi

80.246.133. 48 |Israel 147. 237. 76. 200 |ei tan. aka. i df . | 9 =g Invalid segnent retransmssion. g 18
Ret ransm ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi

5.102. 195. 4 I srael 147. 237. 76. 200 |ei tan. aka. i df . i | 9 =g Invalid segnent retransmssion. g 16
Ret ransn ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i SSi

77.125.159. 102 |Israel 147.237.72. 166 |aka. i df .| 9 =g Invalid segnent retransmssion. g 15
Ret ransm ssi on Packet dropped.

S SWNretransnmit wth different .
79.178.1.34 I srael 147.237.77. 234 |hal ag.idf . i Bad TCP sequence i ndow scal e monitor |14
79.178.48.145 [israel 147.237.77. 234 |nal ag. i o . i Bad TCP sequence SNretransmt with i fferent monitor |12

w ndow scal e

Sreaming Engine: TCP Invalid i i ssi

109. 65. 126. 161 |I srael 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransmssion. g 12
Ret ransn ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i SSi

84.228.193.44 |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. g 12
Ret ransm ssi on Packet dropped.

109. 253. 131. 147|l srael 147.237.77. 233 |atal .idf. il Bad TCP sequence Inval i d ACK nunber alert 12

109. 253. 131. 147|l srael 147.237.77. 233 |atal .idf. il Bad TCP sequence Invalid ACK nunber monitor |11
Sreamng Engine: TCP Invalid i i ssi

212.25.102.57 | srael 147. 237. 76. 200 |ei tan. aka.i of . i 9 =g Invalid segnent retransmssion. | 10
Ret ransm ssi on Packet dropped.

84.109.88.231 |lsrael 147.237.77. 233 |atal .idf. il Bad TCP sequence Invalid ACK nunber nonitor |9
Sreanming Engine: TQP Invalid i i SSi

109. 64. 200. 123 | srael 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. g 9
Ret ransm ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi

109. 67.107.93  |israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. g 9
Ret ransn ssi on Packet dr opped.

2.54.14. 204 I srael 147.237.77. 216 |dover.idf .il SYN At t ack rej ect 9
Sreamng Engine: TP Invalid i i ssi

79.183. 200. 114 |Israel 147.237.72. 166 |aka. i df .i 9 =g Invalid segnent retransmssion. o 9
Ret ransm ssi on Packet dropped.

46. 19. 86. 235 I srael 147.237.77. 233 |atal .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 8

46.19. 85. 184 I srael 147.237.77. 216 |dover.idf .i | Bad TCP sequence Invalid ACK nunber nonitor |8

84.109.88.231 |lsrael 147.237.77. 233 |atal .idf. il Bad TCP sequence Inval i d ACK nunber alert 8

46. 19. 86. 13 I srael 147.237.77. 233 |atal .idf. il Bad TCP sequence Invalid ACK nunber monitor |7

82.166.57.146 |Israel 147.237. 72. 167 |i shuri maka. i of .i | drop First packet isn't SN drop 7

2.54.14. 204 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Inval i d ACK nunber nonitor |6

176.13. 4. 45 I srael 147.237.77. 233 |atal .idf. il Bad TCP sequence Invalid ACK nunber alert 6
Sreamng Engine: TCP Invalid i i ssi

193. 104. 117. 2301 sr ael 147. 237. 72. 166 |aka. i o . i 9 =g Invalid segnent retransmssion. | 6
Ret ransm ssi on Packet dropped.

2.54.14. 204 I srael 147. 237.77. 216 |dover. i df .i Bad TCP sequence Invalid sequence nunber noni t or 6
Sreanming Engine: TQP Invalid i i SSi

2.52.139.137  |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. g 6
Ret ransm ssi on Packet dropped.

176.13. 4. 45 I srael 147.237.77. 233 |atal .idf. il Bad TCP sequence Inval i d ACK nunber nonitor |6
Sreanming Engine: TCP Invalid i i ssi

109. 67. 136. 153 |I srael 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. g 6
Ret ransnm ssi on Packet dropped.

2.54.14. 204 I srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 6

109. 253. 128. 120|l srael 147.237.77. 233 |atal .idf. il Bad TCP sequence Invalid ACK nunber alert 6

46.120.229.199 |l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber monitor |6

87.71. 100. 39 I srael 147.237.77.233 |atal .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 6

e SWNretransmit wth different
79.178.1.34 I srael 147.237.77. 234 |hal ag.i df .i | Bad TCP sequence wi ndow scal aert 6
109. 253. 128. 120! srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber noni t or
2.54.14. 204 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Inval i d ACK nunber alert
2.52.56. 250 I srael 147.237.0.34 |tikshuv.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect
5.102.254.233 | srael 147.237.77. 226 | "} chamatz.aka.1d! |paq TGP sequence Inval i d ACK number monitor |6
87.70.93.43 | srael 147.237.72. 166 |aka. i df .il dr op Frst packet isn't SYN drop
2.52.46. 235 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber alert

C e SWNretransnmit wth different .

80. 74. 102. 68 I srael 147.237.77. 234 |hal ag.i df . i Bad TCP sequence wi ndow scal e monitor |5
109. 253. 131. 147|I srael 147.237.77. 233 |atal .i .| Bad TCP sequence Sretransmt wth di fferent monitor |5
w ndow scal e
2.52.46.235 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber monitor |5
213. 8. 204. 45 I srael 147.237.0.35 |akaws.idf.il drop drop 5
46. 19. 85. 96 | srael 147.237.76.31 |nakchal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 4
84.111.70. 24 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber monitor |4
176.13.16.184 |lIsrael 147.237.77. 233 |atal .idf. il Bad TCP sequence Invalid ACK nunber nonitor |4
Sreanming Engine: TQP Invalid i i SSi
100. 38. 255. 165 |Wited Sates [147. 237. 76. 200 |ei tan. aka i df .l 9 =g Invalid segent retransmssion. |, 4
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
213.57.34.87  |Israel 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransmssion. g 4
Ret ransni ssi on Packet dr opped.
212.143.142.56 |Israel 147.237.77. 216 |dover.idf il drop First packet isn't SN drop 4
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
37.26.149.192 [Israel 147.237.0.19 |madi matal .idf.il O stributed Suspicious Response Code B ock 119
158. 69. 119. 130 ;“;tteeg 147.237.77.216|dover. i df . il Dstributed PHP At enpt B ock 34
158. 69. 119. 130 g‘;tt:: 147.237.77. 216 |dover.i df . i | Ml tiple Unhauthorized URL Access from 158. 69. 119. 130 B ock 34
2.54.176. 197 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 22
158. 69. 119. 130 g"alt:g 147.237.77.216|dover . i df .i | Mil tipl e signatures from158.69. 119. 130 B ock 18
158. 69. 119. 130 g“;:s 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to waidf.il/english/&np B ock 17
81.218.241.25 |[Israel 147.237.77.216|dover.idf . il Ml tipl e Unaut hori zed URL Access from 81.218.241. 25 B ock 13
109. 253. 205. 140]l srael 147.237.0.19 |madi matal .idf.il O stributed Suspicious Response Code B ock 12
40. 77. 167. 61 ;“;tteeg 147.237.77. 216 (dover. i df . i | Ostributed Wauthorized URL Access on waw idf.il/error.htm Bl ock 3
77.125.123.215 |Israel 147.237.0.19 |nadi matal .idf.il O stribut ed Suspici ous Response CGode Bl ock 3
77.125.159. 102 |lsrael 147.237.72. 166 |aka. i df . i | Mil ti pl e Waut hori zed URL Access from 77.125. 159. 102 B ock 3
46.121.118.2 I srael 147.237.72. 156 |anan. i df . i | D stributed Suspici ous Response Code B ock 2
37.26.149.251 |Israel 147.237.0.19 |nadi matal .idf.il O stribut ed Suspici ous Response CGode Bl ock 2
Lhited . . Unaut hori zed URL Access to
72.9.148.10 Sates 147.237.76.86 [navy.idf. il WA navy. i df . i | /994- 8613- he/ navy. aspx. aspx Bl ock 2
197.32.68.226  |Egypt 147.237.77. 170 |maar achot . i df . i | Ostributed PHP At tenpt B ock 2
79.181. 210. 106 |l srael 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut hori zed Method for Known URL from 79. 181. 210. 106 B ock 2
176.13.18.74 I srael 147.237.77. 216 |dover.i df .i | Ostributed Waut hori zed URL Access on waw i df.il/error. htm B ock 2
79.183.174.138 [Israel 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 2
197.32.68.226 |Egypt 147.237.77. 170 |maar achot . i df . i | Uhaut hori zed URL Access to maarachot.idf.il/xnrpc. php B ock 2
Lhited www. chanat z. aka. i , _
165. 225. 72. 79 Sates 147.237.77. 226 df il Ml ti pl e Unaut hori zed URL Access from 165. 225. 72. 79 B ock 1
79.183.30.165 |[Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx B ock 1
2.52.143. 107 | srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessions: Protocol violation (SSL GONN QI ENT HALQ [None 1
112.134.97.105 (i Lanka  |147.237.77.176|mat pash.i df.il D stributed Wauthorized URL Access on waw cogat.idf.il/xmrpc.php  [B ock 1
79.180. 120. 233 |[Israel 147.237.77.74 |lawidf.il PHP Att enpt B ock 1
68. 180. 228. 112 LSthlatt:sd 147.237.77.216|dover . i df .i | Paranet er Type Mol ati on PageNumin waw i df . il/1283-en/ dover. aspx B ock 1
Unaut hori zed URL Access to
. . wawy aka. i df . il/sip_storage/fil es/6/67906. pdf &a=u&ved=0ahukew quo-
95.86.124. 188 | srael 147.237.72. 166 [aka. i df . i | vvkzl ahw 8hi khxyl ci i gf ggi maa&usg=af gj cnekf g4no22t Ogxa5ab010dusr o Bl ock !
nwg

81.218.241.25 |[Israel 147.237.77.216|dover. i df . il Unaut hori zed URL Access to waw i df . il/inages/ shared/ hone. png B ock 1
193.227.11. 121 |Egypt 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to wwidf.il/xnrpc. php B ock 1

. . SS. Lhtraceabl e Gonnection - Protocol violation
79.181.65.0 I srael 147.237.77. 216 (dover. i df . i | (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 1

. - D stributed Lhaut hori zed URL Access on
31.154.17.106 |Israel 147.237.77.233|atal .idf . il 147, 237.77. 233/ 1501- hel at al . aspx Bl ock 1
109. 67. 0. 181 I srael 147.237.77.216|dover. i df .i | Uhaut hori zed URL Access to v idf.il/https: /wanidf.il/ B ock 1
77.125.159.102 |[israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed LRL Access to waw aka.idf.il/sip _storagel/files/ 0O/ B ock 1
207. 46.13. 70 g‘;tt:: 147.237.77. 176 |mat pash. i df . i | Unaut hori zed URL Access to 147.237.77.176/ B ock 1
89.138.118. 162 |l srael 147.237.72. 166 |aka. i df . i | Mitiple Illegal Byte Gode Character in LR from89. 138, 118. 162 B ock
62. 0. 105. 133 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed LRL Access to waw aka.idf.il/sip storage/files/6 B ock
i www. chanat z. aka. i

165. 225. 72. 79 Lsh'mt:: 147.237.77. 226 df il Lhaut hori zed URL Access to waw chanat z. aka. i df.il/sip_storage/files/8/ |B ock 1
79.183.168.25 |[Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1501- he/ at al . aspx B ock 1
79.180. 120. 233 |[Israel 147.237.77.74 |lawidf.il Unaut hori zed URL Access to waw | aw i df.il/xmrpc. php B ock

. ; D stributed Lhaut horized URL Access on
2.54.14.193 I srael 147.237.77.234|hal ag. i df . i | 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. gi f Bl ock 1
120.62.30.132 |India 147.237.72. 156 |anan. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
109. 65. 103. 213 |Israel 147.237.72. 166 |aka. i df . i | Dstributed PHP Attenpt Bl ock 1
85. 65. 55. 214 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134-he/ at al . aspx B ock 1
49.148.66. 125 |Philippines |147.237.77.176 [mat pash. i df. il Distributed Wnaut hori zed URL Access on wa cogat.idf.il/xmrpc.php  [B ock 1
37.26.148.132 |Israel 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: Qpen Mde None 1

. - D stributed Lhaut hori zed URL Access on

109. 253. 131. 147|l srael 147.237.77.233|atal .i df . il 147. 237.77. 233/ 1501- hel at al . aspx Bl ock 1

. . DO stributed Unaut hori zed URL Access on
79.178. 1. 34 I sr ael 147.237.77.234hal ag. i df . il 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. gi f B ock 1
62.210.178.179 |France 147.237.77. 216 |dover . i df .i | Unaut hori zed LRL Access to waw i df.il/newsite/english/nain. asp B ock 1

. . D stributed Lhaut hori zed URL Access on
213. 8. 204. 63 I srael 147.237.77.234hal ag. i df . il 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. gi f Bl ock 1
89. 139. 173. 122 |l srael 147.237.77.216|dover. i df . i | Lhaut hori zed URL Access to ww i df . il/hi nush/site/ he/ hi nush. asp B ock 1
37. 46. 38. 209 I srael 147.237.77.216|dover. i df . il D stributed Unaut hori zed URL Access on waidf.il/error.htm B ock 1
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