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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site |Signature |Device Action  |Count
41.107. 182. 215 Ageria 147.237.77. 216 dover.idf.il TP Scan (vertical) drop 4591
41.107. 182. 215 Ageria 147.237.77. 216 dover.idf.il B ock_Up Al _Nets drop 34
62. 219. 224. 99 | srael 147.237.77. 234 hal ag.idf.il Invalid TGP H ags drop 6
81.218. 65. 210 I srael 147.237.77. 216 dover. i df.il Bl ock Udp All Nets drop 3

82. 80.217.70 | srael 147.237.77. 216 dover.idf.il B ock Wp Al Nets drop 3
54.72.182.187 Irel and 147.237.77. 216 dover.idf.il B ock Wp Al _Nets drop 2
134. 147. 203. 115 Ger many 147.237.72. 166 aka.idf.il B ock Np Al _Net drop 2
134. 147. 203. 115 Ger many 147.237.76. 31 nakchal .idf.il B ock Np All _Net drop 2
108. 186. 168. 25 Lhited Sates 147.237.8. 14 e.orchot.idf.il Bock Np All Net drop 1
41.107.182. 215 Ageria 147.237.77. 216 dover.idf.il Bock Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site ‘Sgnature Devi ce Action |Count
5. 102. 206. 148 I srael 147.237.0. 34 ti kshuv.idf.il |Cl1000138: HITP. prefix 1.01 in the URL B ock 17
212.179.159.253 [Israel 147.237.0. 34 tikshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 6
213.57. 141. 156 | srael 147.237.0. 34 tikshuv.idf.il [Cl000138: HITP. prefix 1.01 in the LR Bl ock 4
37.26.147. 188 I srael 147.237.0. 34 ti kshuv.idf.il |Cl1000138: HITP. prefix 1.01 in the URL B ock 4
37.26. 147. 155 I srael 147.237.0. 34 tikshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 2
108.59. 8. 70 Lhited Sates 147.237.77.216 |dover.idf.il |ClL000074: HITP. najestic bot B ock 2
149. 78. 79. 197 I srael 147.237.0. 34 ti kshuv.idf.il |Cl1000138: HITP. prefix 1.01 in the URL B ock 2
37.142.152.103 I srael 147.237.0. 34 tikshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 2
192. 116. 55. 245 | srael 147.237.0. 34 tikshuv.idf.il [Cl000138: HITP. prefix 1.01 in the LR Bl ock 2
66. 249. 66. 190 I srael 147.237.0. 34 ti kshuv.idf.il |Cl1000138: HITP. prefix 1.01 in the URL B ock 1
106. 120.173.159  |China 147.237.77.233 |atal .idf.il Cl000071: HTTP. User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

At acker

Attacker Address |Target Address count ry Signature

2.54.17.39 147.237.77. 216 (I srael dover.idf.il  |portscan: TCP D stributed Portscan 1
94. 230. 93. 24 147.237.77. 216 |I srael dover.idf.il  |portscan: TCP Distributed Portscan 1
94.102. 48.193  |147.237. 76. 176 |Net her | ands test.ncore.idf.ifET SCAN NVAP -sS w ndow 1024 1
80. 178. 231. 235 |147.237.72. 166 | srael aka.idf.il portscan: TCP O stributed Portscan 1
79.143.185. 217 |(147.237.77.61 |Ger many e.cogat.idf.il |ET SCAN Potential SSH Scan 1
152. 62. 109. 202 |147.237. 77. 216 |Eur ope dover.idf.il  |portscan: TCP D stributed Portscan 1
69.248.129. 181 |147.237.77.216|Wited Sates |dover.idf.il  |portscan: TCP D stributed Portscan 1
118. 112. 185. 236|147. 237.8.50  |Chi na e.tikshuv.idf.il|ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237. 76. 176 |Chi na test.ncore.idf.ifET SCAN Potential SSH Scan 1
109. 253. 129. 231(147. 237. 77. 216 |I srael dover.idf.il  |portscan: TCP D stributed Portscan 1
5.29. 107. 25 147.237.77. 216 |I srael dover.idf.il  |portscan: TCP Distributed Portscan 1
109. 65. 84. 227  |147.237. 72. 166 |I srael aka idf.il portscan: TCP O stributed Portscan 1
2.54.39. 43 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
94, 234. 177 176|147, 237 77 216 |Sweden dover i df il ET SCAN Behavi oral ULhusual |y fast inbound Tel net Gonnecti ons, 1

Potential Scan or Brute Force

94.102. 48.193  |147. 237. 76. 202 |Net her | ands ehaagidf.il |[ET SCAN NVAP -sS wi ndow 1024 1
84.94.180.233 [147.237.72. 166 |l srael aka.idf.il portscan: TCP O stributed Portscan 1
79.180.51. 253  [147.237.72. 166 |l srael aka.idf.il portscan: TCP O stributed Portscan 1
176. 13. 0. 107 147.237. 72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
77.127.242.246 |147.237.77.216 |l srael dover.idf.il  |portscan: TCP Distributed Portscan 1
149. 88. 71. 20 147, 237. 72. 166 |I srael aka.idf.il portscan: TCP O stributed Portscan 1
59. 45. 79. 117 147. 237. 76. 200 |Chi na eitan aka idf.il|ET SCAN Potential SSH Scan 1
118. 112. 185. 236(147. 237.8.45 |China eeitanidf.il |ET SCAN Potential SSH Scan 1
46.116. 5. 17 147.237.77. 216 |I srael dover.idf.il  |portscan: TCP D stributed Portscan 1
109. 65. 168. 248 [147. 237. 72. 166 |I srael aka.idf.il portscan: TCP O stributed Portscan 1
2.54.177.179 147.237.77. 216 |I srael dover.idf.il  |portscan: TCP Distributed Portscan 1
104. 128. 144. 131|147. 237. 77. 74 |Canada lawidf.il ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Addr ess ‘Ste ‘Slgnature

109. 64. 26.127  |Israel 147.237.76.42 |refuah.idf.il|Bad TOP sequence i;;e”ansm't with different wndow fooivor |28

80. 246, 133. 172 I srael 147.237.77. 234 |ndl ag.iof il |Bad TOP sequence ig;e“ansm't with different wndow fooivor |27

109.64.10.192  |Israel 147.237.77. 234 |ndl ag.iof il |Bad TOP sequence i;;e”ansm't with different wndow fooivor |17

213.8.204.78 | srael 147.237.72. 166 |aka.idf.il dr op SAMrul e drop 15
Sreanming Engine: TGP Invalid i i ssi

46. 19. 86. 82 I'srael 147. 237.77. 243 |nobi l e.i df . i1 9 =g Invalid segnent retransmssion. drop 15
Ret ransm ssi on Packet dropped.

176.13.17.239 |lsrael 147.237.77. 216 |dover.idf.i| |Bad TCP sequence Inval i d ACK nunber noni t or 11

46. 19. 85. 106 | srael 147.237.77. 216 |dover.idf.il [Bad TCP sequence Inval i d ACK nunber noni t or 10

46. 19. 85. 40 I srael 147.237.76.86 |navy.idf.il |Bad TCP sequence Invalid ACK nunber noni t or

213. 8. 204. 25 | srael 147.237.0.34 [tikshuv.idf.i|SYN Att ack SYN -> SYN-ACK -> RST rej ect

5.22.129. 250 I srael 147.237.77.233(atal .idf.il |Bad TCP sequence Inval i d ACK nunber noni t or
Sreaning Engine: TGP Invalid i i ssi

66.249.69.38  |Lited Sates [147.237.77.243|mobile.idf.il 9 =g Invalid segnent retransmssion. drop 6
Ret ransm ssi on Packet dropped.

46. 19. 85. 175 | srael 147.237.77.74 |lawidf.il drop First packet isn't SYN drop 6

212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il [drop Frst packet isn't SN drop 6
Sreanming Engine: TCP Invalid i i ssi

80. 246. 140. 233 | srael 147. 237.77. 243 |mbi le. i f . i 9 =g Invalid segnent retransmssion. drop 6
Ret ransm ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi

2.54.174.137  |Israel 147. 237. 72. 166 |aka i df . i | 9 =g Invalid segnent retransmission. drop 6
Ret ransnm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi

46.19. 86. 7 I srael 147. 237. 77. 243 |mubi 1 e.i df . i 9 =g Invalid segnent retransmssion. drop 6
Ret ransm ssi on Packet dropped.

80.246. 133. 172 | srael 147.237.77.233|atal .idf.il |Bad TOP sequence i;';e“ansmt With different window | oo g
Sreanming Engine: TCP Invalid i i ssi

109. 253. 222. 1051 sr ael 147. 237. 72. 166 |aka. i o . i 9 =g Invalid segnent retransmssion. drop 6
Ret ransm ssi on Packet dropped.

46. 19. 85. 222 I srael 147.237.77. 216 |dover.idf.il [Bad TCP sequence Inval i d ACK nunber alert 6

46. 19. 85. 106 I srael 147.237.77. 216 |dover.idf.i| |Bad TCP sequence Invalid ACK nunber alert 6

46. 19. 85. 222 I srael 147.237.77. 216 |dover.idf.i| |Bad TCP sequence Inval i d ACK nunber noni t or 6
Sreanming Engine: TGP Invalid i i ssi

79.182. 123. 157 |Israel 147. 237. 72. 166 |aka i df . i | 9 =g Invalid segnent retransmission. drop 6
Ret ransnm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi

157.55.39.78  |Wited Qates [147.237.72. 166 |aka idf. il 9 =9 Invalid segnent retransmssion. drop 6
Ret ransm ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi

46.19.85.178  |Israel 147.237.77. 243 |nobi l e.i df .i1 9 =g Invalid segnent retransmission. drop 6
Ret ransnm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi

2.52.41.82 I srael 147. 237.72. 166 |aka. i f .11 9 =g Invalid segnent retransmssion. drop 6
Ret ransm ssi on Packet dropped.

87. 69. 52. 239 I srael 147.237.72. 166 |aka.idf.il |Bad TCP sequence noni t or 6

46. 19. 85. 137 I sr ael 147.237.77. 216 |dover.idf.il [Bad TCP sequence I'nvali d ACK nunber noni t or 5

93.173. 181. 254 |Israel 147.237.72. 166 [aka. idf.il |SYN Att ack SYN -> SYN-ACK -> Ti nmeout rej ect 5

2.54.8.253 I srael 147.237.77. 216 [dover.idf.il [SYN At t ack SYN -> SYN-ACK -> RST rej ect 5

37.46. 39. 201 | srael 147.237.72. 156 laman.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 4

176.13.8.78 I srael 147.237.77.233|atal .idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 4
Sreanming Engine: TGP Invalid i i ssi

46.19. 86. 7 I srael 147. 237.72. 166 |aka i df . i | 9 =g Invalid segment retransmission. drop 3
Ret ransnm ssi on Packet dropped.
Sreanmng Engine: TCP Invalid i i ssi

79.179.226.15 | srael 147.237.72. 166 |aka i df .i 9 =g Invalid segnent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi

176.13. 23.9 I srael 147. 237.72. 166 |aka i df . i | 9 =g Invalid segnent retransmission. drop 3
Ret ransnm ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi

79.176.36.226 | srael 147.237.72. 166 |aka i f .11 9 =9 Invalid segnent retransmssion. drop 3
Ret ransn ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi

109. 253. 210. 119|1 srael 147. 237. 72. 166 |aka i df . i | 9 =g Invalid segment retransmission. drop 3
Ret ransnm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi

5.22.130.246  |Israel 147. 237.72. 166 |aka. i f .11 9 =g Invalid segnent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi

87.70. 67. 96 I srael 147. 237. 72. 166 |aka i df . i | 9 =g Invalid segnent retransmission. drop 3
Ret ransnm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi

109. 64. 178. 249 |Israel 147. 237.72. 166 |aka. i f .11 9 =g Invalid segnent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi

185. 27. 105. 136 |Israel 147. 237.72. 166 |aka i of . i | 9 =g Invalid segnent retransmission. drop 3
Ret ransnm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi

2.54.33. 221 I srael 147. 237.72. 166 |aka. i f .11 9 =g Invalid segnent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
Sreamng Engine: TGP Invalid [ i ssi

37.26.149.240 |israel 147. 237. 72. 166 |aka i df . i | 9 =g Invalid segnent retransmission. drop 3
Ret ransnm ssi on Packet dropped.

87.69.52.239 | srael 147.237.72.166 |aka.idf.il dr op First packet isn't SN drop 3
Sreaming Engine: TGP Invalid i i ssi

176.13.8.95 I srael 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransmission drop 3
Ret r ansm ssi on Packet dropped.

46. 19. 85. 137 I sr ael 147.237.77. 216 |dover.idf.il [Bad TCP sequence I'nvali d ACK nunber alert 3
Sreanming Engine: TCP Invalid i i ssi

79.178.14.165 |Israel 147.237.72. 166 |aka i f .11 9 =g Invalid segnent retransnission drop 3
Ret ransm ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi

81.218.165.92 | srael 147.237.72. 166 |aka. i df . i 9 =g nvalid segnent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
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Sreanmng Engine: TCP Invalid i i ssi

89.139.50.120 |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi

109. 67. 163. 222 |israel 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransnission drop 3
Ret r ansn ssi on Packet dropped.
Sreanmng Engine: TCP Invalid i i ssi

79.180.183.95 |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site dgnature Acti on ‘Count
46.19. 86. 117 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 182
46.19. 86. 181 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 108
46.10.86.135  |israel 147. 237.77. 243 |nobi L e. i df . i | e T?’f’fszcﬁ;f} Lﬁ;‘ngi“’)‘z;jﬂd n Bl ock 22
2.54.151. 230 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 8
84.95.211.240 |lIsrael 147.237.77.216|dover. i df . il D stributed Lhaut hori zed URL Access on waw i df.il/error. htm B ock 6
109. 65. 9. 8 I srael 147.237.72. 156 |aman. i df . i | Unaut hori zed HTTP Met hod B ock 6
87.68.66. 27 I srael 147.237.72. 166 |aka. i df . i | Mil tipl e Uhaut hori zed Method for Known URL from87.68.66.27 |H ock 5
109. 65. 9. 8 I srael 147.237.72. 156 [aman. i df . i | Lhaut hori zed URL Access to wwwu anan.idf.il/sip_storage/files/4/ |B ock 5
46. 19. 86. 82 I srael 147.237.77.243|nobi l e.i df . i | D stributed Suspicious Response Gode B ock 4
80. 246. 136. 180 |[lIsrael 147.237.0.19 |[nadimatal .idf.il D stributed Suspicious Response Gode B ock 3
109. 253. 157. 100]l srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
109. 253. 199. 229|1 sr ael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Gode B ock 3
80. 246. 130. 184 |l srael 147.237.77.216|dover.idf.il Ostributed Wauthorized URL Access on waw idf.il/error.htm Bl ock 3
176. 13. 3. 160 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
109. 65. 151. 32 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Gode B ock 3
104. 130. 141. 191 |Uhited Sates [147.237.72.166|aka.idf.il Mil tipl e Unaut hori zed URL Access from 104. 130. 141. 191 B ock 3
46.19.86.7 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
94. 230. 93. 47 I srael 147.237.77.216|dover.i df . il D stributed Lhauthori zed URL Access on wawidf.il/error. htm B ock 2
109. 64. 118. 164 |Israel 147.237.72. 156 |aman. i df . i | Lhtraceabl e SSL Sessi ons: Cpen Mde None 2
82. 80.50. 10 | srael 147.237.72. 156 |anan. i df . i | V\u;\x?\zu;:::rrl.l iZchd. iﬁmﬁi:(i:ij?etsgur ces/ i mages/ f avi con/ f avi con. png Bl ock 2
195. 154. 173. 103|France 147.237.77.216|dover. i df.il Lhaut hori zed LRL Access to ww i df.il/nazi Bl ock 2
46. 19. 86. 231 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
109. 253. 215. 122|I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
94.230.86.156 |l srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to wwu aka.idf.il/val tam B ock 2
46.118. 155. 216 |Wkrai ne 147.237.77. 176 [nat pash. i df . i | Mil tipl e Unauthorized URL Access from 46. 118. 155. 216 B ock 2
37.26.148.245 |[Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: C(pen Mode None 2
79.181. 210. 106 |Israel 147.237.72. 166 |aka. i df . i | mu;kr;orl i dﬁdl /'\f;hn?‘; ;E:Rég?rn aspx B ock 2
141.212.122. 129|thited Sates |[147.237.77.176 |mat pash. i df . i | Uhaut hori zed URL Access to /X B ock 1
37.26.148.166 |[Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mde None 1
109. 64.252.91  |Israel 147. 237. 72. 166 |aka. i df . i | (Sisgtégc\lif_b*ﬁpﬁngﬁ: &;g&f&ﬂ&jﬂgg on None 1
69.112.37.105 |lnited Sates [147.237.77.216|dover.idf.il Distributed Wnaut hori zed URL Access on v idf.il/xmrpc.php  |B ock 1
66.249.64.13  |Wnited Sates |147.237.72.166|aka. i df .i | ﬂ?ugggr ;;?iaﬁnaﬁfzisiuts‘;gener o aspx B ock 1
178.121.13.39 |Belarus 147. 237.77. 216 |dover . i df . i | mame: sz:m;f;li/l ggn'dt 'O?ri end! send of i end. asp B ock 1
46.19.86.150  |[Israel 147.237.76.42 |refuah.idf.il e et rorized ?Jaﬁczzzi on Bl ock 1
169.229.3.91  |wited Sates |147.237.0.17 ;nlnly kosher-kravi.id | o o y Long Request met hod B ock 1
37.187.157. 108 |France 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1462-he/ atal . aspx |Bl ock 1
80.178. 157. 115 |[lIsrael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76.42/styl e/ 1. he/print.css |B ock 1
66. 249. 69. 38 Uhited Sates |147.237.77.243|nobile.idf.il D stributed Suspici ous Response Code B ock 1
207. 241. 229. 215|Wited Sates |147.237.72. 166 |aka. i df . i | atﬂ:‘ioyir/air fﬁtr‘;;szfgii gpli;;/onesol i er. asp None 1
37.26.146. 144 |[israel 147.237.72. 156 [aman. i df . i | Unt raceabl e SSL Sessi ons: C(pen Mode None 1
109.64.26.127  |Israel 147.237.76.42 |refuah.idf i 23 76, 451 1519 ot of ca s B ock 1
91.240. 235. 225 |israel 147. 237. 76. 147 |chi nuch. aka. i df . i | VE:NSI‘\: thblrﬁjiﬂ izuf z?”l szioﬁtﬁfcess on B ock 1
46.118. 155. 216 [Ukraine 147.237.77. 176 |nat pash. i df . i | Distributed PHP Attenpt B ock 1
169.229. 3. 91 Lhited Sates [147.237.0.34 |tikshuv.idf.il Mitiple Illegal Byte Gode Character in Mthod from169.229.3.91 |H ock 1
80. 246. 140. 233 [Israel 147.237.77.243|nobi l e.i df . i | D stributed Suspici ous Response Code B ock 1
46.19.86.7 I srael 147.237.77.243|nobi l e.i df . i | D stributed Suspicious Response CGode B ock 1
145, 253. 125. 210|Ger many 147.237.77.216|dover. i df . il SSL Untraceabl e Connection - Qpen Mde None 1
37.26.148.206 |[Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mode None 1
109. 65. 9. 8 I srael 147.237.72. 156 [aman. i df . i | Mil tipl e Unauthorized URL Access from 109. 65. 9. 8 B ock 1
77.125.147.109 | srael 147.237. 72. 166 |aka. i df . i | Wnknown Parameter _VI BASTATEENCRYPTED i n None 1

wan aka. i df . i |/ mai n/ sachar / nai | box. aspx
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