03-06-2016-14:04:04 to 03-06-2016-15:04:04

@
1"PT SwNn [ )

oV

www.gov.il

IDF Under Attack

Daily Report

[Top Targets |

Nunber
(6]
At acks

Top Tar get

[Top Attackers |

60+

507

M dover.idf.il

M aka.idf.il

M tikshuv.idf.il

M nadi matal .idf.il

M nobi le.idf.il

M anan.idf.il

M e hamaz.idf.il

M ishurimaka.idf.i
eitan. aka.idf.il

M refuah.idf.il

40+

30+

20+

Nunber
(6]
At acks

10+

M 80. 179. 54. 68
109. 253. 195. 134
I 80. 246. 136. 208
46. 19. 85. 68
Il 80. 178. 126. 169
M 31. 168. 195. 36
[ 81.218.241. 25
M 180. 97. 161. 226
212.179. 21. 194
M 46. 19. 85. 104

S . . o . ") “2 . . .
o0 F F T W Y &
S) o S & S N A A >
,yQ R o) N %

Top Attackers




03-06-2016-14:04:04 to 03-06-2016-15:04:04

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count
81. 218. 241. 25 | srael 147.237.72. 166 aka.idf.il Anonal y- TLS-renegot i ati on-d i dest - r eset 171
180. 97. 161. 226 Chi na 147.237.77. 227 e hanaz.idf.il Bl ock_Udp All _Nets drop 24
81.218. 65. 210 | srael 147.237.77. 216 dover.idf.il ock Wdp Al Nets drop 3
134. 147. 203. 115 Ger many 147. 237.76. 197 e. hinush.i df il Block Np Al Net drop 2
134.147. 203. 115 CGer many 147.237.77.170 naarachot . i df.il Block Np All _Net drop 2
188. 138. 17. 205 France 147.237.77. 179 e nazi.idf.il Block Np Al _Net drop 1
89. 248. 160. 132 Net her | ands 147.237.72. 166 aka.idf.il bl ock-sp-traf 1 drop 1
54.72.182.187 Irel and 147.237.77. 216 dover.idf.il Bl ock_Udp All _Nets drop 1
89. 248. 160. 132 Net her | ands 147.237. 76. 30 hi nush. i df .i | bl ock-sp-traf 1 drop 1
108. 186. 168. 25 Lhited Sates 147.237.77. 19 lawforumidf.il |[Block Np All Net drop 1
134.147. 203. 115 CGer many 147.237.76. 44 e.refuah.idf.il Block Np All _Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address ‘Sgnature Devi ce Action |Count
87.71.96.17 I srael 147.237.0. 34 ti kshuv.idf.il |Cl1000138: HITP. prefix 1.01 in the URL B ock 8
37.26.149. 144 I srael 147.237.0. 34 tikshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 6
2.54.27.80 | srael 147.237.0. 34 tikshuv.idf.il [Cl000138: HITP. prefix 1.01 in the LR Bl ock 4
46.19. 86. 118 I srael 147.237.0. 34 ti kshuv.idf.il |Cl1000138: HITP. prefix 1.01 in the URL B ock 4
46. 248. 207. 236 Jordan 147.237.77.216  |dover.idf.il 13444: HTTP. \Wat Vb User - Agent Header B ock 3
82.193.127.15 Wkrai ne 147.237.77.216 |dover.idf.il C1000074: HTTP. naj estic bot Bl ock 3
2.52.169. 231 I srael 147.237.0. 34 ti kshuv.idf.il |Cl1000138: HITP. prefix 1.01 in the URL B ock 2
69. 30. 198. 186 Lhited Sates 147.237.77.74 lawidf.il C1000074: HITP. naj estic bot B ock 2
136. 243. 5. 87 Ger many 147.237.77.216 |dover.idf.il C1000074: HTTP. naj estic bot Bl ock 2
69. 30. 198. 186 Lhited Sates 147.237.77.216 |dover.idf.il |ClL000074: HITP. najestic bot B ock 2
66. 249. 66. 184 I srael 147.237.0. 34 tikshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 1
106. 120. 173. 159  |China 147.237.77.233 |atal .idf.il C1000071: HTTP:. User Agent Sogou-+web+spi der B ock 1
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|Top Attackers In |D|

At acker

Attacker Address |Target Address count ry Signature

79.181.63.115 |147.237.77. 216 |Israel dover.idf.il portscan: TCP O stributed Portscan 1
218 161, 0. 57 147 237 0.19  |7ai ven vadimatal i ET SON\I Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1

Potential Scan or Brute Force

79.178.239. 155 |147.237.72.166 | srael aka.idf.il portscan: TCP O stributed Portscan 1
213.57.153.33  [147.237.72. 166 |l srael akaidf.il portscan: TCP O stributed Portscan 1
59. 45, 79. 117 147.237.72.14 |China dover.idf.il (ol d)JET SCAN Potential SSH Scan 1
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 1
46.19. 86. 118 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
132.72.135. 204 |147.237.77. 216 |Israel dover.idf.il portscan: TCP DO stributed Portscan 1
5.22.135.238 147.237. 72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
109. 64. 186. 178 |147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
93. 126. 209. 216 |[147.237. 77. 216 |Lebanon dover.idf.il portscan: TCP DO stributed Portscan 1
80.179.114.11 |147.237.72.166 |l srael aka.idf.il portscan: TCP O stributed Portscan 1
79.181.234.80 |[147.237.77. 216l srael dover.idf.il portscan: TCP O stributed Portscan 1
218. 246. 0. 97 147.237. 77. 179 |Chi na enmazi.idf.il |[ET SCAN NVAP -sS w ndow 1024 1
79.179. 29. 49 147.237.77. 216 |I srael dover.idf.il portscan: TCP DO stri buted Portscan 1
216.75.214.5 147.237. 77. 216 |Eur ope dover.idf.il portscan: TCP O stributed Portscan 1
59. 45, 79. 117 147. 237. 76. 202 |Chi na e.halag.idf.il |ET SCAN Potential SSH Scan 1
212.179. 244. 152|147. 237. 77. 216 || sr ael dover.idf.il portscan: TCP DO stri buted Portscan 1
46.116. 215. 177 |(147.237.77. 216l srael dover.idf.il portscan: TCP O stributed Portscan 1
149. 88. 171. 157 |147.237.77. 216 |I srael dover.idf.il portscan: TCP DO stributed Portscan 1
5.39. 222. 253 147.237. 76. 201 |Net her | ands eatal.idf.il |[ET SCAN NVAP -sS w ndow 1024 1
132. 68. 146. 183 |147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
93.173. 98. 28 147, 237. 72. 166 |I srael akaidf.il portscan: TCP DO stributed Portscan 1
87. 70. 86. 151 147.237. 72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
79.182. 116. 222 |147.237.77. 216 |l srael dover.idf.il portscan: TCP O stributed Portscan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address |Ste Signature
Sreaming Engine: TP Invalid i i ssi
80. 178. 126. 169 I srael 147.237.0.34  |tikshuv.idf.il 9 =g Invalid segnent retransmssion. dr op 36
Ret r ansm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
31.168.195.36 |Israel 147.237.0.34  |tikshuv.idf.il 9 =9 Invalid segnent retransmssion. drop 36
Ret r ansni ssi on Packet dropped.
80. 179. 54. 68 | srael 147.237.0.34 |tikshuv.idf.il Bad TCP sequence Inval i d ACK nunber alert 31
80. 179. 54. 68 I srael 147.237.0.34 |tikshw.idf.il [Bad TCP sequence Inval i d ACK nunber noni t or 31
46. 19. 85. 68 | srael 147.237.72. 166 |aka.idf .il drop Frst packet isn't SYN drop 29
Sreaming Engine: TP Invalid i i ssi
46.19.85.104  |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. drop 15
Ret r ansm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
2.54.149.212  |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmission drop 12
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TP Invalid i i ssi
212.143.122.5 |israel 147. 237. 76. 200 |ei tan. aka. i df . | 9 =g Invalid segnent retransmssion. drop 12
Ret r ansm ssi on Packet dropped.
46.19. 86. 53 I srael 147.237.72. 167 |ishurimaka.iof .i[Bad TCP sequence Invali d ACK nunber noni t or 11
110. 171.182. 73 |Thai l and 147.237.77. 216 |dover.idf .il Bad TCP sequence Inval i d ACK nunber noni t or 10
46. 19. 85. 155 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACGK nunber noni t or 10
158. 58.172. 238 |italy 147.237.8.14 |e.orchot.idf.il |Geo-| ocati on enfor cenent Geo-| ocati on i nbound enf orcenent |dr op
158.58.172.238 |ltay 147.237.72. 217 |e.idf.il Geo- | ocati on enf or cement Geo-1 ocation i nbound enf orcenent |drop
Sreamng Engine: TCP Invalid i i ssi
176.13. 15. 7 I'srael 147. 237. 72. 166 |aka. i f . i 9 =9 Invalid segnent retransmssion. drop 9
Ret r ansm ssi on Packet dropped.
46. 19. 85. 183 I srael 147.237.77. 216 |dover.idf. | Bad TCP sequence Invalid ACK nunber noni t or 9
46. 19. 85. 254 I srael 147. 237.77. 216 |dover.i of .i | Bad TCP sequence Invalid ACK nunber noni t or 8
2.54.165. 179 | srael 147.237.77. 216 |dover.idf.il SYN Attack rej ect 7
46.19. 85. 14 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Invalid ACK nunber noni t or 7
46. 19. 85. 112 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 7
46. 19. 85. 68 | srael 147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 7
2.54. 165. 179 I srael 147. 237.77. 216 |dover.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 7
46. 19. 85. 50 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 7
Sreamng BEngine: TCP Invalid i i ssi
93.172. 153. 166 I srael 147. 237.77. 243 |nubi l e.i df .i 9 =9 Invalid segnent retransnission drop 6
Ret r ansm ssi on Packet dropped.
46. 19. 85. 226 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 6
Sreanming Engine: TCP Invalid i i ssi
109. 253. 132. 1001 sr ael 147. 237. 76. 200 |ei tan. aka.i of .| 9 =9 Invalid segnent retransmssion. drop 6
Ret r ansm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
176.13.7.0 I'srael 147.237.77. 243 |nobi l e.i df .i1 9 =g Invalid segnent retransmission. dr op 6
Ret r ansm ssi on Packet dropped.
46. 19. 85. 254 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Invalid ACK nunber aert 6
46.19. 85. 112 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Invalid ACK nunber alert 6
46. 19. 86. 27 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 6
46. 19. 85. 68 I srael 147.237.72. 166 |aka. i of .i | Bad TCP sequence Invalid ACK nunber noni t or 6
46. 19. 85. 104 I srael 147.237.77. 216 |dover.idf . i | Bad TCP sequence Invalid ACK nunber alert 6
46. 19. 85. 183 I srael 147.237.77. 216 |dover.idf .il Bad TCP sequence Inval i d ACK nunber alert 6
46.19. 86. 115 I srael 147. 237.72. 166 |aka. i of .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
2.54.163.8 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
46. 19. 86. 239 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 6
212.143.142.56 |[Israel 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 6
46.19. 85. 14 I srael 147.237.77. 216 |dover.idf . i | Bad TCP sequence Inval i d ACK nunber alert 6
46. 19. 85. 160 I srael 147.237.77. 216 |dover.idf .il Bad TCP sequence Inval i d ACK nunber alert 6
Sreamng Engine: TCP Invalid i i ssi
213.57. 240. 116 I srael 147. 237.77. 243 |mobi l e, i f . i 9 =9 Invalid segnent retransmssion. drop 5
Ret r ansm ssi on Packet dropped.
212.179.21.194 |[Israel 147.237.77. 212 |e.dover.idf.il  |SYN At ack SYN -> SYN-ACK -> RST rej ect 5
46. 19. 85. 16 I srael 147. 237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber alert 5
46. 19. 85. 168 I srael 147.237.0.34 |tikshw.idf.il [Bad TCP sequence Inval i d ACK nunber noni t or 5
46. 19. 85. 16 I srael 147.237.72.166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 5
192.114. 91. 244 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 4
2.52.45. 111 I srael 147. 237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 4
194. 114. 146. 227|I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 4
46. 19. 86. 110 I srael 147. 237.77. 216 |dover.i of .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
Sreamng Engine: TCP Invalid i i ssi
5.29.86.184  |Israel 147.237.77. 243 |nubi le.i o . i1 9 =9 Invalid segnent retransnission drop 4
Ret r ansm ssi on Packet dropped.
84.228.224.125 |lsrael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti meout rej ect
31.168.153.79 |[Israel 147. 237.72. 166 |aka. i of .i | Bad TCP sequence Inval i d ACK nunber noni t or
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site dgnature Acti on ‘Count
109. 253. 195. 134|I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspici ous Response Code B ock 59
80. 246. 136. 208 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 50
66. 102. 8. 233 Lhited Sates |147.237.77.216|dover. i df.il D stributed Unaut hori zed URL Access on waw idf.il/error.htm Bl ock 10
66. 102. 8. 238 Lhited Sates [147.237.77.216|dover.idf .il D stributed Unaut horized LRL Access on wwwidf.il/error. htm Bl ock 6
2.54. 170. 204 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 4
66. 102. 8. 243 Lhited Sates |147.237.77.216|dover. i df.il D stributed Unaut hori zed URL Access on waw idf.il/error.htm Bl ock 4
176.13.20.173 |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspici ous Response Code B ock 3
46. 19. 86. 163 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
109. 253. 139. 249]I srael 147.237.0.19 |madi matal .idf.il|Dstributed Suspicious Response Code B ock 3
37.26.149.217 |lIsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspici ous Response Code B ock 3
212.179.21.194 |[Israel 147. 237. 76. 147 |chi nuch. aka. i df . i|Mil tipl e Wauthorized URL Access from 212.179. 21. 194 B ock 3
81. 218. 241. 25 | srael 147.237.77.216|dover. i df . i | Ml tipl e Unauthorized URL Access from 81. 218. 241. 25 Bl ock 3
46.121.195. 156 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
40.77.167. 61 Lhited Sates |147.237.77. 216 |dover.idf .il Mil tipl e Unaut hori zed URL Access from 40.77. 167. 61 B ock 3
118. 173. 164. 100|Thai | and 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 2
84.111.108.69 |israel 147.237.72. 166 |aka. i df . i | ?gétﬁ&uﬁifgsﬁ&?ﬁfﬁgﬁ&g&ﬁéﬁ 108.69 (Frotocal vidlation |\, 2
79.176.203.173 |[Israel 147.237.72. 166 [aka. i df . i | Dstributed Il1egal Byte Gode Character in URL B ock 2
93.173. 98. 28 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method PCST for waw aka. i df.il/mai n/ sachar/fag. aspx Bl ock 2
212.179.21. 194 |Israel 147.237. 76. 147 |chi nuch. aka. i df . i|Uhaut hori zed URL Access to www chi nuch. aka. i df .il/404. htm B ock 2
66. 249. 64. 233 Lhited Sates |147.237.77.216|dover.idf.il D stributed Unaut hori zed URL Access on waw idf.il/error.htm Bl ock 2
185. 89. 217. 231 147.237.77. 216 |dover.idf . il Dstributed Lhaut hori zed URL Access on wwidf.il/error. htm Bl ock 2
17.142.156. 109 |Uhited Sates |147.237.77.216|dover.idf.il Unaut hori zed LRL Access to waw i df . il/appl e-app-site-associ ation B ock 2
37.26.147.205 [Israel 147.237.77. 216 |dover.idf . il Unt raceabl e SSL Sessi ons: (pen Mbde None 1
84.111.108.69 [Israel 147.237.72. 166 |aka. i df . i | Mitiple I1legal Byte Qode Character in Header Nane from84.111.108.69 |B ock 1
213.57.240. 116 |l srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 1
2.54.169. 177 I srael 147.237.77. 216 |dover.idf . il Unt raceabl e SSL Sessi ons: (pen Mbde None 1
94. 230. 93. 111 | srael 147.237.77.216|dover . i df . i | DO stributed Unaut hori zed URL Access on waw idf.il/error.htm Bl ock 1
66.249.66.33  |lnited Sates [147.237.77.74 |lawidf.il me?iw?éﬁ"ﬁt/e;ggipg ;:rafgzgi“ in None 1
185. 89. 217. 233 147.237.77. 216 |dover.idf . il Distributed Whaut hori zed URL Access on waw idf.il/error.htm B ock 1
87.69.158. 111 |Israel 147.237.77. 170 |maar achot . i df . i | [Dstributed PHP At enpt B ock 1
84.111.108.69 |[Israel 147.237.72. 166 |aka. i df . i | Ml ti pl e Unknown HTTP Request Method from 84. 111. 108. 69 B ock 1
46.19.85.4 I srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237. 76. 42/ styl e/ shar ed/ reset . css B ock 1
156. 196. 25. 62 147.237.77. 216 |dover.idf .i | D stributed Unauthorized URL Access on waw i df.il/xmrpc. php Bl ock 1
37.26.146.143 |[Israel 147.237.77. 216 |dover . i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
109. 186. 56. 180 |l srael 147.237.72.166 |aka. i df . i | m":k‘“; IZ‘??T?L:r n/i;fr?;c/tgag?icgzﬁgfcphsaChar$°t' 13in None 1
84.111.108.69 |lsrael 147.237.72. 166 |aka. i df . i | Dstributed I11egal Byte Gde Character in LRL B ock 1
87.71.6.125 I srael 147.237.77. 170 [maarachot . i df . i | |Dstributed Unaut hori zed LRL Access on naarachot.idf.il/xmrpc. php B ock 1
72.9.148.10 Lhited Sates [147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod HEAD for waw aka. i df . i1/ nmai n/ kapat z/ Bl ock 1
208.115.113.89 |lnited Sates |147.237.77.216|dover.idf .il Ml ti pl e Uhaut hori zed URL Access from 208. 115. 113. 89 Bl ock 1
87.69.158.111 [Israel 147.237.76.31 |nakchal .idf.il Dstributed PHP Attenpt B ock 1
37.26.148.176 |[Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
132. 70. 66. 10 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
84.111.108.69 |[Israel 147.237.72. 166 [aka. i df . i | Mitiple Illegal Byte Qode Character in Header Val ue from84. 111.108.69 |Bl ock 1
80. 246. 136. 249 I srael 147.237.77. 243 |nobi | e. i df . i | %ﬁﬁﬁfﬁfﬁ:f& - Protocol violation None 1
216.75.214.5 Eur ope 147.237.77. 216 |dover . i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None

94. 230. 93. 127 | srael 147.237.77.216|dover. i df . il D stributed Unaut hori zed URL Access on waw idf.il/error.htm Bl ock
87.69.158. 111 |[lIsrael 147.237.77. 170 [maar achot . i df . i | |Unauthorized URL Access to maarachot.idf.il/xnirpc. php Bl ock 1
66.249.69.163 [United Sates |147.237.76.86 [navy.idf.il muags;' B e ) navy. aspx. aspx Bock |1
192.118.11. 120 |lIsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Cpen Mode None 1
157, 55. 39 41 Wited Sates |147. 237. 77. 216 |dover . i df i | Uhaut hori zed URL Access to vy i df . il/1133-12847- he/ dover. aspx|™s '’ B ock 1
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