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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |

81. 218. 241. 25 | srael 147.237.72. 166 aka.idf.il Anonal y- TLS-renegot i ati on-d i dest - r eset 99
81. 218. 65. 210 | srael 147.237.77. 216 dover.idf.il Bl ock_Udp All _Nets drop 3
212.179. 54. 237 | srael 147.237.77. 216 dover.idf.il Bl ock Udp All Nets drop 3
185. 40. 4. 45 147.237.76. 30 hi nush. i df.il Bl ock Udp All _Nets drop 1
108. 186. 168. 25 Lhited Sates 147.237.72.217 e.idf.il B ock Np Al _Net dr op 1
23.94.69. 234 Lhited Sates 147.237.72. 14 dover.idf.il(old) |Bock Np Al Net drop 1
185. 40. 4. 45 147.237.76. 31 nakchal .idf.il Bl ock_Ulp Al _Nets drop 1
108. 186. 168. 25 Lhited Sates 147.237.77. 205 prisha.idf.il B ock Np Al _Net drop 1
23.94. 69. 234 Lhited Sates 147.237.76. 44 e.refuah.idf.il Block Np All Net drop 1
212.71.235.23 Uni t ed Ki ngdom 147.237.76. 42 refuah.idf.il Bl ock Udp All _Nets drop 1
89. 248. 160. 132 Net her | ands 147.237.76. 86 navy.idf.il bl ock-sp-traf 1 drop 1
108. 186. 168. 25 Lhited Sates 147.237.77.212 e.dover.idf.il Block Np Al _Net drop 1
81. 218. 56. 125 | srael 147.237.72. 166 aka.idf.il Bl ock_Ulp Al _Nets drop 1
108. 186. 168. 25 Lhited Sates 147.237.8. 46 e.chinuch.idf.il |Bock Np All_Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site ‘Sgnature Devi ce Action |Count
80. 246. 133. 83 I srael 147.237.0. 34 ti kshuv.idf.il |Cl1000138: HITP. prefix 1.01 in the URL B ock 4
31.168. 232. 154 I srael 147.237.0. 34 tikshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 3
106. 120. 173. 159  |China 147.237.77.233 |atal .idf.il C1000071: HTTP:. User Agent Sogou-+web+spi der B ock 1
2.54.131. 252 I srael 147.237.0. 34 ti kshuv.idf.il |Cl1000138: HITP. prefix 1.01 in the URL B ock 1
109. 67. 143. 198 I srael 147.237.0. 34 tikshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 1
103. 40. 163. 112 147.237.77.216  |dover.idf.il C1000016: HITP. administrator in UR B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Country|51'te |Signature |Count\
185. 120. 126. 111|147. 237. 77. 216 dover.idf.il portscan: TCP D stributed Portscan 1
106. 38. 241. 106 |147.237. 72. 166 |Chi na aka.idf.il portscan: TCP D stributed Portscan 1
79.181.16. 218  [147.237.72. 166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
79.177.106. 173 |147.237.77. 216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
46. 19. 85. 237 147.237. 72. 166 |I srael aka idf.il portscan: TCQP D stributed Portscan 1
2.54.184. 22 147.237.77. 216 |I srael dover.idf il portscan: TCP D stributed Portscan 1
213.8.204.14  |147.237.77.216 |Israel dover.idf.il portscan: TCP DO stributed Portscan 1
2.50.141.152  |147.237.0. 16 gﬁilrtaetdes”ab ny-kosher-kravi.idf.il [ET SCAN NVAP -sS wi ndow 2048 1
198. 180. 198. 185|147, 237. 76. 176 |Lhited Sates test.ncore.idf.il ET SCAN NVAP -sS w ndow 3072 1
198. 180. 198. 185(147. 237.8.46 |Wited Sates e. chinuch. i df .i| ET SCAN NVAP -f -sS 1
178, 42, 1. 107 147 237 76.31 |Pol and vekehal i df i1 ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
81.218.241.25 |[147.237.72. 166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
79.180. 126. 129 |147.237. 72. 166 || srael aka idf.il portscan: TCQP D stributed Portscan 1
52.87.243.150 |147.237.77.19 |Wited Sates I aw forumidf.il ET SCAN NVAP -sS w ndow 1024 1
46. 19. 85. 92 147.237. 77. 216 I srael dover.idf.il portscan: TCP DO stributed Portscan 1
2.52.140. 199 147.237.77. 216 |I srael dover.idf.il portscan: TCQP D stributed Portscan 1
199.203.215.1 |147.237.72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
2.50.141.152  |147.237.0.16 ;“T;:aetde:’ab ny-kosher-kravi . i f i1 [ET SCAN NVAP -f -sS 1
198. 180. 198. 185(147. 237.8.46 |lhited Sates e. chi nuch. i df .il ET SCAN NVAP -sS wi ndow 2048 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address

Ste

Signature

Country

Sreaning Engine: TGP Invalid

Inval i d segnent retransnission.

80. 246. 136. 47 |l srael 147. 237. 77. 243 |nobi l e.i df . | > dro 51
Ret r ansmi ssi on Packet dr opped. P
Sreaming Engine: TCP Invalid i i ssi
2.52.43. 202 I srael 147. 237, 77. 243 |nobi 1 e. i of . i | g =g Inval i d segnent retransssion. drop 36
Ret ransmi ssi on Packet dr opped.
46.19.86.238  |Israel 147.237.77. 234 |hal ag.i f i Bad TCP sequence SN retransmt with i fferent moni tor |36
w ndow scal e
2.52.140. 199 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 36
79.180.119. 111 I srael 147.237.77. 233 |atal i df.il Bad TCP sequence SN retransmt wih different monitor |23
W ndow scal e
Sreamng Engine: TP Invalid i i ssi
176.13.22.166 |l srael 147. 237. 76. 200 |ei tan. aka.i of . i g =g Inval i d segnent retransnission. drop 18
Ret r ansmi ssi on Packet dr opped.
80. 246.130.58 I srael 147.237.76.42 |refuah.icf.il  |Bad TCP sequence SN retransmt wih different monitor |16
W ndow scal e
s SWNretransnmit wth different .
87.71.35.164 I srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence vi ndow scal @ noni t or 16
2.52.43.27 I srael 147.237.76. 42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 15
Sreamng Engine: TCP Invalid ' i ssi
109. 64. 115. 162 |l srael 147. 237. 72. 167 |i shuri maka. i of . i 9 =g Invalid segnent retransmssion. drop 15
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i ssi
185.32.179. 107 |Israel 147.237.77. 243 |nobil e.i df i 9 =g Invalid segment retransmssion. drop 15
Ret ransmi ssi on Packet dropped.
Sreamng Engine: TCP Invalid ' i ssi
176.13.18.167 |l srael 147. 237.77. 243 |mobi l e. i . i 9 =g Invalid segnent retransmssion. drop 15
Ret r ansni ssi on Packet dr opped.
o SN retransmt wth different .
46. 19. 86. 218 | srael 147.237.77. 234 |hal ag.idf.il Bad TCP sequence vi ndow scal e nmoni t or 13
. . SWNretransmit wth different .
194.90. 107.12 |[Israel 147.237.77.234 |hal ag.idf il Bad TCP sequence Vi ndow scal e noni t or 13
212.179.21.194 |[lIsrael 147.237.77. 212 |e.dover.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 12
46.19. 85. 175 I srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 10
2.52. 44. 40 | srael 147.237.76.42 |refuah.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 10
37.26.148.178 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence noni t or 9
2.54, 38. 64 I srael 147.237.0.19 |nadimatal.idf.il|SYN Attack SYN -> SYN-ACK -> RST rej ect 9
46.19. 85. 134 I srael 147.237.77. 216 |dover.i df .i Bad TCP sequence Inval i d ACGK nunber noni t or 8
46.117.182. 13 | srael 147.237.72. 166 |aka.idf . il dr op First packet isn't SYN drop 7
2.52.43.27 I srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber aert 7
81.218.241.25 |lsrael 147.237.72. 166 |aka. i df . il drop Frst packet isn't SYN drop 7
2.52.43.27 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 7
2.52.43.27 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid sequence nunber noni t or 7
Sreamng Engine: TCP Invalid i i ssi
109. 253. 129, 1751 srael 147. 237. 77. 243 |nobi l e.i df . i | g =g Inval i d segnent retransnission. drop 6
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i ssi
2.52. 24, 248 I'sr ael 147.237.77. 243 |robi L e. i of . i1 g =g nvalid segnent retransnssion. drop 6
Ret r ansm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
37.26.148.220 | srael 147. 237.72. 166 |aka. i of .11 g =g Inval i d segnent retransnission. drop 6
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i ssi
66.249.60.38  |Wnited Sates |147.237.77.243|nobile.idf. il g =g nvalid segnent retransnssion. drop 6
Ret r ansm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
109. 253. 210. 213|I srael 147. 237. 77. 243 |nobi l e.i df . i | g =g Inval i d segnent retransnission. drop 6
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i ssi
79.177.108.33 | srael 147.237.72. 166 |aka.i df . g =g nvalid segnent retransnssion. drop 6
Ret r ansm ssi on Packet dropped.
Sreamng Engine: TP Invalid i i ssi
185. 120. 125. 33 147. 237.72. 166 |aka. i of .11 g =g Inval i d segnent retransnission. drop 6
Ret r ansmi ssi on Packet dr opped.
2.54.55. 199 I srael 147.237.72. 166 |aka.i df . i1 SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 5
2.54.55.199 I srael 147.237.72. 166 |aka.i of .i Bad TCP sequence Invalid ACK nunber aert 5
46. 19. 85. 175 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval id ACK nunber alert 5
2.52.43.27 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Invalid ACK nunber aert 5
82.80.102.178 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5
37.26.148.178 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval id ACK nunber alert 5
46. 19. 85. 224 | srael 147.237.76.42 |refuah.idf.il drop First packet isn't SYN drop 5
37.26.148.178 |Israel 147.237.72. 166 |aka.i of .i Bad TCP sequence Invalid ACK nunber noni t or 5
180.191.115.29 |Philippines  [147.237.72. 166 |aka.idf.i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 5
2.54.55. 199 I srael 147.237. 72. 166 |aka.i df . i1 SYN Attack SYN -> SYN-ACK -> RST rej ect 5
81.218.241.25 |Israel 147.237.72. 166 |aka.i of .i SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
37.26.148.212 |[Israel 147. 237. 72. 156 |anan. i df .i SYN Att ack SYN -> SYN-ACK -> RST rej ect 4
2.52.43.27 I srael 147.237. 77. 216 |dover. i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 4
46.19. 85. 134 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Invalid ACK nunber aert 4
2.52.43.27 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Inval id ACK nunber noni t or 4
Sreaning Engine: TQP Invalid i i ssi
212. 179. 155. 129|i srael 147.237.76. 200 |ei tan. aka. i of .| g =g nvalid segnent retransnssion. drop 4
Ret r ansm ssi on Packet dr opped.
2.52.43.27 I srael 147.237.77. 216 |dover.i df .i Bad TCP sequence Inval i d sequence nunber noni t or 4
192. 116. 175. 102/l srael 147. 237. 72. 166 |aka.i of .i SYN Att ack SYN -> SYN-ACK -> RST rej ect 4
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry [Target Address |Site Sgnature Acti on ‘Count
176.13.14.6 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 126
2.54. 38. 64 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 107
2.52.40. 25 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 66
2.52.167.95 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 39
176.13.14.209 |lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 37
103. 40. 163. 112 147.237.77.216|dover.idf .l Ml tipl e Unhaut horized URL Access from 103. 40. 163. 112 B ock 26
80.246. 136. 47 |lsrael 147.237.77.243|mobi l e. i df . i | D stributed Suspici ous Response Code B ock 14
2.52.43. 202 I srael 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Code B ock 11
37.26.146.213 |[Israel 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 6
176.13.18.167 |Israel 147.237.77.243|mobi l e. i df . i | D stributed Suspici ous Response Code B ock 4
2.52.24. 248 I srael 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Code B ock 3
185. 32. 179. 107 |Israel 147.237.77.243|nobi l e.i df . i | D stributed Suspici ous Response Code B ock 3
46.19. 86. 22 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
185.32.179. 189 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
109. 253. 129. 175]I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
2.54.189. 186 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
213.151.35. 216 |[Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
176.13. 12. 97 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspicious Response Code B ock 3
Unaut hori zed URL Access to
213.151.48.86 [Israel 147.237.0.15 |kosher-kravi.idf.il kairg?gégz'l ;hd\f d.ri’rt|>é iL@asch’éfgfeg ‘;p':‘:i/ ;ggi;‘gffﬁf;‘gidfgfgﬂﬁ Bock |2
t xyeabnkzbgecf q
70.39.157.199 [thited Sates 147.237.77.216|dover.i df . il Dstributed Uhaut hori zed URL Access on waw idf.il/error. htm Bl ock 2
212.179. 148.59 |[Israel 147.237.76.31 |nakchal .idf.il Unaut hori zed HTTP Met hod B ock 2
103. 40. 163. 112 147.237.77.216|dover.idf .il Ostributed PHP At tenpt B ock 2
194. 114. 146. 227 |l srael 147.237.77. 216 |dover.i df.i |l Mil tipl e Unaut horized URL Access from 194. 114. 146. 227 B ock 2
195. 60. 232. 57  |Israel 147.237.77. 216 |dover.idf.i |l D stributed Unaut hori zed URL Access on waidf.il/error.htm Bl ock 2
176. 13. 22. 19 I srael 147.237.77.243|nobi l e.i df . i | D stributed Suspici ous Response Code B ock 2
84.111.139. 152 |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to wwwv aka. i df.il /v tikshuv.idf.il B ock 2
31.168. 147. 203 |l srael 147.237.72. 166 |aka. i df . i | Dstributed I11egal Byte Qxde Character in URL Bl ock 2
Pal esti ni an
85.114.127.49 |Territory, 147.237.77.216|dover.idf . il Unt raceabl e SSL Sessi ons: Qpen Mbde None 1
Qccupi ed
37.26.148.222 |Israel 147.237.77. 234 |hal ag. i df .i | o r2'3t7’“t7§dZﬁffﬁzzsfiiaﬁlﬁﬁsef T Bock |1
193.227.19. 122 |Egypt 147.237.77.216|dover. i df . il Dstributed PHP At enpt B ock 1
5.22.131. 24 I srael 147.237.0.34 |tikshuv.idf.il Uhaut hori zed URL Access to ww tikshuv.idf.il/xmrpc. php B ock 1
79.177.81.216 |[Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to www aka. i df .il/mai n/ kapat z/ undefi ned |Bl ock 1
66.249.66.182 |Uited Sates 147.237.0.16 ?yl lkosher- kravi.id mua;lo Lgﬁﬁ;’r .lﬁ'a\',oic_ Ciedsfs_ itl(;v\ebresour ce. axd Bock |1
46.19.85.252 | srael 147.237.72. 166 |aka. i df . i | gﬁjﬂﬁ_fl‘ﬁfﬁiqmtm' violation None |1
197.33.15.19 Egypt 147.237.77.216|dover. i df .il Dstributed PHP At enpt B ock 1
87.70.6.192 I srael 147.237.76. 147 |chi nuch. aka. i df .i| [Wauthorized LRL Access to v chi nuch. aka. i df.il/xmrpc. php B ock 1
37.26.146.193 |[Israel 147.237.72. 156 [aman. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
83.130.118.60 |l srael 147.237.77. 234 |hal ag. i df . i | o ;'Sl;“t?‘;dZﬁ?fmgzsfiiaﬁ/ﬁfﬁ l‘_’”gi . Bock |1
2.54.152. 146 I srael 147.237.77.216|dover.idf.il Unt raceabl e SSL Sessi ons: (pen Mbde None 1
141.212.122. 129|Uhited Sates 147.237.77.216|dover . i df . i Unaut hori zed URL Access to /x Bl ock 1
103. 40. 163. 112 147.237.77.216|dover . i df . i Admi n Bl ocki ng B ock 1
46.63.216. 184 :32::3 on 147.237.77. 216 [dover . i df . i | \;hx;\rwalrztferl J);p:m\)r;l:;; ggn;t Io?ri end/ sendt of ri end. aspx Bl ock !
85.250.75.35 | srael 147. 237. 76. 147 |chi nuch. aka. i df . i | m;?ﬁiﬂ ;ﬂg“f E?T'”Zfioﬁtffcess on Bock |1
37.142.68.100 |[Israel 147.237.77. 170 [maar achot . i df . i | Ostributed PHP At tenpt B ock 1
193.227.19. 122 |Egypt 147.237.77.216|dover. i df . il D stributed Waut hori zed LRL Access on ww i df.il/xnirpc. php B ock 1
5.22.131.24 I srael 147.237.77.216|dover . i df . i Dstributed PHP Attenpt B ock 1
79.180.119. 111 |Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/1134-he/ atal . aspx  |B ock 1
103. 40. 163. 112 147.237.77.216|dover . i df . i Unaut hori zed URL Access to waw i df.il/fck/ Bl ock 1
66.249.66.185 |lhited Sates 147.237.0.16 :;Tyl_ IkOSher -kravi.id Uhaut hori zed URL Access to wwwu ny-kosher-kravi.idf.il/robots.txt |B ock 1
217.194.207.24 |[israel 147.237.72. 156 [aman. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
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