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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |signature |Device Action |Count |
81. 218. 241. 25 | srael 147.237.72. 167 ishurimaka.idf.il Anonal y- TLS-renegot i ati on-d i dest - reset 91
81.218. 241. 25 | srael 147.237.72. 166 aka. idf.il Anonal y-TLS-renegoti ation-d i dest - r eset 76
81.218. 65. 210 | srael 147.237.77. 216 dover.idf.il Bl ock Udp All Nets dr op 3
134. 147. 203. 115 Ger many 147.237.76. 176 test.ncore.idf.il Block Np Al Net drop 2
24.90.51. 170 Lhited Sates 147.237.76. 197 e hinush.idf.il Bl ock Udp All _Nets drop 1
184. 105. 139. 122 Lhited Sates 147.237.77. 243 nobi | e. i df i Block Np Al Net drop 1
89. 248. 160. 132 Net her | ands 147.237.77. 205 prisha.idf.il bl ock-sp-traf 1 drop 1
24.90.51.170 Lhited Sates 147.237.76. 201 e atal.idf.il Bl ock_Udp All _Nets drop 1
184. 105. 139. 86 Lhited Sates 147.237.77. 227 e hanaz.idf.il Block Np All Net dr op 1
24.90.51.170 Lhited Sates 147.237.76. 198 e yohal an.idf.il Bl ock Udp All Nets drop 1
212.71.235. 23 Uni t ed Ki ngdom 147.237.76. 200 eitan. aka. idf.il Bl ock Udp All _Nets drop 1
89. 248. 160. 132 Net her | ands 147.237.77. 235 svivaidf.il bl ock-sp-traf 1 drop 1
54.72.182.187 Irel and 147.237.77. 216 dover.idf.il Bl ock_Ulp Al _Nets drop 1
184. 105. 139. 102 Lhited Sates 147.237.77. 205 prisha.idf.il B ock Np Al _Net drop 1
89. 248. 160. 132 Net her | ands 147.237.72. 167 ishurimaka.idf.il bl ock-sp-traf 1 dr op 1
24.90.51.170 Lhited Sates 147.237.76. 199 e. nakchal .idf.il Bl ock Udp All Nets dr op 1
216. 218. 206. 77 Lhited Sates 147.237. 8. 46 e.chinuch.idf.il Bl ock Udp All _Nets drop 1
23.94. 69. 234 Lhited Sates 147.237.77. 179 e nazi.idf.il Block Np Al Net drop 1
184. 105. 139. 106 Lhited Sates 147.237.8. 46 e.chinuch.idf.il Block Np Al _Net drop 1
89. 248. 160. 132 Net her | ands 147.237.77.19 | awforumidf.il bl ock-sp-traf 1 drop 1
24.90.51.170 Lhited Sates 147.237. 76. 200 eitan. aka.idf.il Bl ock Udp All Nets dr op 1
139. 162. 152. 84 Net her | ands 147. 237.76. 39 nobi le.neitav.idf.il |Block Wip Al Nets drop 1
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|Top Attackers In IPS|

At t acker

Attacker Address Qount ry ’Target Address |Site Sgnature

80. 246. 130. 171 [Israel 147.237.0.34 [ti kshuv. i df.|C1000138: HTTP. prefix 1.01 in the LRL B ock 12
79.183.204.199 |[Israel 147.237.0.34 [ti kshuv. i df . |C1000138: HTTP. prefix 1.01 in the LRL Bl ock 11
192.118.12.102 |Israel 147.237.0.34 |ti kshuv. i df . |C1000138: HITP. prefix 1.01 in the LR Bl ock 8
82.166.141. 45 |[Israel 147.237.0.34 |ti kshuv. i df.|C1000138: HTTP. prefix 1.01 in the LRL B ock 8
2. 54. 164. 200 I srael 147.237.0.34 [ti kshuv. i df . |C1000138: HTTP. prefix 1.01 in the LRL Bl ock 4
82.80.193.236 |lsrael 147.237.0.34 |ti kshuv. i df . |[C1000138: HITP. prefix 1.01 in the LR Bl ock 3
79.179.210.119 [israel 147.237.0.34 [ti kshuv. i df.|C1000138: HTTP. prefix 1.01 in the LRL B ock 2
106. 120. 173. 159|Chi na 147.237.77.233|atal .idf.il |Cl000071: HTTP. User Agent Sogou+web+spi der Bl ock 1
177.17.188. 131 |mrazil 147.237.77. 216 |dover . i df . i | ﬁg:gab?ﬁrg PHP-O3 Query String Parameter Qommand |njection Bl ock 1
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|Top Attackers In |D|

At acker

Attacker Address |Target Address count ry Signature

185. 72.179. 221 [147.237.77.170 naarachot.idf .i I[ET SCAN NVAP -sS wi ndow 1024 1
138.134.102. 15 |147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
87.71.100. 187  |147.237.77. 216 |l srael dover.idf.il portscan: TCP O stributed Portscan 1
82.166. 137. 197 |147.237.77. 216 |Israel dover.idf.il portscan: TCP O stributed Portscan 1
79. 178. 2. 245 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
62.219.112.52  |147.237.77. 216 |l srael dover.idf.il portscan: TCP O stributed Portscan 1
212.235.98. 139 |147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
46.116. 114. 154 (147.237.77. 216 |l srael dover.idf.il portscan: TCP O stributed Portscan 1
212 164.133. 149|147 237 0.34 [RUSSIa Cikshov.idf il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1

Federati on Potential Scan or Brute Force

31.168. 220. 230 |[147.237.77. 216l srael dover.idf.il portscan: TCP O stributed Portscan 1
194.90.178.37  |147.237.77. 216 |Israel dover.idf.il portscan: TCP O stributed Portscan 1
2.52.131. 89 147.237. 72. 166 |I srael aka idf.il portscan: TCP O stributed Portscan 1
176.228. 214. 151|147. 237. 72. 166 |I srael aka idf.il portscan: TCP O stributed Portscan 1
94.102. 48.193  |147.237. 77. 212 |Net her | ands e.dover.idf.il |ET SCAN NVAP -sS w ndow 1024 1
87.71.31. 140 147.237. 72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
82.80.193.236  [147.237.77. 216l srael dover.idf.il portscan: TCP O stributed Portscan 1
79.177.23.177  |147.237.72. 166 |l srael aka.idf.il portscan: TCP O stributed Portscan 1
220. 231. 195. 122|147. 237. 76. 86 |Chi na navy. i df.il ET SCAN NVAP -sS wi ndow 3072 1
62.219. 24. 52 147.237. 72. 166 |I srael aka idf.il portscan: TCP O stributed Portscan 1
212.199. 146. 194147, 237. 77. 216 || srael dover.idf.il portscan: TCP O stributed Portscan 1
37.26.148.182 |147.237.72.166 |l srael aka.idf.il portscan: TCP O stributed Portscan 1
209. 126. 116. 147|147.237. 77. 121 |Wni ted Sates enavy.idf.il |ET SCAN NVAP -sS w ndow 1024 1
5.29. 68. 115 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry ‘Target Address |Ste Signature Action ‘Count
r eam n ine: TCP Invali i i ssi
79.183.204. 199 |Israel 147.237.0.34  |tikshuv.idf.il Streamng Engi ne: TCP Inval id Jinvalid segnent retransnissi on drop 36
Ret ransni ssi on Packet dropped.
81.218.241.25 |lsrael 147.237. 72. 167 |i shuri maka. i df .il dr op First packet isn't SYN drop 18
reamng Engi ne: TCP Invali i i ssi
84.94.199.194 | srael 147.237.72. 166 |aka. i df . i Streamng Engi ne: TCP Inval id Jinvalid segnent retransnission drop 18
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi
46.19.86.227  |israel 147. 237. 76. 200 |ei tan. aka.i of . i 9 =9 Invalid segnent retransmssion. g 12
Ret ransni ssi on Packet dropped.
reamng Engi ne: TCP Invali i i ssi
46.19. 85. 13 I'srael 147. 237.77. 243 |nobi l e. i df . i1 Streaning Engi ne: TCP Invalid Jinvalid segnent retransnission drop 12
Ret r ansni ssi on Packet dropped.
96. 47. 68. 190 Lhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SN drop 11
81.218.29.162 |l srael 147.237.77. 216 |dover.idf .| Bad TCP sequence monitor (10
31.168.89.106 |Israel 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d sequence nunier noni t or 10
31.168.89.106 |Israel 147.237.77. 216 |dover. i df .il Bad TCP sequence Invali d sequence nunier nonitor |10
46.19. 86. 110 I 'srael 147.237.72. 167 [i shuri maka. i df . i | Bad TCP sequence Invalid ACK nunber noni t or 10
81.218. 29. 162 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 8
138. 134.102. 16 |Israel 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 8
46. 19. 85. 199 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber monitor |7
46.19. 85. 211 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 7
. . SYNtACK retransmt wth .
109. 65. 29. 44 I srael 147. 237.72. 166 |aka. i df .i | Bad TCP sequence different vi ndow scal e monitor |7
37.26.146.152 |lsrael 147.237.72.166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber nonitor (6
Sreanming Engine: TCP Invalid i i ssi
79.182.135.26 | srael 147. 237. 72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. |, 6
Ret ransni ssi on Packet dropped.
37.26.146.152 |l srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Inval i d sequence nunber noni t or
46.19. 85. 199 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber alert
62.0.236.1 | srael 147.237.72. 166 |aka.idf .il dr op First packet isn't SN drop
Sreamng Engine: TCP Invalid i i ssi
176.13.15.10  |Israel 147. 237. 72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. o 6
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
46.19.85.215  |israel 147. 237. 72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. |, 6
Ret ransni ssi on Packet dropped.
37.26.146.152 |Israel 147.237.72. 166 |aka.i df i SYN At t ack SYN -> SYN-ACK -> Ti neout alert
46. 19. 85. 199 I srael 147. 237. 77. 216 |dover.i df .i | Bad TCP sequence Inval i d ACK nunber nonitor  [6
149.50.89.15  |wnited Sates |147.237.77. 226 "‘:"f"’ chamat z. aka. Tdf o\ af t ack SYN -> SYN-ACK -> RST rej ect 6
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop
37.26.146.152 |[Israel 147.237.72. 166 |aka. i df .i | drop First packet isn't SWN drop
Sreamng Engine: TCP Invalid i i ssi
84.95.207.195 |Israel 147.237.72. 166 |aka i df . 9 =9 Invalid segnent retransmssion. g 6
Ret ransni ssi on Packet dr opped.
Sreaming Engine: TCP Invalid i i SSi
46.19.85.107  |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. | 6
Ret ransni ssi on Packet dropped.
37.26.146.152 |lIsrael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 6
31.168.89.106 |Israel 147.237.77. 226 V\:’\:N chanatz. aka.idf 1pag ToP sequence Invalid sequence nunier monitor (6
81.218.29.162 |Israel 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber monitor (6
2.54.128.127 | srael 147.237.72. 166 |aka.i df i SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
37.26.146.152 |[Israel 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber aert 6
46. 19. 85. 199 I srael 147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d ACK nunber aert 6
Sreamng Engine: TCP Invalid i i ssi
81.218.134.75 |israel 147. 237.72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. o 6
Ret r ansni ssi on Packet dropped.
. . SYNtACXK retransmt wth .
37.26. 146. 152 |lsrael 147.237.72. 166 |aka.idf.il Bad TCP sequence di fferent wi ndow scal e noni t or 6
46. 19. 85. 211 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Inval i d ACK nunber alert 6
81.218.29.162 |Israel 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 6
109. 65. 29. 44 | srael 147.237.72. 166 |aka. i df .il dr op First packet isn't SN drop 5
66.249.93. 142 |lhited Sates |147.237.77.74 |lawidf.il dr op First packet isn't SYN drop 5
2. 54. 40. 241 I srael 147. 237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 5
109. 236. 93. 203 |Netherlands  [147.237.72. 156 |anman. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 5
81.218.29.162 |l srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Invalid ACK nunber alert 5
46.19. 85. 15 I srael 147. 237. 77. 216 |dover.i df .i | Bad TCP sequence Inval i d ACK nunber monitor 5
109. 236.93. 203 [Netherlands [147.237. 76. 147 |chi nuch. aka.i df . i SYN Attack SYN -> SYN-ACK -> RST rej ect 5
188. 120. 148. 207|l srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Inval i d ACK nunber nonitor |4
5. 22. 135. 205 I srael 147. 237. 77. 216 |dover.i df .i | Bad TCP sequence Inval i d ACK nunber nonitor (4
46. 19. 85. 107 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber monitor (4
46. 19. 85. 102 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Inval i d ACK nunber alert 4
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
109. 253. 194. 205|I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 90
176.13.21.161 |[Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 63
176. 13. 12. 40 I srael 147.237.0.19 [madi matal .idf.il Distributed Suspici ous Response Code B ock 59
2.54.154. 86 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 45
37.26.148.182 |[Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 37
46.19. 85. 210 I srael 147.237.0.19 |[madi matal .idf.il Distributed Suspici ous Response Code B ock 37
109. 253. 205. 99 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 28
2.54.187.176 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 19
66. 249. 64. 233 g"alt:g 147.237.77. 216 |dover.i df .i | Mil tipl e Unaut hori zed URL Access from 66. 249. 64. 233 B ock 8
176.13.14.188 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 6
95. 86. 66. 66 I srael 147.237.76.31 |nakchal .idf.il Ml tipl e Unaut horized URL Access from 95. 86. 66. 66 B ock 4
37.26.148.158 |[Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Gode B ock 4
109. 253. 215. 198l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
176. 13. 23. 47 I srael 147.237.0.19 [madi matal .idf.il D stributed Suspici ous Response Code B ock 3
46. 19. 85. 135 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Gode B ock 3
2.54.32.198 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
109. 253. 209. 77 |l srael 147.237.0.19 [madi matal .idf.il D stributed Suspici ous Response Code B ock 3
Unaut hori zed URL Access to
213.151. 40.42 |[Israel 147.237.77. 176 |mat pash. i df . i | v, cogat . i df . i | /tenpl at es/ horepage/ www. yout ube. cond v/ 3g51ei 5nuh |B ock 3
g
Lhi ted . . ! .
50.93.198.132 [o o 147.237.77. 216 |dover. i df . il Dstributed PHP Attenpt B ock 2
. . - Unhaut hori zed URL Access to
46.19. 85. 13 I srael 147.237.77.243|nobi l e. i df . i | nobi | e, i o i 1/ cat egoryt enpl at es/ | i st chi | ddocurent s/ 1465 B ock 2
80. 246. 137. 2 | srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: pen Mbde None 2
50. 93. 198. 132 ;ﬂ;ttee: 147.237.77.216 |dover. i df . i | Mil ti pl e Unaut horized URL Access from50.93.198. 132 B ock 2
. . . Unaut hori zed URL Access to
5.22.135. 205 I srael 147.237.0.19 |nadimatal .idf.il naci matal i df i1/ shar ed aj ax/ updat enakat gaunt i ty. aspx B ock 2
81.218. 251. 251 |lIsrael 147. 237. 76. 147 |chi nuch. aka. i df . i| |Wauthorized URL Access to wwy chi nuch. aka. i df .i1/404. htm B ock 2
Lhited . - Unaut hori zed URL Access to
199.16.156.124 g 5 es 147.237.77. 216 |dover . i df . i vwe i df . i 1/si p_storagel fi l es/ 6/ si ze220x0/ 7826. ] pg Bock |2
80.74.103.204 [Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to v aka. i df . i |/ mai n/ sachar/ B ock
95.86.102. 161 |[Israel 147.237.77.216|dover.idf .il Lhaut hori zed URL Access to ww i df.il/hinush B ock
109. 66. 13. 110 |l srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to ww refua. atal.idf.il/xnrpc. php B ock
o . . Unhaut hori zed URL Access to
41.230.14.223  [Tunisia 147.237.77. 176 [nat pash. i df . i | vwwv cogat . i df . i | /tenpl at es/ cont act us/ cont act us. aspx Bl ock !
ww. chamat z. aka. i _ S :
212. 150. 255. 134|l srael 147.237.77. 226 df il Uhaut hori zed URL Access to waww chamat z. aka. i df.il/sip_storage/files/8/ |B ock 1
84.109.3.71 I srael 147.237.77. 170 |maar achot . i df . i | D stributed Unhaut horized URL Access on naarachot.idf.il/xmrpc. php Bl ock 1
184, 105. 247. 196 ;h;:ee: 147.237.72.167]ishurimaka. i df . il |Uauthorized URL Access to 147.237.72. 167/ Bl ock 1
. . D stributed Unauthori zed URL Access on
80.178.101.44  |Israel 147.237.77.233(atal .idf . il 147, 237.77. 233/ 1134- hel at al . aspx Bl ock 1
109. 64. 33. 196 |l srael 147.237.77.74 [lawidf.il Ostributed PHP At tenpt B ock 1
Dstributed Paraneter Type Mol ati on on
37.26.148.182 |[Israel 147.237.0.19 |[madi matal .idf.il madi matal .idf.il/nobil e/ 1088-he/ ner et z. aspx par anet er B ock 1
ct | 00$Cont ent Pl acetHbl der 1$t xt Mobi | e
Unaut hori zed URL Access to
213.151.41.61 |[Israel 147.237.77. 216 |dover . i df . i | ww. i df . i | / &a=u&ved=0ahukewj 80bw- 16vI ahupg5okht f 6aeaqf ggnnaa& B ock 1
usg=af gj cnhcdsh5r yhkeugapx! dsq7f owj waw
81.218.134.75 |lsrael 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut horized URL Access from 81.218.134. 75 B ock 1
208. 115. 113. 89 ;h;:ee: 147.237.77.216|dover . i df . i | Paraneter Type Molation SortOr in v idf.il/1399-en/ dover. aspx B ock 1
66. 249. 64. 243 gﬁ;ttg: 147.237.77. 216 |dover.idf . il Uhaut hori zed URL Access to waw i df.il/atal 1/izkor/vi ew i ng. asp B ock 1
. . - Unhaut hori zed URL Access to
109. 253. 142. 255|1 sr ael 147.237.77.243|nobi l e. i df . i | nobi | e, i o . i 1/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1071 Bl ock 1
212.179.46.16 |lIsrael 147.237.76.30 |hi nush.idf.il Lhaut hori zed URL Access to wawn tech. atal .idf.il/styl e/shared/reset.css [H ock 1
84.109. 119. 241 |Israel 147.237.72.167]ishurimaka. i df .i| |Untraceabl e SSL Sessions: Qpen Mde None 1
- . URL is Above Root Directory
185.89. 217. 225 147.237.77.74 [lawidf. il ww lawidf.il/../inages/ 1. he/ navi gation/ navigation arrow gif Bl ock !
113.76.90.223 |China 147.237.76.31 |nakchal .idf.il Lhtraceabl e SSL Sessions: Protocol violation (SSLGONN QIENT HALQ [None 1
109. 64. 33. 196 |l srael 147.237.77.74 [lawidf.il Unaut hori zed URL Access to waw nag. i df.il/xmrpc. php B ock 1
Unaut hori zed URL Access to
. . vy aka. i df .il/sip_storagel/fil es/6/68496. pdf &sa=u&ved=0ahukew kwcv
213.151.63. 4 | srael 147.237.72. 166 [aka. i df . i | kO6vl ahvh- gdkhxr ndzyqf ggxnmau&usg=af qj cnf 11 genko5r ri xr sewdo4u81lj Bl ock !
iwq
81.218.134.75 [Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed LRL Access to waw aka.idf.il/sip storagelfiles/5/ B ock 1
212.25.102.57 |lIsrael 147.237.76.30 |hi nush.idf.il Lhaut hori zed LRL Access to tech.atal .idf.il/styl e/ shared/reset.css B ock 1
68. 180. 228. 112 ;“;tteeg 147.237.77.216|dover.idf .i | Lhaut hori zed LRL Access to waw idf.il/english/ history/history/stm Bl ock 1
46.19. 85. 103 I srael 147.237.77. 216 |dover.idf . il Unt raceabl e SSL Sessi ons: (pen Mbde None 1
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