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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action [Count |
109. 253. 146. 58 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 5
81. 218. 65. 210 | srael 147.237.77. 216 dover.idf.il B ock_Up Al _Nets dr op 3
2.54.143. 43 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
212.179. 54. 237 | srael 147. 237.72. 166 aka.idf.il Bl ock Udp All Nets drop 3
46.19. 85. 72 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
168. 235. 207. 146 Lhited Sates 147.237.77. 216 dover.idf.il JLMPurple Gon Linit Htp drop 3
168. 235. 207. 146 Lhited Sates 147.237.77. 216 dover.idf.il JLM Under Attack Con Htp drop 2
134. 147. 203. 115 Ger many 147.237.72. 167 ishurimaka.idf.il |Bock Np All _Net dr op 2
46.174.52. 5 Russi an Federation 147.237.77. 179 e nazi.idf.il B ock Wp Al Nets drop 1
54.72.182. 187 Irel and 147.237.77. 216 dover.idf.il Bl ock Udp All Nets drop 1
50. 30. 37. 59 Lhited Sates 147.237. 0. 33 idf.il B ock Udp All _Nets drop 1
66. 249. 64. 190 | srael 147.237.72. 166 aka.idf.il HTTP- M sc- BadBl ue- D r - Tr ave- 2 dest - r eset 1
50. 30. 37. 59 Lhited Sates 147.237.0. 34 tikshuv.idf.il B ock_Wp Al _Nets drop 1
218.57.11.7 Chi na 147.237.76. 197 e hinush.idf.il JLMPurple Gon Limt_Tcp dr op 1
71.6.135.131 Lhited Sates 147.237.0. 33 idf.il B ock Wp Al Nets drop 1
46.174.52.5 Russi an Federation 147. 237. 8. 50 e tikshuv.idf.il B ock Wp Al Nets drop 1
50. 30. 37. 59 Lhited Sates 147.237.0. 35 akaws. i df .il B ock Udp All _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site ‘Sgnature Devi ce Action |Count
80. 246. 130. 34 I srael 147.237.0. 34 ti kshuv.idf.il |Cl1000138: HITP. prefix 1.01 in the URL B ock 6
192. 118. 12. 102 I srael 147.237.0. 34 tikshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 4
37.26. 147. 190 | srael 147.237.0. 34 tikshuv.idf.il [Cl000138: HITP. prefix 1.01 in the LR Bl ock 4
207. 46.13. 70 Lhited Sates 147.237.0. 34 ti kshuv.idf.il |Cl1000138: HITP. prefix 1.01 in the URL B ock 2
212.235. 56. 185 I srael 147.237.0. 34 tikshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 2
66. 249. 66. 187 | srael 147.237.0. 34 tikshuv.idf.il [Cl000138: HITP. prefix 1.01 in the LR Bl ock 1
207. 46. 13. 98 Lhited Sates 147.237.0. 34 ti kshuv.idf.il |Cl1000138: HITP. prefix 1.01 in the URL B ock 1
106. 120.173.159  |China 147.237.77.233 |atal .idf.il Cl000071: HTTP. User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess Attacker Gountry |Signature

195. 34. 150. 18 147.237.77.216 Austria dover.idf.il Tehila - Perl LW with fake user agent 2
82. 200. 142. 180 147.237.77.19 Kazakst an I aw f orumi of .i ET SCAN NVAP -sS w ndow 3072 1
79.181. 181. 206 147.237.77.216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
62.90. 131. 22 147.237.77.216 I srael dover . idf.il portscan: TCP D stributed Portscan 1
46.19. 85. 115 147.237. 72. 166 I srael aka idf.il portscan: TCP Distributed Portscan 1
2.54.50. 123 147.237.77.216 I srael dover.idf.il portscan: TCP DO stributed Portscan 1
188. 213. 219. 175 147. 237.77. 234 Romani a hal ag.idf.il ET SCAN Potential SSH Scan 1
188. 213. 219. 175 147.237. 72. 167 Rormani a i shuri maka.idf.il ET SCAN Potential SSH Scan 1
188. 213. 219. 175 147.237.0. 200 Romani a ndu. i df il ET SCAN Potential SSH Scan 1
82.200. 142. 180 147.237.77.19 Kazakst an I aw forumidof il ET SCAN NVAP -sS wi ndow 1024 1
79.180. 181. 196 147.237.77.216 I srael dover.idf.il portscan: TCP Distributed Portscan 1
46. 19. 85. 138 147.237.77. 216 I srael dover . idf.il portscan: TCP D stributed Portscan 1
5.29. 15. 174 147.237.77.216 I srael dover . idf.il portscan: TCP D stributed Portscan 1
216.72. 40. 186 147.237.77.216 I srael dover.idf.il portscan: TCP Distributed Portscan 1
192. 116. 193. 226 147.237.77. 216 I 'srael dover . idf.il portscan: TCP D stributed Portscan 1
188. 213. 219. 175 147.237. 76. 200 Romani a eitan aka.idf.il ET SCAN Potential SSH Scan 1
188. 213. 219. 175 147.237.72. 156 Rormani a anan. i df . i | ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address [Ste Signature
168. 235. 207. 146|lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 365
Sreamng Engine: TCP Invalid i i ssi
2.54.17. 62 I'srael 147.237.76. 200 |6i tan. aka i df .i 9 =g Invalid segnent retransmssion. 81
Ret r ansni ssi on Packet dropped.
reanming BEngine: TCP Invali i i ssi
41.230.14.223 |Tunisia 147.237.72. 166 |aka. i df . i Streamng Engi ne: TCP Invalid  invalid segnent retransmission drop 39
Ret ransm ssi on Packet dropped.
46. 19. 86. 67 I srael 147.237.72.167 |ishurimaka. i df .i[Bad TCP sequence I'nval i d AGK nunber noni t or 35
Sreaming Engine: TGP Invalid i i ssi
176.13.21. 244 |Israel 147.237.77. 243 |nobil e.i df .| 9 =g Invalid segnent retransmssion. drop 24
Ret ransmi ssi on Packet dropped.
176.13.12.252 |l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence I'nval i d ACK nunber alert 20
176.13.12.252 |l srael 147.237.77. 233 |atal .idf. il Bad TCP sequence I'nval i d AGK nunber noni t or 20
reanming BEngine: TCP Invali i i ssi
37.142.64.17  |Israel 147.237.76.31 |rakehal if i1 | €M Ng Engine: TCP Invalid finvalid segnent retransnissi on. drop 16
Ret ransmi ssi on Packet dropped.
o SWNretransmit wth different .
176.13.17.119 |Israel 147.237.77. 234 |hal ag.idf il Bad TCP sequence wi ndow scal e noni t or 11
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 10
Sreamng Engine: TCP Invalid i i ssi
40.77.167.52  |wited Sates  |147.237.76. 200 |eitan. aka i of . 9 =g Invalid segnent retransmssion. 8
Ret r ansni ssi on Packet dropped.
37.26.149.252 | srael 147.237. 72. 156 |anan. i of .| Bad TCP sequence SIAK retransmt with different | oo |7
w ndow scal e
46.19. 85. 31 I srael 147.237.77. 216 |dover.idf .i | Bad TCP sequence I'nval i d ACK nunier noni t or 6
Sreaming Engine: TGP Invalid i i sSi
2.54.185.219  |Israel 147.237. 77. 243 |robi | e. i df . i | 9 =g nvalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
37.26. 149. 252 | srael 147.237.72. 156 |anan.idf . il dr op Frst packet isn't SN drop 6
Sreamng Engine: TCP Invalid i i ssi
82.80.179.37  |Israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. -y 6
Ret r ansni ssi on Packet dropped.
reaning BEngine: TCP Invali i i ssi
79.181.138. 164 |Israel 147.237.72. 166 |aka. i df . i Streaning Engi ne: TCP Invalid  invalid segnent retransmission drop 6
Ret ransmi ssi on Packet dropped.
66.102. 9. 117 Lhited Sates 147.237.0.34 |tikshuv.idf.il drop First packet isn't SN drop 6
37.26.149.252 |Israel 147.237. 72. 156 |anan.i df .i | SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 6
109. 200. 30. 168 |United Ki ngdom|147.237.77.216 |dover.idf.il dr op Frst packet isn't SN drop 6
37.26.146.179 |lsrael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 6
Sreaming Engine: TGP Invalid i i ssi
212. 199. 250. 239 srael 147. 237.72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. drop 6
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
2.54. 42,107 I'srael 147. 237.77. 243 |mobi l e. i f . i 9 =g Invalid segnent retransmssion. 6
Ret r ansni ssi on Packet dropped.
46. 19. 85. 31 I srael 147.237.77. 216 |dover.idf . i | Bad TCP sequence I'nval i d AGK nunber alert
46. 19. 85. 55 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d AGK nunber noni t or 5
Sreamng Engine: TCP Invalid i i ssi
85.65.109. 210 |l srael 147.237.76. 200 |6i tan. aka i df .i 9 =g Invalid segnent retransmssion. -y 4
Ret r ansni ssi on Packet dropped.
109. 64. 78. 109 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 4
Sreamng Engine: TCP Invalid i i ssi
87.69.107.189 | srael 147. 237. 76. 200 |ei tan. aka. i of . | 9 =g Invalid segnent retransmssion. 4
Ret r ansni ssi on Packet dropped.
66.249.93.248 |[Israel 147.237.76.202e.halag.idf.il  |Geo-| ocati on enfor cenent Geo-| ocat i on i nbound enf or cenent |[dr op
138.134.192. 10 |Israel 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 4
Russi an s -
141.8.132.78 eration 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 4
37. 46. 39. 147 I srael 147.237.0.19 |nadimatal.idf.il[Bad TCP sequence I'nval i d AGK nunber monitor |4
Sreamng Engine: TCP Invalid i i ssi
79.178.198.26 | srael 147. 237. 72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi
193.17.42.129 |israel 147. 237.72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. drop 3
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
195. 200. 205.79 |Israel 147. 237. 72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. 3
Ret r ansni ssi on Packet dropped.
46. 19. 86. 16 I srael 147.237.77. 233 |atal .idf. il Bad TCP sequence I'nval i d AGK nunber noni t or 3
Sreaning Engine: TGP Invalid i i ssi
176.13.2.223  |Israel 147. 237.72. 166 |aka i df . i | 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
2.54.188. 106 | srael 147.237.0.19 |nadimatal.idf.il|SYN Attack SYN -> SYN-ACK -> RST rej ect 3
Sreanming Engine: TGP Invalid i i ssi
46.19. 85. 36 I'srael 147.237.72. 166 |aka i df . 9 =g nvalid segnent retransmssi on. drop 3
Ret ransmi ssi on Packet dropped.
2.54.188. 106 I srael 147.237.0.19 |nadi matal .idf.il|SYN At ack rej ect 3
Sreanming Engine: TGP Invalid i i ssi
2.54.21.19 I srael 147. 237.72. 166 |aka i df . i 9 =g Invalid segnent retransmssion. drop 3
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
192.117.105.2  |Israel 147. 237. 72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi
82.81.17. 28 I srael 147. 237.72. 166 |aka i df . i 9 =g Invalid segnent retransmssion. drop 3
Ret ransni ssi on Packet dropped.
46. 19. 85. 55 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d ACK nunber alert 3
Sreaming Engine: TGP Invalid i i sSi
80.179.9.7 I srael 147.237.72. 166 |aka i df . 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
87.70.33.226  |Israel 147. 237.72. 166 |aka i df . i | 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi
2.54.158. 42 I srael 147.237.72. 166 |aka i df . 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
176.13.23.233 |Israel 147.237.72. 166 |aka.i df . 9 =g Invalid segnent retransmssion. drop 3

Ret r ansm ssi on

Packet dropped.
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A tacker

Attacker Address Qount ry

Target Address |Ste Signature

Streaming Engine: TCP Invalid |invalid segnent retransnission.
Ret r ansm ssi on Packet dr opped.

46. 19. 85. 105 | srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 3

109. 64. 84. 158 | srael 147.237.72. 166 |aka. i df . il
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
176.13.16. 53 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 132
46.19. 86. 196 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 37
37.26.146.196 |[Israel 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspicious Response Code B ock 18
109. 253. 137. 56 |l srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 17
46. 19. 86. 235 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 14
109. 253. 131. 242|I srael 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspicious Response Code B ock 12
66. 249. 64. 233 Lhited Sates [147.237.77.216|dover.idf.il Mil tiple Whaut horized URL Access from 66. 249. 64. 233 B ock
176.13.21. 244 |lIsrael 147.237.77.243|nobi l e.i df . i | DO stributed Suspici ous Response Qode B ock
2.54.188. 106 I srael 147.237.0.19 |nmadimatal .idf.i|Ostributed Suspicious Response Code B ock
213. 251. 182. 103 |France 147.237.77. 176 |nat pash. i df . i | m“é:;;t'lzi?.itﬂ‘sfgf;ﬁ;gz/ Fil es/ Of i 26220n 3410, | pg, st Bock |3
81.218.190.43 [Israel 147.237.72. 166 [aka. i df . i | Lhaut hori zed LRL Access to waw aka.idf.il/sip storage/files/ U B ock
37.26.148.213 [Israel 147.237.72. 166 [aka. i df . i | Lht raceabl e SSL Sessi ons: (pen Mbde None
2.54.42.107 | srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code B ock
72.9.148.10  |United Sates [147.237.76.86 |navy.idf.il m“:;s;' e R e navy. aspx. aspx Bock |2
80.246.130. 94 |Israel 147.237.77.216|dover. i df . il Paraneter Type M ol ation SearchText in wwidf.il/1065- he/ dover. aspx B ock 2
Unaut hori zed URL Access to
95. 86. 81. 232 I srael 147.237.76.42 |refuah.idf.il waww ref ua. atal . i df. i |/ &a=u&ed=0ahukew aOpdgt kvl ahxnyzokhv7j avi gf gg [B ock 2
t mai &usg=af gj cnhsj gzgxohl - 8galaen) bwBwkvaxw
108. 181. 188. 110|Canada 147.237.77.216|dover.idf .l D stributed Waut horized URL Access on www i df . i|/xmrpc. php B ock 1
84.109.107.72 |Israel 147.237.77.216|dover . i df . il O stributed PHP A tenpt B ock 1
5. 141. 226. 90 :Z:::t”i o |147-237.72. 166 |aka i df i mm’;?(‘g“i d'?.‘ : ?/nﬁtuerri maa":&fj?gsn;;:gd ders. asp None 1
80. 246. 133. 235 |l srael 147.237.77. 176 [mat pash. i df . i|  |Uhauthorized UR. Access to www cogat.idf.il/894-ar Bl ock 1
203. 133. 170. 162 g;ﬁa icof 147.237.77. 216 |dover. i df .i | D stributed Uhauthorized URL Access on wawidf.il/error.htm B ock 1
54.208.7.104  |Uited Sates |147.237.77.74 |lawidf.il mﬂt :\zri' dzf?l ﬁi‘pf‘;fsrsjgé/‘;i | es/ 1/ 1361 pef &quot Bock |1
40.77.167. 14 Lhited Sates |147.237.76.31 [nakchal .idf.il [Unauthorized URL Access to 147.237.76.31/robots. txt Bl ock 1
96. 37. 251. 35 Lhited Sates |[147.237.77.216|dover.idf.il D stributed PHP Attenpt B ock
84.109.107.72 [israel 147.237.72. 166 [aka. i df . i | Dstributed PHP At tenpt B ock
66.249.66.184 |[lhited Sates [147.237.0.34 |tikshuv.idf.il m“tt ihl?srr:uzve.(ij dftﬂ‘l ffgﬁ;ls attgslcom act s cont act s, 8s Bock |1
198. 20. 69. 74 Uhited Sates |147.237.0.34 |[tikshuv.idf.il [Unauthorized URL Access to 147.237.0. 34/ robots. txt B ock 1
46.19.86.235 |Israel 147.237.0.19 |nadimatal .idf.i E:rdi"’"r;e;te; .TiydrfiY/?Tlma : o g;i' m’“ ent M acetbl der 13txt Gaptcha in Bock |1
84.109.107.72 |Israel 147.237.77.216|dover . i df . il O stributed Lhaut hori zed URL Access on www i df . il /xnirpc. php B ock 1
212.76.107.57 [israel 147.237.76.42 |refuah.idf.il Ml tipl e Unaut hori zed URL Access from 212.76. 107. 57 B ock 1
66.249.64.131 |lhited Sates |[147.237.72.166|aka.idf.il Unaut hori zed URL Access to 147.237.72. 166/ robot s. t xt Bl ock 1
40. 77. 167. 92 Wited Sates |[147.237.72.166|aka.idf.il Unaut hori zed URL Access to 147.237. 72. 166/ B ock 1
96. 37. 251. 35 Uited Sates |147.237.77.216|dover.idf.il D stributed Wnaut horized URL Access on www i df . i|/xmrpc. php B ock 1
217.194. 199. 223|I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
84.109.107.72 |Israel 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to ww aka. i df.il/xmrpc. php B ock 1
203.127.58. 234 |9 ngapore 147.237.77.216|dover.idf .il O stributed Wnaut horized URL Access on waw i df.il/error. htm B ock 1
49.205.20.125 [India 147.237.77.216|dover.idf .il Dstributed PHP Attenpt B ock 1
94.76. 47. 87 Bahrai n 147.237.77.216|dover . i df . il Uhaut hori zed URL Access to v idf.il/arr/ B ock 1
37.26.146.238 |[Israel 147.237.77.216|dover.idf .il SSL Untraceabl e Connection - Qpen Mde None 1
Unhaut hori zed URL Access to
212.76.107.57 |Israel 147.237.76.42 |refuah.idf.il ww ref ua. atal . idf.il/1256- he/ r ef uah. aspx&a=u&ed=0ahukew 3kcknvkvl |[B ock 1
ahwknpokhwai deeqf ggi nraa&usg=af qj cnednnsd4ekw3ac366wui Owxpegsow
82.80. 196. 44 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
178.255.215. 87 |France 147.237.77. 216 |dover . i df . i | m“f E?r Ii 77? eLr::T aﬁc ;selsse;(;)t of ri end/ kkkkkkk=f 1d1ae64kkkkkkk f1diaeea |2 0 [t
41.230.14.223 |Tunisia 147.237.72.166|aka. i df . i | Mil tipl e Uhaut horized URL Access from 41.230. 14. 223 B ock 1
98. 130. 2. 59 Lhited Sates |(147.237.76.42 |refuah.idf.il D stributed Lhauthori zed URL Access on refua. atal.idf.il/ol o/ wp- admin/ B ock 1
84.109.107.72 [israel 147.237.77.74 [lawidf.il Dstributed PHP At tenpt B ock 1
2.54.185.219 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 1
219. 74. 37. 98 S ngapor e 147.237.77.216|dover . i df . il D stributed Lhauthori zed URL Access on wawidf.il/error.htm B ock 1
80. 178.201. 104 |lIsrael 147.237.77. 216 |dover . i df .i | Mil tipl e Unaut horized URL Access from 80.178. 201. 104 B ock 1
203.127.96. 212 |S ngapore 147.237.77.216|dover. i df .il D stributed Lhaut hori zed URL Access on www i df.il/error. htm B ock 1
141.8.132.78 g{sj:;;nl on 147.237.77.216|dover.i df.il Dstributed Whaut hori zed URL Access on waw idf.il/error.htm Bl ock 1
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