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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count |
81. 218. 65. 210 | srael 147.237.77. 216 dover.idf.il ock Wp Al _Nets drop 6
5.28.174. 238 | srael 147.237.77.216 dover.idf.il SYN H ood out of context drop 3
134.147. 203. 115 Ger nany 147.237.72. 217 e.idf.il Bock Np Al Net drop 2
216. 218. 206. 75 Lhited Sates 147.237.77. 227 e. hanaz. i of .i | Block Udp All Nets drop 1
95. 9. 238. 146 Tur key 147.237. 76. 196 e.svivaidf.il Bl ock_Udp Al _Nets drop 1
85. 105. 106. 121 Tur key 147.237.77.216 dover.idf.il ock Wp Al _Nets drop 1
14.207. 92. 97 Thai | and 147.237.76. 38 e.eneitav.idf.il ock Wp Al _Nets drop 1
85. 105. 106. 121 Tur key 147.237.77. 226 ww chanat z. aka. i df . i | Bl ock_Udp All _Nets drop 1
184. 105. 139. 100 Lhited Sates 147.237.72. 166 aka.idf.il Bock Np Al Net drop 1
36. 234. 185. 133 Tai wan 147.237.77. 205 prishaidf.il Bl ock_Udp Al _Nets drop 1
85. 105. 106. 121 Tur key 147.237.77. 227 e. hanaz. i df.il Bl ock_Udp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site ‘Sgnature Devi ce Action |Count
46.19. 86. 11 I srael 147.237.0. 34 ti kshuv.idf.il |Cl1000138: HITP. prefix 1.01 in the URL B ock 4
199. 58. 86. 211 Lhited Sates 147.237.77.216 |dover.idf.il C1000074: HITP. naj estic bot B ock 2
207.46.13.70 Lhited Sates 147.237.0. 34 tikshuv.idf.il [Cl000138: HITP. prefix 1.01 in the LR Bl ock 2
212. 235. 56. 185 I srael 147.237.0. 34 ti kshuv.idf.il |Cl1000138: HITP. prefix 1.01 in the URL B ock 2
66. 249. 66. 184 I srael 147.237.0. 34 tikshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 1
207. 46. 13. 98 Lhited Sates 147.237.0. 34 tikshuv.idf.il |ClL000138: HITP. prefix 1.01 in the UR B ock 1
80. 246. 130. 34 I srael 147.237.0. 34 ti kshuv.idf.il |Cl1000138: HITP. prefix 1.01 in the URL B ock 1
106. 120.173.159  |China 147.237.77.233 |atal .idf.il Cl000071: HTTP. User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

‘ Target Address

At acker
CGountry

Signature

195. 34. 150. 18 [147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
218.246.0.97 |147.237.8.28 |China e.mobi | e-ks.idf.il[ET SCAN NVAP -sS w ndow 1024 1
o L ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
200. 58. 174. 134 |147. 237.76. 44 |Bilivia e.refuah.idf.il . 1
Potential Scan or Brute Force
. S SERVER- APACHE Apache nmod_ssl non- SSL connection to SSL port
113. 76. 90. 223 [147.237. 72. 156 |Chi na aman. i df .l ) . - 1
deni al of service attenpt
104. 45. 210. 69 |147.237.76.202|nited Sates |e.halag.idf.il ET SCAN NVAP -sS w ndow 1024 1
94.102. 48.193 [147.237.8.14 [Netherlands e.orchot.idf.il |ET SCAN NVAP -sS w ndow 1024 1
37.26.149. 135 (147.237.77. 216l srael dover . idf.il portscan: TP Distributed Portscan 1
212.235. 98. 139 (147. 237. 77. 216 || srael dover.idf.il portscan: TCP D stributed Portscan 1
198.20.69. 74  [147.237.77.19 |lhited Sates |[lawforumidf.il [ET DRCP Dshiel d B ock Li sted Source 1
. .. |ET SCAN Behavi oral Unusual |y fast inbound Tel net Gonnecti ons,
189. 218. 187. 24 |147. 237. 76. 199 [Mexi co e nakchal .idf.il ) 1
Potential Scan or Brute Force
104. 45. 210. 69 |147.237.76.202|hited Sates |e.halag.idf.il ET SCAN NMAP -sS wi ndow 2048 1
104. 45. 210. 69 [147.237.76.202|lhited Sates |e.halag.idf.il ET SCAN NVAP -f -sS 1
66.249. 64. 190 [147.237.72.166|lLhited Sates |akaidf.il ET SCAN NVAP -sA (2) 1
5.39.222.253 |147.237.77.61 [Netherlands e.cogat.idf.il ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address |Ste Signature Action ‘Count
41.230.14.223 |[Tunisia 147. 237. 72. 156 |aman. i df .| Bad TCP sequence ?Cg;e”ansmt wWth different wndow 1 phivor |18
82.81. 83. 130 I srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop
S reanm ng Engi ne: TCP i i ssi
41.230.14.223 |Tunisia 147. 237, 72. 166 |aka i of . i mng tngine: ! Invalid segnent retransmssion. Packet |, 6
Inval i d Retransnission dr opped.
46. 19. 85. 131 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence I'nval i d AGK nunber aert
46. 19. 85. 131 I sr ael 147. 237. 77. 216 |dover. i dof . i | Bad TCP sequence I'nval i d ACK nunber noni t or
46.19. 85. 98 I'srael 147.237.77. 226 | "}" chanatz. aka. 1df | gy TCP sequence Inval i d ACGK nunber aert 4
41.230.14.223 |[Tunisia 147.237.0.34  |tikshuv.idf.il Bad TCP sequence S retransmt wWith different Window - foonitor  [a
46.19.85.98  [Israel 147.237.77. 226 | "}" chamatz.aka.1df a4 TOP sequence Invalid ACK nurber moni tor |4
reamng Engi ne: T i i ssi
82.81.161.130 | srael 147.237.76. 200 |ei tan. aka. i of .| Streamng Engi ne: TCP Inval id segnent retransmssion. Facket g, 4
Inval i d Retransnission dr opped.
S reaning Engi ne: TCP i i ssi
79.177.61.74  |israel 147, 237.72. 166 |aka i of i mng ngine. Invalid segnent retransmssion. Packet |, 3
Inval i d Retransmission dr opped.
reamng Engi ne: T i i ssi
46.19.86.135  |Israel 147. 237.72. 166 |aka i df .1 Streamng Engi ne: TCP Inval id segnent retransmssion. Facket g, 3
Inval i d Retransnission dr opped.
S reaning Engi ne: TCP i i ssi
37.26.147.178 |Israel 147.237.72. 167 |i shuri maka. i of . | mng ngine. Invalid segnent retransmssion. Packet |, 3
Inval i d Retransmission dr opped.
reamng Engi ne: T i i ssi
79.180.57.63 | srael 147. 237.72. 166 |aka i df .1 Streamng Engi ne: TCP Inval id segnent retransmssion. Facket g 3
Inval i d Retransnission dr opped.
S reaning Engi ne: TCP i i ssi
91.135.102. 172 | srael 147, 237.72. 166 |aka i of i mng ngine. Invalid segnent retransmssion. Packet |, 3
Inval i d Retransmission dr opped.
reamng Engi ne: T i i ssi
149.78.227. 172 | srael 147.237.72. 166 |aka.i df . Streamng Engi ne: TCP Inval id segnent retransmssion. Facket g, 3
Inval i d Retransnission dr opped.
S reaning Engi ne: TCP i i ssi
46.19.86.139  |israel 147, 237.72. 166 |aka i of i mng ngine. Invalid segnent retransmssion. Packet |, 3
Inval i d Retransmission dr opped.
Sreaning Engi ne: TCP i i ssi
2.52.138.220 | srael 147.237.72. 166 |aka.i df . mng thgine. nvalid segnent retransmssion. Packet ., 3
Inval i d Retransnission dr opped.
S reaning Engi ne: TCP i i ssi
79.183. 147. 226 i srael 147, 237.72. 166 |aka i of i mng ngine. Invalid segnent retransmssion. Packet |, 3
Inval i d Retransmission dr opped.
Sreaning Engi ne: TCP i i ssi
213.8.113.121 | srael 147.237.72. 166 |aka.i df . mng thgine. nvalid segnent retransmssion. Packet ., 3
Inval i d Retransnission dr opped.
S reaning Engi ne: TCP i i ssi
109. 253. 194. 75 |Israel 147, 237.72. 166 |aka i of i mng ngine. Invalid segnent retransmssion. Packet |, 3
Inval i d Retransmission dr opped.
202.175.135. 13 |New Zeal and |147.237.77.216|dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or
2.54.150. 185 I sr ael 147. 237. 77. 243 |nobi l e. i of . i | Bad TCP sequence I'nval i d ACK nunber alert
37.142.239.72 |israel 147.237.77. 226 '} chanat z. aka. 1df | g4 TCP sequence Inval i d ACK nunber moni tor |2
119. 94.196. 130 |Philippines |[147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
192.118.60.69 |l srael 147.237.72. 167 |i shuri maka. i of . | Bad TCP sequence Inval i d AGK nunber noni t or
S reaning Engi ne: TCP i i ssi
157.55.39.183 |Wited Sates [147. 237. 72. 166 |aka i df .1 mng tngine. Invalid segnent retransmssion. Pecket |, 2
Inval i d Retransnission dr opped.
37.26.147.171 |Israel 147. 237. 76. 147 [chi nuch. aka. i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or
2.54.150. 185 I srael 147.237.77. 243 |nobil e.idf . i | Bad TCP sequence I'nval i d AGK nunber noni t or
46.19.86.218  |[israel 147.237.77. 226 [} chanatz.aka.1df 1paq TCP sequence Inval i d ACK nunber moni tor |2
2.54.150. 185 I srael 147.237.77. 243 |nobil e.i of .i | Bad TCP sequence Invalid sequence nunber noni tor |2
176.13.14.188 [Israel 147.237.77. 233 |atal i df il Bad TCP sequence fgg;e”ansm with different wndow | oonvor |2
37.142. 68. 54 I sr ael 147.237.72. 166 [aka. i df .i SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 2
62.212.73.211 |Netherlands |147.237.77.216 |dover.idf.il dr op SAMrul e drop 2
2. 54. 150. 185 I srael 147.237.77. 243 |nobi | e.idf .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 2
46. 19. 86. 84 I sr ael 147.237.72. 166 [aka. i df .i SYN Att ack SYN -> SYN-ACK -> RST rej ect 2
188. 120. 148. 160|l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d AGK nunber nonitor |2
31.168.170.54 [Israel 147.237.72. 167 |i shurimaka. i df . i | SYN At tack SYN -> SYN-ACK -> RST rej ect 2
202.175.135. 13 |New Zeal and |147. 237. 77. 216 |dover. i df .il Bad TCP sequence I'nval i d ACK nunber alert 2
s SYNVACK retransmt wth different .
37.142. 68. 54 I sr ael 147.237. 72. 166 |aka. i df .i Bad TCP sequence wi ndow scal e nonitor |2
192.118.60.69 |l srael 147. 237. 72. 167 |i shuri maka. i of .i | Bad TCP sequence I'nval i d ACK nunber alert 2
2.54.150. 185 I srael 147.237.77. 243 |mobile.idf .i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect
46. 19. 85. 97 I sr ael 147.237. 72. 166 [aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect
37.26.147.134 |Israel 147.237.77. 226 "‘:‘"IW chanatz. aka. Tdf | At t ack SYN -> SYN-ACK -> RST reject |1
74.82.47. 22 Wited Sates |147. 237. 77. 176 |nat pash. i df . | SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
illegal header fornat detected:
103. 41. 177. 26 147.237.76.42 |refuah.idf.il Bl ock HTTP Non Gonpliant [Malformed HTTP protocol nane in monitor |1
r equest
2.54.186. 207 I srael 147.237.77. 216 |dover. i df .il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
46. 19. 86. 158 I srael 147.237. 72. 156 |aman.i df .i | Bad TCP sequence Invalid AGK nunber noni tor |1
89.248.160. 132 |Netherlands |147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 1
46.19.85.131  |Israel 147. 237. 77. 216 |dover i df . i Bl ock HTTP Non Conpliant |[|!698 header fornat detected: Tllegal | oo 3
start line in reguest
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|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
176.13.16. 53 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 51
80. 246. 136. 214 |Israel 147.237.0.19 |nadimatal .idf.il DO stributed Suspicious Response Qode B ock 45
176.13.21. 161 |Israel 147.237.0.19 |[nadimatal .idf.il D stributed Suspicious Response Code B ock 40
2.54.47.109 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 30
2.52.41. 24 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response CQode B ock 18
80.246.137.88 [Israel 147.237.0.19 |[nadimatal .idf.il D stributed Suspicious Response Code B ock 13
80.246.138.28 |[lIsrael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 12
109. 253. 200. 120|1 sr ael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response CQode B ock 12
41.230.14.223 |Tunisia 147.237.77.216|dover.idf . il Ml tipl e Unaut hori zed URL Access from 41. 230. 14. 223 B ock 9
66.249.64.233 |Wited Sates 147.237.77.216|dover. i df . il Mil tipl e Unaut horized URL Access from 66. 249. 64. 233 B ock 9
37.26.147.184 |[Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response CQode B ock 8
2.54.167. 206 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspicious Response Code B ock 4
109. 253.212. 53 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
2.54.185. 18 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspicious Response CQode B ock 3
2.52.10.176 |israel 147. 237.77. 243 |nobi L e. i df . i | nﬂ;ﬂ‘:ﬂf?f / geggrcﬁim‘;les“ <t ehi | ddoounent </ 1362 Bl ock 2
46. 19. 86. 165 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
66. 102. 7. 226 Lhited Sates 147.237.77.216|dover. i df .il D stributed Lhauthori zed URL Access on wwww i df.il/error.htm B ock 2
66. 102. 7. 233 Lhited Sates 147.237.77.216|dover. i df . il D stributed Uhaut hori zed URL Access on wawidf.il/error.htm B ock 2
176.13.14.188 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
89.138.109. 150 |[Israel 147.237.0.19 |[nadimatal .idf.il D stributed Suspicious Response Code B ock 2
46.120.160.88 |Israel 147.237.77.216|dover.idf . il D stributed Waut hori zed URL Access on v i df.il/xmrpc.php |B ock 1
93.172.168. 193 |l srael 147.237.77.216|dover. i df . il Dstributed PHP Attenpt B ock 1
91.189.41.165 |Sweden 147.237.76.42 |refuah.idf.il rDest; :t“at]‘?‘: deh"I’“IJj ug:;;fssﬁp:ﬁsj on Bl ock 1
184. 105. 139. 68 |Uhited Sates 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ Bl ock 1
68.180.230. 240 [Lhited Sates  |147.237.77. 170 |naar achot . i df . i | nl'::r“;:;(;iﬁ?. ﬁpd%ﬁist/g/ 112745, ek Bl ock 1
93.172.168.193 |[Israel 147.237.77.233|atal .idf.il PHP Att enpt B ock 1
64.19. 78. 243 Lhited Sates 147.237.72. 166 |aka. i df . i | Dstributed Uhaut horized URL Access on 147.237. 72. 166/ B ock 1
208.113.197.86 [Lhited Sates  |147.237.76.42 |refuah.idf.il tﬂf&’;hatog] ??gf Lﬂ‘/ ﬁ‘;ffrzsts/ow - Bl ock 1
93.172. 168. 193 |Israel 147.237.77.74 |lawidf.il Dstributed PHP At enpt B ock 1
23.101.61.176 [irel and 147.237.0.34  [ti kshuv.idf.il o Zed R e L e her 1 Kehuy, aspet vaut vkl cs [P O%K 1
66.249.66.26  |Uited Sates  |147.237.77.233atal . i df.il a3 1 233 1155, el at el . asDX Bl ock 1
103. 41. 177. 26 147.237.76.42 |refuah.idf.il Abnornal |y Long Request request version B ock 1
93.172.168.193 |[Israel 147.237.77.216|dover.idf . il Unaut hori zed URL Access to wa i df.il/xmrpc. php B ock 1
46.120. 160.88 |[lIsrael 147.237.77.233|atal .idf.il Dstributed PHP At enpt B ock 1
93.172.168. 193 |[Israel 147.237.0.15 |kosher-kravi.idf.il PHP At t enpt B ock 1
43.252.214. 185 |Japan 147.237.76.42 |refuah.idf.il Uhaut hori zed LRL Access to refua. atal.idf.il/wp-adnin/ B ock 1
184.168.200.96 |Lhited Sates  |147.237.76.42 |refuah.idf.il rDef L;iggf? dfthﬁu;thgti/ﬁazg‘ n/Access on B ock 1
113.76.90.223 |china 147. 237.72. 156 |anan. i df . i | %ﬁgﬁﬁfﬁ?ﬁeﬁﬂ“i’g - Protocal violation None 1
77.221.130. 140 :Zg::t”i on 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to refua. atal .idf.il/test/wp-admin/ B ock 1
93.172.168. 193 |Israel 147.237.77. 234 |hal ag. i df . i | Distributed PHP Attenpt Bl ock 1
46.120. 160. 88 |l srael 147.237.76.86 |navy.idf.il PHP Attenpt Bl ock 1
93.172.168. 193 |[lIsrael 147.237.77.74 [lawidf.il Ml tipl e Unaut hori zed URL Access from 93.172. 168. 193 B ock 1
87.71.6.125 I srael 147.237.0.34 [tikshuv.idf.il Ostributed PHP At tenpt B ock 1
66. 249. 66. 64 Lhited Sates 147.237.77. 170 [naar achot . i df . i | Unaut hori zed URL Access to 147.237.77.170/robot s. t xt B ock 1
103. 41. 177. 26 147.237.76.42 |refuah.idf.il I1legal HITP Version instanceof HMM.H enent B ock 1
93.172. 168. 193 [l srael 147.237.77. 226 V\?’\r’v chamat z. aka. i df Distributed PHP Attenpt Bl ock 1
46.120. 160. 88 [l srael 147.237.77.233|atal .idf.il Lhaut hori zed URL Access to waw atal .idf.il/xnrpc. php Bl ock 1
93.172.168. 193 |[Israel 147.237.0.15 |kosher-kravi.idf.il Unaut hori zed URL Access to kosher-kravi.idf.il/xmrpc. php B ock 1
46.19. 85. 131 I srael 147.237.77.216|dover.idf . il I11egal HITP \ersion B ock 1
198. 20. 69. 74 Lhited Sates 147.237.77.19 [lawforumidf.il Unaut hori zed URL Access to 147.237.77.19/ Bl ock 1
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