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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address Site Signature Device Action |Count
54.72.182.187 Irel and 147.237.77. 216 dover.idf.il Bl ock_UWp Al _Nets drop 4
184. 105. 247. 252 Lhited Sates 147.237. 8. 46 e.chinuch.idf.il B ock_Udp Al _Nets dr op 1
184. 105. 139. 84 Lhited Sates 147.237.77. 19 lawforumidf.il Bock Np Al Net drop 1
81.218. 65. 210 I srael 147.237.77. 216 dover.idf.il Bl ock Udp All Nets drop 1
184.105. 139. 112 Lhited Sates 147.237. 8. 28 e.nobi | e-ks.idf.il B ock Np Al Net drop 1
184. 105. 139. 72 Lhited Sates 147.237.77. 235 sviva.idf.il B ock Np Al _Net drop 1
207.141.11. 146 Lhited Sates 147.237.77. 216 dover.idf.il Block Udp All Nets  [drop 1
184. 105. 139. 88 Lhited Sates 147.237.0. 19 nadi matal .idf.il B ock Np Al Net dr op 1
184. 105. 139. 68 Lhited Sates 147.237.0. 17 m ny- kosher -kravi .idf . il Bock Np Al Net drop 1
184. 105. 139. 120 Lhited Sates 147. 237. 77. 243 nobi | e.i df il Block Np All Net drop 1
184. 105. 139. 76 Lhited Sates 147.237.77. 178 e. mat pash. i of . | Block Np All Nt drop 1
219. 161. 116. 188 Japan 147.237.77. 61 e.cogat.idf.il Bl ock_UWp Al _Nets drop 1
184. 105. 139. 100 Lhited Sates 147.237.72. 167 ishurimaka.idf.il B ock Np Al _Net drop 1
184. 105. 139. 68 Lhited Sates 147.237.8.24 elifestyle.idf.il B ock Np Al Net dr op 1
184.105. 139. 124 Lhited Sates 147.237.77. 170 naar achot . i df . il Bock Np Al Net drop 1
184. 105. 139. 84 Lhited Sates 147.237.0. 33 idf.il B ock Np Al Net drop 1
66. 240. 236. 119 Lhited Sates 147.237.77.212 e.dover.idf.il B ock_Udp Al Nets drop 1
184.105. 139. 108 Lhited Sates 147.237.8. 14 e.orchot.idf.il B ock Np Al _Net drop 1
184. 105. 139. 72 Lhited Sates 147. 237. 0. 35 akaws. i df i | Block Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry [Target Address |Site |Slgnat ure Devi ce Action |Oount |
2.52.41.63 I srael 147.237.0. 34 tikshuv.idf.il |CL000138: HITP. prefix 1.01 in the LRL B ock 2
106. 120. 173.159 |thina 147.237.77.233 |atal .idf.il C1000071: HTTP:. User Agent Sogou+web+spi der B ock 1
195. 154. 252. 118 |France 147.237.76.200 |eitan. aka.idf.il[22611: HITP. WérdPress Logi nvél | Fake Pl ugin Usage B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qount ry |9te |Signature |Count |
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
209. 126. 116. 147 147.237.8. 45 Lhited Sates eeitanidf.il ET SCAN NVAP -sS wi ndow 1024 1
113. 59. 33. 61 147.237.77. 243 Chi na nobi | e.idf.il ET SCAN NMAP -sS wi ndow 1024 1
63.221.141.195 147.237.0.15 Hong Kong kosher -kravi .idf.il ET SCAN Potential SSH Scan 1
209. 126. 116. 147 147.237.8. 46 Lhited Sates e.chinuch.idf.il ET SCAN NVAP -sS wi ndow 1024 1
63.221.141.195 147.237.0. 17 Hong Kong mny- kosher -kravi . i df il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address |Ste Signature Action ‘Count
Sreaning BEngine: TQP Invalid i i SSi
41.230.14.223 |Tunisia 147. 237. 76. 200 |ei tan. aka.i df .| 9 =g Invalid segnent retransmssion. |, 78
Ret r ansmi ssi on Packet dr opped.
. . e SYNretransmit wth different .
41.230.14.223 |Tunisia 147.237.0.34 [tikshuv.idf.il Bad TCP sequence wi ndow scal e noni t or 70
41.230.14.223 |[Tunisia 147.237.77. 233 |atal . i of .i Bad TCP sequence S retransmt with different monitor |49
w ndow scal e
. e SYNretransmit wth different .
41. 230. 14. 223 Tuni si a 147.237.0. 15 kosher-kravi.idf.il|Bad TCP sequence wi ndow scal e noni t or 20
Sreaning BEngine: TQP Invalid i i SSi
149.88.21.24  [Israel 147. 237.77. 243 |nobi l e.i df i1 9 =g Invalid segnent retransmssion. |, 15
Ret r ansmi ssi on Packet dr opped.
2.52.41.143 I srael 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 12
Sreaning Engine: TQP Invalid i i SSi
66.249.75.210 |Wnited Sates |147.237.76.86 |navy.idf.il g =g Invalid segnent retransmssion. |y 10
Ret ransm ssi on Packet dr opped.
103. 50. 151. 46 147.237.77. 216 |dover. i df il Bad TCP sequence noni t or 10
46. 19. 86. 16 I srael 147.237.77.233 |atal .idf. il Bad TCP sequence I'nval i d ACK nunber nonitor |8
2.52.41.143 I srael 147.237.77. 216 |dover.idf .il Bad TCP sequence Invalid AGK nunber noni t or 8
103. 50. 151. 46 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 7
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 6
Sreaning Bngine: TQP Invalid i i SSi
66.249.75.218 |lnited Sates |147.237.76.86 |navy.icf.il 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.
2.52.41. 143 I srael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence Inval i d ACK nunber alert 5
2.52.41.143 I srael 147. 237.77. 216 |dover.idf .il SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 5
2.52.41. 143 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence I'nval i d sequence nuniber noni t or 5
2.52.41. 143 | srael 147.237.77. 216 |dover.idf.il SYN Attack rej ect 5
103. 50. 151. 46 147.237.77. 216 |dover. i df . i1 Bad TCP sequence I'nval i d ACK nunber alert 4
103. 50. 151. 46 147.237.77. 216 |dover. i df il Bad TCP sequence Invalid ACGK nunber noni t or 4
94.197.121.218 |Wited Kingdom|147.237.77. 176 |nat pash.idf.i| SYN Attack SYN -> SYN-ACK -> Ti nmeout alert 4
177. 230. 217. 184|Mexi co 147.237.0.200 |mdu.idf.il Geo- | ocati on enf or cenent Geo-I ocati on i nbound drop 4
enf or cenent
103. 50. 151. 46 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti nmeout rej ect
94.197.121. 218 |United Ki ngdom|147. 237. 77. 176 |nat pash. i df . | SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect
94.197.121. 218 |United Ki ngdom|147.237.77.216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> Ti nmeout aert
Sreamng Engine: TCP Invalid i i ssi
37.26.146.132 |Israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i Ssi
79.177.145.82 |israel 147.237.77. 243 |nobi L e. i of .| g =g Invalid segnent retransmssion. |y 3
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
109. 67.69. 156 |Israel 147.237.72. 166 |aka. i df .i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
94.197.121. 218 |United Ki ngdom|147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 3
Sreanming Engine: TCP Invalid i i ssi
79.182.103. 179 | srael 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi
109. 253. 138. 14 |Israel 147. 237.77. 243 |nobile. i f . | 9 =9 Invalid segnent retransmssion. . 3
Ret ransm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
41.230.14.223 |Tunisia 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi
109. 65.22. 235 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =9 Invalid segnent retransmssion. . 3
Ret ransm ssi on Packet dropped.
Russi an R SWNretransmit wth different )
83.166. 234. 6 ration 147.237.77. 216 |dover.idf.il Bad TCP sequence vi ndow scal e noni t or 3
46. 19. 86. 87 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d ACK nunber nonitor |3
Sreaning BEngine: TQP Invalid i i SSi
109. 65. 60. 129 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
46.19.85.199  |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dr opped.
94.197.121.218 United K ngdom|147.237.77.176 [matpash.icf.il  [Bad TCP sequence SINHAK retransmt with different | o oo |3
w ndow scal e
2.52.41.143 I 'srael 147.237.77. 216 [dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout alert
195.10.197.89 |[Saudi Arabia 147.237.77. 216 |dover.idf .il SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect
] . . . SYNPAXK retransmit with different .
195.10.197.89 [Saudi Arabia 147.237.77. 216 |dover.idf.il Bad TCP sequence vi ndow scal e noni t or 2
37.26.147.222 |lIsrael 147.237.0.34  |tikshuv.idf.il Bad TCP sequence I'nval i d ACK nunber alert 2
2.52.41.143 [ srael 147. 237. 77. 216 |dover. i df .i Bad TCP sequence SINHAK retransmit with different Jooyiior 2
w ndow scal e
2.52.41.143 I 'srael 147.237.77. 216 [dover.idf.il Bad TCP sequence noni t or
2.54.181.99 I srael 147.237.77. 243 |nobi l e.i df i | SYN Att ack SYN -> SYN-ACK -> RST rej ect
. . . SYNPAK retransmit with different .
94.197.121. 218 |United Ki ngdom|147.237.77.216 |dover.idf.il Bad TCP sequence vi ndow scal e noni t or 2
37.26.147.222 |lIsrael 147.237.0.34  |tikshuv.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or
5.22.130. 75 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Invalid ACK nunber noni t or
Sreamng Engine: TCP Invalid i i ssi
66.249.75.226 |lnited Sates  |147.237.76.86 |navy.idf.il 9 =9 Invalid segnent retransmssion. |, 2
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i Ssi
54.167.183. 116 |Wnited Sates |147.237. 72. 166 |aka i df .l g =g Invalid segnent retransmssion. |y 2
Ret ransm ssi on Packet dr opped.
2.52.41. 143 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 2
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
109. 253. 220. 117|I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 157
66.249.64.233 |[Lhited Sates [147.237.77.216|dover.idf.il Mil tipl e Uhaut hori zed URL Access from 66. 249. 64. 233 B ock 9
2.52.41.143 I srael 147.237.0.19 |nmadi matal . i df.i|Suspicious Response Code B ock 9
79.177.145.82 |lsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 3
2.52.41.143 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
79.178.218.134 [Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
109. 253. 138. 14 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode Bl ock 3
66.249.64.190 |[Lhited Sates [147.237.72.166aka.idf.il Mil tipl e Uhaut hori zed URL Access from 66. 249. 64. 190 B ock 2
79.177.145.82  |israel 147.237.77. 243 |nobi | e. i df . i | :;;ultg?rc;fz_??/tg‘eggfﬁsemgtes“istch” sdocunent s/ 1071 Bl ock 2
41.230.14.223 [Tunisia 147.237.76.200|ei tan. aka. i df . i | [Mil tipl e Unaut hori zed URL Access from 41.230. 14. 223 B ock 2
66.249.64.61  |Lhited Sates [147.237.76.42 |refuah.idf.il ﬂ?gtzg;’_”?g_efzﬁ‘pgcjzz;ﬁi | es/ 412254, pg Bl ock 1
203.133. 171. 34 Ok‘f’rea* Republic 1147 237, 72. 156 |aman. i df i | Uhaut hori zed LRL Access to list.ips.gov. i/ nudiin/defaul t.aspx B ock 1
31.168.101. 163 |[Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx B ock 1
41.230.14.223 |Tunisia 147.237.76.200|ei tan. aka. i df . i | |nknown Paraneter tab in wan ei tan. aka.idf.il/938-he/eitan. aspx None 1
213. 8.204. 24 | srael 147.237.76.86 |navy.idf.il Dstributed PHP At tenpt B ock 1
193.225.36.84 |Hungary 147.237.77. 216 |dover.i df .i | Uhaut hori zed LRL Access to waw idf.il/idf_in pictures/hasata/thunb.jpg [B ock 1
94.23.38. 15 France 147.237.76.200|ei tan. aka. i df . i | |Lnaut hori zed URL Access to eitan. aka.idf.il/wo/wp-adnin/ Bl ock 1
37.26.146.229 |lsrael 147.237.72. 156 |anan. i df . i | SSL Uhtraceabl e Connection - Qpen Mde None 1
207.46.13.70  |wnited Sates [147.237.77.176 |nmat pash. i df.il |Wauthorized URL Access to 147.237.77. 176/ B ock 1
124.193.211.11 [China 147.237.77.216|dover . i df . i | Untraceabl e SSL Sessi ons: (pen Mde None 1
41.230.14.223 |Tunisia 147.237.77.216|dover. i df . i | Mil ti pl e Unaut hori zed URL Access from 41. 230. 14. 223 B ock 1
213. 8. 204. 24 I srael 147.237.76.86 |navy.idf.il Ml tipl e Unaut horized URL Access from 213. 8. 204. 24 B ock 1
195. 154. 252. 118|France 147.237.76.200|ei tan. aka. i df . i | |PHP Attenpt Bl ock 1
94. 26. 140. 150 :Z::I”ion 147.237.77. 216 |dover . i df . i | Lhaut hori zed Request Content Type text/htni B ock 1
37.247.54.2 Italy 147.237.76.200|ei t an. aka. i df . i | [Uhaut hori zed URL Access to eitan. aka.idf.il/ol d/ wo-admn/ B ock 1
207.241.237. 223|Wnited Sates |147.237.72.166|aka.idf.il Unknown Paraneter docid in aka.idf.il/ituriniasp/displ ayonesol dier.asp |None 1
149. 88. 201. 236 |l srael 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to ww i df.il/894-he B ock 1
213. 8. 204. 24 I srael 147.237.77. 170 [maar achot . i df . i | [PHP Attenpt B ock 1
41.230.14.223 |Tunisia 147.237.77.233|atal .idf.il Mil ti pl e Unaut hori zed URL Access from 41. 230. 14. 223 Bl ock 1
195. 154. 252, 118|France 147.237.76. 200 |ei tan. aka. i df . i mu;hto;ilzaii?}_fff\ffcérz ent/ pl i rs e i ves php B ock 1
Russi an ] ) Lhau_t hori_ zed URL A(_:cess to ‘ _
94. 26. 140. 150 Federat i on 147.237.77.216|dover. i df . i | VAN § df .i1/sys-adm n-nessage_googl e_i s_not _our _friend_and_t he_nonop |B ock 1
ly rip-off _needs to be stopped
66. 249. 66. 23 Lhited Sates [147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1250- he/ at al . aspx B ock 1
208.115.113.89 |[hited Sates [147.237.77.216|dover.idf.il Parameter Type Mol ation SortDr in v idf.il/1065- en/ dover. aspx B ock
184. 105. 247. 195|Wnited Sates [147.237.77.216|dover.idf .il Distributed Unaut hori zed URL Access on 147.237. 77. 216/ B ock
83. 166. 234. 6 :Zg::tnim 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to 147.237.77.216/ B ock 1
213. 8. 204. 24 I srael 147.237.77. 170 [maar achot . i df . i | [Unaut hori zed URL Access to maarachot. i df.il/xmrpc. php B ock 1
66. 249. 64. 51 Uited Sates [147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ robot s. t xt B ock 1
199.30.25.142 |Uhited Sates |147.237.77.216|dover.idf.il D stributed Lhaut hori zed URL Access on waw i df.il/error. htm B ock 1
24.138.71.52 Canada 147.237.77.216|dover. i df . i | Uhaut hori zed URL Access to waw i df.il/anan B ock 1
66.249.73.227 |lhited Sates [147.237.77. 176 |nat pash. i df . i | m“é:g(;rti'fz‘fj_ iLﬂ_siA;_Cs?So?atgglfi | es/ 8 4538, Bock |1
41.230.14.223 |Tunisia 147.237.76.200|ei tan. aka. i df . i | |nknown Paraneter SortOr in waw eitan. aka.idf.il/1103-en/eitan. aspx  |None
208.115.113.89 [lnited Sates |147.237.77.216|dover.idf.il Paraneter Type Mol ation SortDr in wwidf.il/1384-he/ dover.aspx B ock
192.115.248.2 |Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1136- he/ at al . aspx Bl ock 1
85. 233. 160. 38 Eiqir:gegom 147.237.76.200|ei tan. aka. i df . i | [Uhaut hori zed URL Access to eitan. aka.idf.il/bl og/ wp-adm n/ B ock 1
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