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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site Signature Device Action Count
81. 218. 65. 210 | srael 147.237.77. 216 dover.idf.il Bl ock_Ulp Al _Nets drop 3
134. 147. 203. 115 Ger many 147.237.72. 156 anan.idf.il B ock Np Al _Net dr op 2
74.82. 47. 54 Lhited Sates 147.237. 8. 28 e. nobi | e-ks.idf.il Bl ock Udp All Nets drop 1
184. 105. 139. 120 Lhited Sates 147. 237. 77. 234 hal ag.idf.il Block Np Al Net drop 1
184. 105. 139. 68 Lhited Sates 147.237.77. 233 atal.idf.il B ock Np Al _Net dr op 1
185. 130. 5. 224 147. 237. 77. 227 e. hanaz. i df .i| Block Udp Al Nets drop 1
184. 105. 139. 88 Lhited Sates 147.237. 8. 46 e. chinuch.idf.il Block Np Al _Net drop 1
184. 105. 139. 124 Lhited Sates 147.237.77. 176 nat pash. i df .i | B ock Np Al _Net dr op 1
184. 105. 139. 72 Lhited Sates 147. 237. 8. 27 e nadi matal .idf.il Block Np All Net drop 1
184. 105. 139. 88 Lhited Sates 147.237.77.212 e.dover.idf.il B ock Np Al Net dr op 1
185. 130. 5. 224 147.237. 8. 14 e.orchot.idf.il Bl ock Udp All _Nets drop 1
184. 105. 139. 80 Lhited Sates 147.237.0. 34 tikshuv.idf.il Block Np Al Net drop 1
184. 105. 139. 88 Lhited Sates 147. 237.77. 216 dover.idf.il Block Np Al Net drop 1
184. 105. 139. 68 Lhited Sates 147.237.72. 156 anan.idf.il B ock Np Al _Net dr op 1
185. 130. 5. 224 147.237.72. 167 i shurimaka.idf.il Bl ock Udp All Nets drop 1
184. 105. 139. 84 Lhited Sates 147.237.77. 227 e. hanaz. i of .i | Block Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site ‘Sgnature Devi ce Action |Count
134, 191. 232. 70 I srael 147.237.0. 34 ti kshuv.idf.il |Cl1000138: HITP. prefix 1.01 in the URL B ock 4
134. 191. 232. 69 I srael 147.237.0. 34 tikshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 2
66. 249. 66. 187 | srael 147.237.0. 34 tikshuv.idf.il [Cl000138: HITP. prefix 1.01 in the LR Bl ock 1
106. 120. 173. 159  |Chi na 147.237.77.233 |atal .idf.il C1000071: HTTP. User Agent Sogou-+web+spi der B ock 1
207. 46. 13. 70 Lhited Sates 147.237.0. 34 tikshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 1
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|Top Attackers In |D|

A tacker

A tacker

Addr ess Target Address ount ry ‘S’te ‘Signature ‘Count‘
195. 34. 150. 18 |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
104.192.0.19 |147.237.0.16 |Lhited Sates |ny-kosher-kravi.idf.il |ET SCAN Potential VNC Scan 5900- 5920 1
94.103.148. 99 [147.237.0.33 [Netherl ands idf.il ET SCAN Potential SSH Scan 1
94.102. 48. 193 |147.237. 77. 216 |Net her| ands dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
94.102. 48.193 |147.237.77. 74 |Netherl ands lawidf.il ET SCAN Potential VNC Scan 5900- 5920 1
212.83.163. 128 |147. 237. 76. 198 |France e.yohal an.idf.il ET SCAN NVAP -sS w ndow 1024 1
194. 187. 249. 70 [147. 237. 0. 200 |Eur ope mdu. i df il ET SCAN NVAP -sS w ndow 1024 1
104.192.0.20 [147.237.76.42 |Wwited Sates |refuah.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
104.192.0.19 |147.237.0.35 |lhited Sates [akaws.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
104. 45. 210. 69 [147.237.76.202|Wited Sates |e.halag.idf.il ET SCAN NMAP -sS wi ndow 4096 1
94.103.148.99 [147.237.0.19 |Netherl ands madi matal .idf.il ET SCAN Potential SSH Scan 1
94, 102. 48. 193 [147. 237. 77. 170 |Net her | ands maar achot . i df . i | ET SCAN NMAP -sS wi ndow 1024 1
1 34 53 121 147 237.0.33 | Tai van il ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1

Potential Scan or Brute Force

_ L SERVER- APACHE Apache nmod_ssl non-SSL connection to SSL port

113.76.90. 223 |147.237.76.42 |China refuah.idf.il . . 1

deni al of service attenpt
104.192.0.20 |147.237.0.35 |lhited Sates [akaws.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address [Ste Signature Action ‘Count
Syrian Arab s .
178.52.70. 179 Republ i ¢ 147.237.77. 216 |dover.idf. il Bad TCP sequence Invalid ACK nunber alert 65
Syrian Arab R . .
178.52. 70. 179 Republ i ¢ 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d ACK nunber moni tor |65
Sreaning BEngine: TCP Invalid i i sSi
41.230.14.223 |[Tunisia 147.237.76. 200 [ei tan. aka i df .| 9 =g Invalid segnent retransmssion. |, . 42
Ret r ansmi ssi on Packet dr opped.

. . e SN retransmit wth different .
41.230.14.223 |[Tunisia 147.237.0.34  [tikshuv.idf.il Bad TCP sequence i ndow scal @ moni tor |30
2.54.63. 165 | srael 147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 6

Russi an S Sreamng Engi ne: TCP Inval i d|invalid segnent retransnission.
141.8.132. 112 Federat i on 147.237.72. 166 |aka.idf.il Ret 1 ansni ssi on Packet dr opped. drop 6
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
Sreaming Engine: TCP Invalid i i ssi
66.249. 64.190 |Uited Sates  |147. 237.72. 166 |aka i dof il 9 =g Invalid segnent retransmssion. |, 4
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
2.54.22. 32 I srael 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. |, 3
Ret ransm ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
41.230.14.223 |Tunisia 147. 237.72. 166 |aka. i of .11 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
46.19.85.202  |israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. | 3
Ret ransm ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
109. 64. 130. 158 |Israel 147. 237.72. 166 |aka. i of .11 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
46. 19. 86. 10 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence Invalid ACK nunber nonitor |3
177. 230. 217. 184|Mexi co 147.237.0.33 [idf.il drop drop 2
91.200.12.7 Wkrai ne 147.237.77.74 |lawidf.il drop SAMrul e drop 2
177. 230. 217. 184|Mexi co 147.237.0.35 |akaws.idf.il drop drop 2
91.200.12.7 kr ai ne 147.237. 77. 216 |dover.idf .i | drop SAMrule drop 2
37.46.41. 103 I srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d ACK nunber moni tor |2
114. 109. 243. 129|Thai | and 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber nonitor |2
Sreaning BEngine: TCP Invalid i i sSi
157.55.39.91  |Wited Sates  |147.237.76. 200 |ei tan. aka. i df.il 9 =g Invalid segnent retransmssion. |, . 2
Ret r ansmi ssi on Packet dropped.
178. 137. 209. 205|kr ai ne 147.237.76.86 [navy.idf.il dr op SAMrul e drop
89. 248. 160. 132 |Net her| ands 147.237.77. 235 |sviva.idf .il SYN Attack SYN -> SYN-ACK -> Tineout |reject
216. 218. 206. 107|Whited Sates  |147. 237.76. 196 |e. sviva.i df .il Geo-1 ocation enf or cenent Sﬁ?;)Ir(cJZilrfn I nbound drop 1
89. 248. 160. 132 |Net her | ands 147.237.8.24 |elifestyle idf.il Geo- | ocati on enf or cenent Geo-| ocati on i nbound drop 1
enf or cenent
195. 62. 53. 168 R‘Sf:;”ion 147.237.76.38 |e.e.neitav.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
52.28.32. 164 Lhited Sates 147.237. 76. 148 |gqcent er. aka. i df . i | drop drop 1
106. 38. 241. 106 |Chi na 147.237. 77. 176 |nat pash. i df . i | drop SAMrule drop 1
89. 248. 160. 132 |Net her| ands 147.237.76. 202 |e.hal ag.i df .1 Geo- 1 ocati on enf or cenent gﬁ?;)'rsgi'nfn I nbound drop 1
216.218.206.83 |lhited Sates  |147.237.0.200 |rdu.idf.il Geo- | ocati on enf or cenent Geo-| ocati on i nbound drop 1
enf or cenent
77.125. 2. 220 I srael 147.237.77. 216 |dover.idf .il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
182. 50. 130. 133 |9 ngapor e 147.237.77. 216 |dover.idf.il dr op SAMrul e drop
52.28. 32. 164 Lhited Sates 147.237.0.15  |kosher-kravi.idf.il SYN At ack SYN -> SYN-ACK -> Tineout |reject
Russi an sl SYNtACXK retransmt wth .
141.8.132.78 erati on 147.237.77. 216 |dover.i df .i Bad TCP sequence different vindow scal e nonitor |1
216.218.206. 120|thited Sates  |147.237.0.33 |idf.il drop drop 1
89.248. 160. 132 |Net herl ands 147.237.8.28 |e.nobile-ks.idf.il Geo-1 ocati on enf or cenent Sﬁ?;)Ir(cJZilrfn I nbound drop 1
207. 46. 13. 62 Lhited Sates 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Tineout |reject 1
106. 38. 241. 106 |Chi na 147.237.77. 233 |atal .idf.il drop SAMrule drop 1
89. 248. 160. 132 |Net her| ands 147.237.77.19 |lawforumidf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
216.218.206.88 |Lhited Sates 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
89. 139. 157. 230 |l srael 147.237. 72. 156 |anan. i df . i SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
184. 105. 139. 115|Uhited Sates 147.237.77. 233 |atal .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
52.28.32. 164 Lhited Sates 147.237.0.16  |ny-kosher-kravi.idf.il |SYN At tack SYN -> SYN-ACK -> Tinmeout |[reject 1
5.22.131.3 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
89. 248. 160. 132 |Net her| ands 147.237.8.50 |e.tikshuv.idf.il Geo- | ocati on enf or cenent Geo-I ocat i on i nbound drop 1
enf or cenent
74.82.47.14 Lhited Sates  |147.237.77.226 :“’“WCha"atz'aka' tdf-T lsyN At ack SYN -> SYN-ACK -> RST rej ect 1
89. 248. 160. 132 |Net her| ands 147.237.77. 121 |e. navy. i df . i Geo- | ocati on enf or cenent Geo-I ocat i on i nbound drop 1
enf or cenent
216.218. 206. 88 |lhited Sates 147.237. 76. 148 |gqcent er. aka. i df .i | drop drop 1
89. 248. 160. 132 |Net her| ands 147.237.0.33 [idf.il drop drop 1
184.105. 247. 243|Wnited Sates  [147.237.8.27 |e.radimata.icf.il  |Geo-1ocation enforcenent Sﬁ?;ggﬁ:nton I nbound drop 1
52.28.32.164  |lWited Sates  |147.237.0.17 ]["I”Iy kosher-kravi-id oy At ack SYN -> SYN-ACK -> Tineout |reject 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
66.249.64.233 |Wited Sates 147.237.77.216|dover. i df . il Mil tipl e Unhaut horized URL Access from 66. 249. 64. 233 B ock 17
41.230.14.223 |Tunisia 147.237.77.216|dover . i df . il Mil tipl e Unaut horized URL Access from 41. 230. 14. 223 B ock 7
66.249.64.190 |lnited Sates  [147.237.72.166|aka.idf .il Ml tipl e Unaut hori zed URL Access from 66. 249. 64. 190 B ock 6
79.176.55.240 |lsrael 147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to waw navy. i df.il/xmrpc. php B ock 3
79.176.55.240 |Israel 147.237.76.86 |[navy.idf.il Distributed PP Attenpt B ock 3
41.230.14.223 |Tunisia 147.237.76.200ei tan. aka. i df .il |Miltiple Unauthorized URL Access from 41.230. 14. 223 B ock 2
41.230.14.223 |Tunisia 147.237.0.15 |kosher-kravi .idf.i[Miltipl e Unaut horized URL Access from 41. 230. 14. 223 B ock 2
’ . . Unaut hori zed URL Access to
17.142.159. 148 |lhited Sates  |147.237.72. 156 |aman. i df .i | e Jidf.i1/appl e-app-si te-associ ati on Bl ock 2
41.230.14.223 |[Tunisia 147.237.77. 216 |dover.i df . il Lhaut hori zed URL Access to waw i df.il/inages/ 1. en/error. png) Bl ock 1
. . . . Unknown Paraneter searchText in
41.230.14.223 |Tunisia 147.237.76. 200 ei tan. aka. idf i1 0 o T i1/ 1001- en ei tan. aspx None 1
198.71.226.42 |lnited Sates |147.237.76.200|eitan. aka.idf.i| [Uhauthorized URL Access to eitan. aka.idf.il/wp-admn/ B ock 1
134.0.11.15 Spai n 147.237.76.200|ei tan. aka. i df .i| [Uhauthorized URL Access to eitan. aka.idf.il/test/wp-admn/ B ock 1
24.184.188.136 |[lLhited Sates [147.237.77.216|dover.idf.il Uhaut hori zed URL Access to v idf.il/error. htm B ock 1
66. 249. 66. 64 Uited Sates 147.237.77.233|atal i df.il UWnaut hori zed URL Access to waw atal .idf.il/1130-he/1 NADMDUN TN 8 ock 1
aspx. NP'UDAN
Russi an . . Dstributed Paraneter Type Mol ation on
217.118.78.94 Federation 147.237.77. 216 [dover . i df . i | vy i df . i | /tenpl at es/ sendt of ri end/ sendt of ri end. aspx par aneter | Bl ock !
o . . . Unhknown Par anet er searchText in
41.230.14.223 |[Tunisia 147.237.76.200ei tan. aka. idf . il | e i df . i1/1086-en el tan. aspx None 1
177.230. 217. 184|Mexi co 147.237.0.34 |tikshuv.idf.il Lhaut hori zed URL Access to /tnunbl ock. cgi B ock 1
103. 41. 177. 26 147.237.76.86 |navy.idf.il Abnormal |y Long Request request version B ock 1
50.177.155.231 [lnited Sates  [147.237.77.216|dover.idf .il Unaut hori zed URL Access to waw i df . i|/894-en/i df gdover. aspx B ock 1
. . . . Unknown Paraneter searchText in
41.230.14.223 |Tunisia 147.237.76. 200 ei tan. aka. idf . i1 0 o T i1/ 1002-en ei tan. aspx None 1
207.241.229. 151|nited Sates  [147.237.72.166|aka. i df .i | Uhaut hori zed URL Access to aka.idf.il/eitan/pratinipirteykatava B ock 1
149.78.182. 199 |Israel 147.237.72. 166 |aka. i df . i | SSL Unhtraceabl e Connection - Cpen Mde None 1
24.215.169.59 |[hited Sates  [147.237.77.216|dover.idf.il SSL Wntraceabl e Connection - Qoen Mde None 1
66. 249. 66. 125 |United Sates 147.237.77.233|atal i df.i| UWnaut hori zed URL Access to waw atal .idf.il/1074-he/ 1 NADIDUN FN 8 ock 1
aspx. NP'UDALN
. . . . Unknown Par aneter searchText in
41.230.14.223 |Tunisia 147.237.76. 200 |ei tan. aka. idf . i1 [ oo T i1/ 1149-en i tan. aspx None 1
o . . . Unaut hori zed URL Access to
41.230.14.223 [Tunisia 147.237.76.200|ei tan. aka. i df . i | citan. aka i df i1/t enpl at es/ opcenet ery/ opcenet ery. aspx B ock 1
188. 165. 204. 224 |France 147.237.76.200|ei tan. aka. i df .i| [Uauthorized UR. Access to eitan. aka.idf.il/wordpress/ wo-adnn/ B ock 1
103. 41. 177. 26 147.237.76.86 |[navy.idf.il Ilegal HITP Version instanceof HMHE enent B ock 1
62.210.178. 179 |France 147.237.77. 216 |dover.i df . il Lhaut hori zed URL Access to ww i df.il/newsite/english/nain. asp Bl ock 1
213. 8.204. 24 | srael 147.237.76.42 |refuah.idf.il Dstributed PHP At enpt B ock 1
o . . . Unknown Par aneter searchText in
41.230.14.223 |[Tunisia 147.237.76.200|ei tan. aka. i df . i | voww ei tan. aka i df .1/ 1028-en/ ei t an. aspx None 1
149.78.248.83 |l srael 147.237.72. 166 |aka. i df . i | thknown Paraneter VI EVBTATEENCRYPTED in None 1
wwy aka. i df . i |/ mai n/ sachar/ nai | box. aspx
40.77.167. 61 Uhited Sates  |147.237.77.216|dover.idf.il Unaut hori zed URL Access to vww i df.il/atal 1/izkor/vi ew text.asp B ock 1
68.180. 228. 175 |lhited Sates  |147.237.77.74 |lawidf.il tnaut hori zed URL Access to Bl ock 1
W, mag. i df . i |/ consol e/ cor e/ doc_ngr/ doc_ngr. asp
o . . . Unhknown Paraneter searchText in
41.230.14.223 [Tunisia 147.237.76.200|ei tan. aka. i df . i | vuww ei tan. aka. i df . i 1/ 999- enV ei t an, aspx None 1
41.230.14.223 |[Tunisia 147.237.76.200 [ei tan. aka. i df i1 [Jknown Parameter PageNumin None 1
wan ei tan. aka. i df . i | /938-en/ ei t an. aspx
197. 35. 225. 175 |Egypt 147.237.77.74 |lawidf .il D stributed PHP Attenpt B ock 1
103. 41. 177. 26 147.237.76.86 |navy.idf.il Unaut hori zed URL Access to waw navy. idf.il/).htm( B ock
213. 8.204. 24 | srael 147.237.76.42 |refuah.idf.il Mil tiple Unaut hori zed URL Access from 213. 8. 204. 24 B ock
o . . . Unhknown Paraneter searchText in
41.230.14.223 |[Tunisia 147.237.76.200|ei tan. aka. i df . i | voww ei tan. aka | df . 1/ 1084-en/ ei t an. aspx None 1
177. 230. 217. 184|Mexi co 147.237.0.15 |kosher-kravi . i df . i|Unhaut hori zed URL Access to /tnunbl ock. cgi Bl ock 1
. . . . Unknown Paraneter SearchText in
41.230.14.223 |Tunisia 147.237.76. 200 ei tan. aka. idf . i1 | o i1/ 938 en el tan. aspx None 1
197. 35. 225. 175 |Egypt 147.237.77.74 [lawidf.il Ostributed Unaut hori zed URL Access on waw |l awidf.il/xmrpc.php  |B ock 1
. . . S Untraceabl e Gonnection - Protocol violation
113. 76.90. 223  |China 147.237.76.42 |refuah.idf.il (SSL_OONN QLI ENT FELLO) None 1
Russi an . . Dstributed Paraneter Type Mol ation on
217.118.78. 94 Federation 147.237.77. 216 dover . i df . i | v i df. i | /tenpl at es/ sendt of ri end/ sendt of ri end. aspx paraneter f Bl ock !
. . . . Unknown Par anet er searchText in
41.230.14.223 |Tunisia 147.237.76. 200 ei tan. aka. idf i1 [ o T i1/ 1085 en ei tan. aspx None 1
177. 230. 217. 184 |Mexi co 147.237.0.19 |[madimatal .idf.il |Unhauthorized URL Access to /tmunbl ock. cgi B ock 1
41.230.14.223 |[Tunisia 147.237.0.15  |kosher-kravi . i df . j|1authorized URL Access to Bl ock 1

kosher -kravi . i df .i|/tenpl at es/ news/ news. i n. aspx
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