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I 66. 249. 64. 233
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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address Site Signature Device Action

81. 218. 65. 210 | srael 147.237.77. 216 dover.idf.il ock Wp Al _Nets drop 3
134. 147. 203. 115 Ger many 147.237.76. 177 ncore.idf.il |Bock Np All_Net dr op 2
134.147. 203. 115 Ger nany 147.237.77. 205 prisha.idf.il |Block Np All Net drop 2
54.72.182. 187 Irel and 147.237.77. 216 dover.idf.il |Bock Wip All Nets drop 1
66. 249. 64. 190 | srael 147.237.72. 166 aka.idf.il HTTP- M sc- BadBl ue-Di r - Trave- 2 dest - r eset 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site ‘Sgnature Devi ce Action |Count
176.13.12. 55 I srael 147.237.0. 34 ti kshuv.idf.il |Cl1000138: HITP. prefix 1.01 in the URL B ock 1
207. 46. 13. 70 Lhited Sates 147.237.0. 34 tikshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 1
66. 249. 66. 187 | srael 147.237.0. 34 tikshuv.idf.il [Cl000138: HITP. prefix 1.01 in the LR Bl ock 1
106. 120. 173. 159  |Chi na 147.237.77.233 |atal .idf.il C1000071: HTTP. User Agent Sogou-+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
66. 249. 64. 34 147.237.76.42 |Whited Sates (refuah.idf.il ET SCAN NVAP -sA (2) 2
196. 47.173.21 |147.237.76.38 |Qte DIvoire [e.e.neitav.idf.il [ET SCAN NMAP -sS w ndow 2048 1
177.158.21. 202 |147.237.0.33 |[Razil idf.il ET SCAN NMAP -sS wi ndow 2048 1
106. 240. 247. 42 |147. 237. 76. 86 ok‘f’rea Republ i C | vy o i ET SCAN Potential SSH Scan 1
85. 93. 5. 65 147. 237. 77. 233 |Ger many atal.idf.il ET SCAN Potential SSH Scan 1
52.87.243.150 |147.237.76.148|lhited Sates |gocenter.aka idf.i|[ET SCAN NVAP -sS wi ndow 1024 1
196. 47.173.21 |147.237.76.38 |Qte DIvoire [e.e.nmeitav.idf.il [ET SCAN NMAP -sS w ndow 3072 1
196.47.173.21 [147.237.76.38 |@te Dlvoire |e.eneitav.idf.il |[ET SCAN NVAP -f -sS 1
191100, 40.47 1147 237 76.30 |col onbi & hivmsh i df i ET SCAN Behavi oral Lhusual Iy fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
177.158. 21. 202 |147.237.0.33 |Bazil idf.il ET SCAN NVAP -f -sS 1
104. 128. 144. 131|147. 237.8. 24 |Canada elifestyle.idf.il |ET SCAN NVAP -sS w ndow 3072 1
218. 246.0. 97 147. 237. 77. 235 |Chi na sviva.idf.il ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address

dte

Signature

Devi ce

Country

Action

Russi an o Sreaning Engine: TCP Invalid|invalid segrent retransmission.
141.8.132. 112 rat i on 147. 237. 72. 166 |aka.i df . | Ret 18NS SSi o Packet. dr opped. drop 9
64.19.78.243  |Wited Sates |147.237.76.44 |e.refuah.idf.il Geo- 1 ocati on enf or cenent Geo-I ocat i on i nbound drop 8
enf or cenent
Sreaning BEngine: TCP Invalid i i SSi
66.249.64.190 |lnited Sates |147.237.72.166 |aka.idf.il 9 =g Inval id segnent retransmssion. |, 8
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
41.230.14.223 |Tunisia 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. |, 6
Ret ransmi ssi on Packet dropped.
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SWN drop 6
s SN retransmit wth different )
217.160. 167. 198|Ger nmany 147. 237. 72. 166 |aka.i df . | Bad TCP sequence wi ndow scal e nonitor |6
Sreaning Engine: TQP Invalid i i Ssi
199.30.25.139 |Wited Sates |147. 237. 76. 200 [ei tan. aka i df .i | g =g Invalid segnent retransmssion. | 4
Ret r ansm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
80.179.9. 7 I'srael 147.237.72. 166 |aka i df .i 9 =g Invalid segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dropped.
141.8.132.78 RJSIS::t”ion 147. 237. 77. 216 |dover . i of . i | SYN At t ack SYN -> SYN-ACK -> Timeout |reject 2
46. 19. 85. 102 I srael 147.237.76. 42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect
208.115.113.89 [lWnited Sates |147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
184.105. 139. 100|thited Sates [147.237.76.34 |yohalan.idf.il drop drop 1
74.82. 47.56 Lhited Sates |147.237.77.227|e. haraz. i f . Geo- | ocati on enf or cenent Geo-I ocat i on i nbound drop 1
enf or cenent
184. 105. 247. 244|nited Sates  [147.237.72. 217 e i df i1 Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
141.212. 122. 244|Wited Sates  |147.237.0.17 ;”I"Iy kosher-kravi. 1d oy At t ack SYN -> SYN-ACK -> RST rej ect 1
94.102. 48. 193  |Net her| ands 147.237.0.35 |akaws.idf.il drop SAMrul e drop 1
184.105. 139. 102|thited Sates  [147. 237. 72. 156 [anan. i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 1
Russi an R SYNtACK retransmt wth .
141.8.132.78 rat i on 147. 237. 77. 216 |dover. i df .i | Bad TCP sequence g fferent Wi ndow scal & nonitor |1
184. 105. 247. 251 |Uhited Sates [147.237.77.74 |[lawidf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 250|Uhited Sates [147.237.8.45 |e.eitan.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
106. 38.241. 106 |Chi na 147. 237. 72. 166 |aka.i df .i | dr op SAMrul e drop 1
216.218.206.96 |Lhited Sates |147.237.76. 199 |e. nakchal .idf. il Geo- 1 ocati on enf or cenent gi?olrzgii'nfn  nbound drop 1
184.105. 139. 111|Uhited Sates |147.237.0.15 |kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
84.94. 32. 197 I srael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence I'nval i d AGK nunber alert 1
37.26.148.224 |israel 147. 237. 77. 216 |dover. i df .i | Bad TCP sequence I'nval i d ACK nunber nonitor |1
Russi an ) R . Geo- | ocati on i nbound
195. 62. 53. 168 eration 147. 237. 76. 197 |e. hi nush. i df . i | Geo-| ocati on enf or cenment enf or cenent drop 1
146. 185. 239, 102|SS! an 147.237.8.27 |emadimatal.idf.il  |Geo-1ocation enfor cement Geo-1 ocati on i nbound drop 1
Federati on enf or cenent
106. 38. 241. 106 |Chi na 147.237.77.176 [nat pash.idf.il dr op SAMrul e drop 1
184. 105. 139. 124|Wnited Sates  [147.237. 76. 202 |e. hal ag. i of .i Geo- | ocati on enf or cenent Sﬁfolzgi'mo” i nbound drop 1
141.212.122. 232|Uhited Sates [147.237.77. 243 |mobile.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
84.94. 32. 197 I srael 147.237.77. 216 |dover. i df . i1 Bad TCP sequence I'nval i d AGK nunber nonitor |1
37.46. 41. 103 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
184.105. 139. 100|Uhited Sates [147.237.0.16 |ny-kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
106. 38.241. 106 |Chi na 147.237.77. 233 |atal .idf il dr op SAMrul e drop 1
74.82.47.26 Lhited Sates |147.237.76.196 |e.sviva idf.il Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
184, 105. 247. 239|Uhited Sates |147.237.0.15  |kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212. 122. 235|wnited Sates  [147.237. 76. 202 |e. hal ag. i of .i Geo- | ocati on enf or cenent Sﬁfolzgi'mo” i nbound drop 1
94.102.48.193  |Net herl ands 147.237.0.15  |kosher-kravi.idf.il drop SAMrul e drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
41.230.14.223 [Tunisia 147.237.77. 216 |dover. i df . i | Uhaut hori zed URL Access to wanidf.il/error.htm B ock 7
213.111.233.25 |Wkraine 147.237.72. 166 |aka. i df . i | Dstributed PHP Attenpt B ock 6
66.249.64.233 |Lnited Sates [147.237.77.216]|dover.idf .il Ml tipl e Unaut hori zed URL Access from 66. 249. 64. 233 Bl ock 6
213.111. 233.25 |Wkraine 147.237.72. 166 |aka. i df . i | Mil tipl e Uhaut horized URL Access from 213.111. 233.25 B ock 5
66.249.64.190 |lLnited Sates [147.237.72.166|aka.idf.il Mil tipl e Unhaut hori zed URL Access from 66. 249. 64. 190 Bl ock 3
Unhaut hori zed URL Access to
o . . waw aka. i df.i |/ mai n/ gi yus/ https:/ww f acebook. cond nei t avi df & dt h
41.230.14.223  |Tunisia 147.237.72. 166 [aka. i df . i | =338&hei ght =315&show f aces=f al se&col or schene=l i ght &t r ean¥t r ue Bl ock 3
&how bor der =f al se&header =f al se
73.22.155. 10 Uited Sates |147.237.77.216|dover.idf.il Uhaut hori zed LRL Access to ww i df.il/newsitel english/ Bl ock
41.230.14.223 |Tunisia 147.237.72. 166 [aka. i df . i | Mil tipl e Unauthorized URL Access from 41. 230. 14. 223 Bl ock
185.24.76.136 |Israel 147.237.77.74 |lawidf.il D stributed Unauthori zed LRL Access on w | aw i df.il/xmrpc. php B ock
Russi an . . Paraneter Type Molation f in
92.37. 203. 100 Federation 147.237.77. 216 dover . i df . i | viwy i df . i |/t enpl at es/ sendt of ri end/ sendt of ri end. aspx Bl ock !
213. 8.204. 24 | srael 147.237.76.31 |nakchal .idf.il Dstributed PHP Attenpt B ock 1
. ny- kosher -kravi .id .
184.105. 139. 68 |Lhited Sates |147.237.0.16 fil Unaut hori zed URL Access to 147.237.0. 16/ B ock 1
68.180. 228. 112 [United Sates |147.237.77. 216 |dover. i df .i | Wnauthori zed UL Access to Bock |1
vwwy i df . i |/ hebrew or gani zat i on/ par at r ooper s
203. 133. 170. 162 Okfre& Republicly 47 237.77. 216 |dover . i df . i | SSL Uhtraceabl e Connection - Cpen Mode None 1
Russi an . . Parameter Type Molation | in
92. 37.203. 100 Federati on 147.237.77. 216 [dover . i df . i | ww i df . i1/t enpl at es/ sendt of ri end/ sendt of ri end. aspx Bl ock !
66.249.64.190 |[wnited Sates |147.237.72.166|aka.idf.il Uhknown Paranmeter Do in ww aka.idf.il/giyus/ general /defaul t.asp None 1
213. 8. 204. 24 I srael 147.237.76.31 |nakchal .idf.il Uhaut hori zed URL Access to waw nakhal .idf.il/xmrpc. php Bl ock 1
185.24.76.136 |Israel 147.237.76.42 |refuah.idf.il PHP Att enpt B ock 1
213.111.233.25 |Wkraine 147.237.72. 166 |aka. i df . i | Uhaut hori zed LRL Access to waw aka.idf.il/main/giyus/index. php B ock 1
207.46.13.5 Lhited Sates |147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ B ock 1
92.99.14. 14 ;"ﬁ:rt:tde:(ab 147.237.77. 216 |dover.idf .il Dstributed PHP Attenpt Bl ock 1
213. 8. 204. 24 I srael 147.237.77.74 [lawidf.il Dstributed PHP Attenpt Bl ock
185.24.76.136 |lIsrael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to wwu refua. atal .idf.il/xnrpc. php Bl ock
89.138. 106. 196 |[Israel 147.237.77.233|atal .idf.il Dstributed PHP Attenpt B ock 1
. . Ml tiple Unhtraceabl e SS. Sessi ons from217. 160. 167. 198 ( Prot ocol
217. 160. 167. 198|Ger nmany 147.237.72. 166 |aka. i df . i | viol ati on (SSL CONN APPLI CATI ON DATA EXCHANGE) ) None 1
213. 8.204. 24 | srael 147.237.72. 166 |aka. i df . i | Dstributed PHP Attenpt B ock 1
92.99.14. 14 ;Ertaetde:rab 147.237.77.216|dover.idf .i | D stributed Unauthorized URL Access on waw i df.il/xnirpc. php B ock 1
66.249.64.239 |Lhited Sates |147.237.76. 147 [chi nuch. aka. i df.il |Unauthorized URL Access to chinuch. aka.idf.il/404. htm B ock 1
213.8.204. 24 I srael 147.237.77.74 |lawidf.il Lhaut hori zed URL Access to www | aw i df.il/xnirpc. php B ock 1
185.24.76.136  |lsrael 147.237.77.74 [lawidf.il Dstributed PHP Attenpt Bl ock 1
89. 138. 106. 196 |[lIsrael 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to waw atal .idf.il/xnirpc. php Bl ock 1
213. 8.204. 24 | srael 147.237.72. 166 |aka. i df . i | Mil tipl e Uhaut horized URL Access from 213. 8. 204. 24 B ock 1
- . Uhtraceabl e SS. Sessions: Protocol violation
149.88.71.234 |lIsrael 147.237.72. 166 |aka. i df . i | (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 1
66. 249. 66. 65 Uhited Sates |147.237.77.74 (lawidf.il Unaut hori zed URL Access to waw nag. i df.il/164- 3952 B ock 1
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