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03-06-2016-03:04:04 to 03-06-2016-04:04:04

|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |Site |Signature |Device Action  |Count |
81. 218. 65. 210 | srael 147.237.77. 216 dover.idf.il ock Wp Al _Nets drop 3
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack forward 2
139. 162. 152. 84 Net her | ands 147.237. 76. 86 navy.idf.il Bl ock Udp Al Nets drop 1
54.72.182. 187 Irel and 147.237.77. 216 dover. i df.il Block Udp All Nets drop 1
184. 105. 247. 226 Lhited Sates 147.237.8. 24 elifestyle.idf.il|B ock Udp Al Nets drop 1
66. 240. 192. 138 Lhited Sates 147.237.77. 74 lawidf.il Bl ock_Ulp Al _Nets drop 1




03-06-2016-03:04:04 to 03-06-2016-04:04:04

|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site |S gnature Devi ce Action |Oount
176.13.12. 55 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the URL B ock 4
199. 58. 86. 206 Lhited Sates 147.237.72.166 |aka.idf.il C1000074: HITP. maj estic bot B ock 2
106. 120. 173. 159  |China 147.237.77.233 |atal .idf.il C1000071: HTTP. User Agent Sogou+web+spi der Bl ock 1
66. 249. 66. 187 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the URL B ock 1
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il CL000071: HTTP: User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.77.176 |nmatpash.idf.il [Cl000071: HTTP: User Agent Sogou+web+spi der Bl ock 1
106. 38. 241. 106 Chi na 147.237.77.233 |atal .idf.il C1000071: HTTP. User Agent Sogou+web+spi der B ock 1




03-06-2016-03:04:04 to 03-06-2016-04:04:04

|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

66. 102. 8. 243 147.237.77. 216 |United Sates |[dover.idf.il ET SCAN NVAP -sA (2) 4
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
190. 216. 146. 143|147. 237. 76. 199 |Chi | e e. nakchal .idf.il ET SCAN Potential SSH Scan 1
190. 216. 146. 143|147.237.76.30 [Qiile hi nush. i df . i ET SCAN Potential SSH Scan 1
94.102.48.193 |147.237.0.33 |Netherlands  [idf.il ET SCAN NVAP -sS wi ndow 1024 1
59. 45. 79. 117 147. 237. 77. 234 |Chi na hal ag. i df .il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.76. 38 |[China eeneitav.idf .il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.0. 200 |China . i df i | ET SCAN Potential SSH Scan 1
199. 101. 186. 238|147.237.0.19 |lhited Sates |[nadimatal.idf.il ET SCAN NVAP -sS w ndow 4096 1
190. 216. 146. 143|147. 237. 76. 176 Qi l e test.ncore.idf.il ET SCAN Potential SSH Scan 1
190. 82. 107, 106 1147, 237 76.30 |Gl e hivsh i df i | ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
94.102.48.193 |147.237.0.17 |Netherlands mny-kosher-kravi.idf.il [ET SCAN NVAP -sS w ndow 1024 1
61.240. 144. 64 |147.237.77.74 |China lawidf.il ET SCAN Potential VNC Scan 5900- 5920 1
59. 45. 79. 117 147. 237. 77. 233 |Chi na atal.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237.72. 217 |Chi na eidf.il ET SCAN Potential SSH Scan 1
218. 246. 0. 97 147.237.8.14 |China e.orchot.idf.il ET SCAN NMAP -sS wi ndow 1024 1
52.87.243.150 |147.237.76.86 |[Lhited Sates |navy.idf.il ET SCAN NVAP -sS w ndow 1024 1
198. 20. 69. 98 147.237.76. 148 |hited Sates [ggcenter.aka.idf.il ET DRCP Bshiel d B ock Listed Source 1




03-06-2016-03:04:04 to 03-06-2016-04:04:04

|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address |Ste Signature Action ‘Count
reamn ine: TCP Invali i i ssi

67.250.11.154 |lited Sates |147.237.77. 216 |dover.idf.il Streamng Engi ne: TGP alidinvalid segnent retransnissi on, drop 36
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

66.249.64.190 |lnited Sates |147.237.72.166 |aka idf. il 9 =9 Invalid segnent retransmssion. |, 10
Ret r ansni ssi on Packet dr opped.

172.56. 2. 38 Lhited Sates |147.237.77.216|dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect

106. 38. 241. 151 |Chi na 147.237.77. 216 |dover.idf.il dr op SAMrul e drop

212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop
Sreanming Engine: TCP Invalid i i SSi

89. 69. 120. 154  |Pol and 147. 237. 76. 200 |ei tan. aka.i of .| 9 =g Invalid segnent retransmssion. |, 4
Ret r ansni ssi on Packet dropped.

98.208. 239.205 |[Lhited Sates |147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect

46. 19. 86. 185 I srael 147. 237. 72. 166 |aka.i df . i1 SYN Attack SYN -> SYN-ACK -> RST rej ect
Sreaning Engine: TGP Invalid ' i ssi

84.228.197. 138 | srael 147. 237. 72. 166 |aka. i o . i 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.

46. 19. 86. 185 I srael 147.237.72.166 |aka. i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or

122.52.104.38  |Philippines 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |reject

141.8.132.78 RJSf;;”ion 147. 237. 77. 216 |dover. i of . i | SYN At t ack SYN -> SYN-ACK -> Timeout |reject 2

141.212.122. 230|thited Sates [147.237.77.61 |e cogat.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1

195. 62. 53. 168 R‘Sf:;”ion 147. 237. 72. 167 |i shuri maka. i df .| SYN At t ack SYN -> SYN-ACK -> RST rej ect 1

73.205.134. 118 |Lhited Sates |147.237.77. 216 |dover.idf. il Bad TCP sequence I'nval i d ACK nunber nonitor |1

2. 54, 38. 46 I srael 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 1

141.212.122. 251 |Uhited States |147.237.76.38 |e.e.neitav.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect

94.102.48.193 |Netherlands  |147.237.0.17 ][“I"Iy kosher-kravi.id |4 o SAMrule drop 1

197.231.221. 211 |Liberia 147.237.77. 216 |dover.idf.il D rectory Traversal directory traversal overflow noni t or 1

73.205.134.118 |lited Sates |[147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1

24.245.122. 129 |Whited Sates 147.237.76.42 |refuah.idf.il dr op First packet isn't SN drop 1

94.102.48.193 |Netherl ands 147.237.0.19 |nadimatal .idf.il dr op SAMrul e drop 1

207. 46. 13. 60 Lhited Sates |[147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Tineout |reject 1

74.82.47.19 Uhited Sates |147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1

46.19. 86. 135 I srael 147. 237. 72. 156 |anan. i df . i | Bad TCP sequence Invalid ACK nunber noni t or 1

184.105.139. 71 |[Uhited Sates |147.237.76.176|test.ncore.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1

141.212.122. 227|wited Sates  [147.237. 77. 178 |e. nat pash. i of . i Geo- | ocati on enf or cenment ifolr (C’Zignon | nbound drop 1

46. 19. 86. 135 I srael 147. 237.72. 156 |anan. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 1

184.105.139.76 |Wited Sates |147.237.72.217|e.idf.il Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 1

enf or cenent
106. 38. 241. 106 [Chi na 147. 237.77. 176 |nat pash. i df . i | SYN Attack SYN -> SYN-ACK -> Tineout |reject 1
68.199.130. 130 |Wnited Sates |[147.237.77.216|dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1




03-06-2016-03:04:04 to 03-06-2016-04:04:04

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
66.249.64.233 |[Whited Sates |147.237.77.216|dover.idf.il Mil tipl e Unhauthorized LRL Access from 66. 249. 64. 233 B ock 12
46.118. 155. 216 |Ukraine 147.237.77.74 |lawidf.il Mil tipl e Unhauthorized URL Access from 46. 118. 155. 216 B ock 3
2.54.152. 57 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Code B ock 3
113.67.188.45 |China 147.237.77.216|dover. i df . i | Dstributed PHP At enpt Bl ock 2
66.249.64.190 |[Lhited Sates [147.237.72.166|aka.idf.il Mil ti pl e Unaut hori zed URL Access from 66. 249. 64. 190 B ock 2
217. 160. 167. 198|Ger many 147.237.72. 166 |aka. i df . i | gmll;_i fé_'i;?aiggﬁe Code Character in Header \el ue from B ock 1
66.249.66.127 |Uited Sates |147.237.77.233|atal .idf.il mu;r;?r. ii 3?,di Iﬁn:f;e:/;h‘;ed/usercomd o/traj cotor) Bl ock 1
217. 160. 167. 198|Ger many 147.237.72. 166 |aka. i df . i | :: I(;f?l#o?]/tr;ggs Character in Feader Name [[#12]]Ene""+exG e B ock 1
197.35.225. 175 |Egypt 147.237.72. 166 |aka. i df . i | D stributed Uhaut hori zed URL Access on ww aka. i df .i|/xnirpc. php Bl ock 1
89. 138. 106. 196 |[lIsrael 147.237.77.216|dover.idf . il D stributed Whaut hori zed URL Access on wa i df . il /xmrpc. php B ock 1
217. 160. 167. 198|Ger many 147.237.72. 166 |aka. i df . i | Mil tipl e Unknown HTTP Request Method from 217. 160. 167. 198 Bl ock 1
66.249.64.190 |lLited Sates |[147.237.72.166|aka.idf.il Lhaut hori zed URL Access to v aka.idf.il/gius B ock 1
217. 160. 167. 198|Ger many 147.237.72. 166 [aka. i df . i | Mal formed HTTP Header Line 13 B ock 1
207.241.229.33 |nited Sates [147.237.72.166|aka.idf.il Uhaut hori zed URL Access to aka.idf.il/eitan/pratinipirteyerua Bl ock 1
41.35.174. 87 Egypt 147.237.77. 176 |mat pash. i df . i | D stributed Lhaut hori zed URL Access on wa cogat . idf.il/xmrpc. php B ock 1
217. 160. 167. 198|Ger many 147.237.72. 166 [aka. i df . i | Too Many Headers per Request - 34 Headers B ock 1
176.101.2.153 gzz:;r} on 147.237.77. 216 [dover . i df . i | \;Twaﬁtferl I-I/-)ip:np\rg:tsll ggnldt I(J:‘]ri end/ sendt of ri end. aspx Bl ock !
217.160. 167. 198|Ger many 147.237.72. 166 |aka. i df . i | Mitiple Illegal Byte Qode Character in Method from217.160. 167. 198 Bl ock 1
66.249.75.218 |lhited Sates |147.237.76.86 [navy.idf.il Unaut hori zed URL Access to navy.idf.il/giyus/forunasp/ showf orumasp [B ock 1
46.118. 155. 216 [Wkrai ne 147.237.77.74 |lawidf.il Unaut hori zed URL Access to www | aw i df.il/xmrpc. php B ock 1
217.160. 167. 198|Ger many 147.237.72. 166 |aka. i df . i | Illegal Byte Gode Character in Header VAl ue B ock 1
38.111.147.84 |wnited Sates |147.237.77.216|dover.idf.il Distributed Unaut hori zed LRL Access on www i df . il/894-he B ock 1
197.39.212. 177 |Egypt 147.237.77.216|dover. i df . i | Dstributed PHP At enpt Bl ock 1
217. 160. 167. 198|cer nmany 147. 237.72. 166 |aka. i df . i | :\IU‘QLJ [G;g]r ?E;;;R'A” Header Nane at [[#12]] Ene*=exGoye Bl ock 1
217. 160. 167. 198|Ger many 147.237.72. 166 [aka. i df . i | Mal formed URL | Bl ock 1
66.249.64.190 |lLited Sates |[147.237.72.166|aka.idf.il Unhknown Paraneter D. in wuw aka.idf.il/giyus/general/ None 1
207.241.229.33 |Lnited Sates |147.237.72.166|aka.idf.i | Unknown Paraneter docid in aka.idf.il/kamar/klali/default.asp None 1
41.35.174. 87 Egypt 147.237.77. 216 |dover . i df . i | O stributed PHP A tenpt B ock 1
217. 160. 167. 198|Ger nany 147.237.72. 166 |aka. i df . i | ﬁr[n;rg]m;]ﬁ?@;ﬁ;o]“ﬁ&dé (1419 ] ™ [ #8] ] Kes[ [ #0] R in L [P 0K |2
185.24.76.136 |Israel 147.237.77.74 [lawidf.il PHP Att enpt B ock
217. 160. 167. 198|Ger many 147.237.72. 166 |aka. i df . i | Mitiple Illegal HITP Version from217. 160. 167. 198 B ock 1
87.70.2.90 I srael 147.237.77. 216 |dover . i df . i | Dstributed PHP Attenpt B ock 1
Unknown Par anet er
46.120.156. 77 |[Israel 147.237.72. 166 |aka. i df . i | ct 1 00$ct | 00$cphMai n$TochenP acekbl der $ct | 13$ct | 01$ct | 03$cbl Questi on$ |None 1
103 in ww aka. i df .il/mai n/gi yus/ questionnai re. aspx
217. 160. 167. 198|Ger many 147.237.72. 166 |aka. i df . i | ul[?iallem [e#?g]’? %a[rf‘%?] 534”5 F?ilg]] gl [ #8] ] Ke{ [ 0] ] R Bock |1
197.39.212. 177 |Egypt 147.237.77. 216 |dover . i df . i | Dstributed Lhaut hori zed LRL Access on ww i df . il /xnirpc. php B ock 1
41.35.103. 33 Egypt 147.237.77.74 [lawidf.il Ostributed PHP At tenpt B ock 1
113.67.188.45 |China 147.237.77.216|dover. i df . i | D stributed Waut hori zed LRL Access on ww i df.il/xnrpc. php Bl ock
217. 160. 167. 198|Ger many 147. 237.72. 166 |aka. i df . i | mf#f;?;?f;j;]']g/gﬁt[g%‘;] 504 [ [ #19]] ™) n{ [ #8]] K[ [ #0]] R Hock |1
217. 160. 167. 198|Ger many 147.237.72. 166 [aka. i df . i | Mil tiple Abnormal |y Long Request from 217.160. 167. 198 Bl ock 1
217. 160. 167. 198|Ger nany 147.237.72. 166 |aka. i df . i | Abnornal |y Long Header Line request header nane B ock 1
41.35. 174. 87 Egypt 147.237.77. 216 |dover.idf .il Distributed Whaut hori zed URL Access on wa i df . il /xmrpc. php B ock 1
185.24.76.136 |lIsrael 147.237.77.74 [lawidf.il Unaut hori zed URL Access to waw nag. i df.il/xmrpc. php Bl ock 1
217. 160. 167. 198|Ger many 147.237.72. 166 |aka. i df . i | Mil tiple Malformed URL from 217. 160. 167. 198 B ock 1
87.70.2.90 I srael 147.237.77. 216 |dover.idf .il Distributed Whaut hori zed URL Access on wa i df . il /xmrpc. php B ock 1
Unknown Par anet er
46.120.156. 77 |l srael 147.237.72. 166 |aka. i df . i | ct1 00%$ct | 00$cphMai n$TochenP acetol der $ct | 13$ct | 01%ct | 03%chl Questi on$ [None 1
71 in ww aka. i df.il/nai n/giyus/ questionnaire. aspx
217. 160. 167. 198|cer many 147.237.72. 166 |aka. i df . i | Izl_ln?j?%l [?;tli]m%?ﬁ,zﬂfa ' WL [[#]]en] +<mhed 3 [#0]] e B ock 1
197. 231.221. 211 |Li beria 147.237.77.216|dover. i df .i | m;;_ﬁ‘}vf,meggf’f;ﬁfsym pts/jquery/jouery-1.4.2.nin.js B ock 1
41. 35.103. 33 Egypt 147.237.77.74 |lawidf.il D stributed Unaut hori zed URL Access on www mag. i df.i|/xmrpc. php Bl ock 1
113.67.188.45 [China 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to wawidf.il/wp-1ogin. php B ock 1
217. 160. 167. 198|Ger many 147.237.72. 166 [aka. i df . i | NLL Gharacter in URL [[3]]en] s<rg”hd 3 [+0]]] e Bock |1

z nd"Z [[#12]][[#6] ] t 'tv">0

03-06-2016-03:04:04 to 03-06-2016-04:04:04




