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03-06-2016-02:04:04 to 03-06-2016-03:04:04

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count
82. 145. 219. 147 Eur ope 147.237.77. 216 dover.idf.il |Block |p Vb In drop 11

81. 218. 65. 210 | srael 147.237.77. 216 dover.idf.il ock_Wp Al _Nets dr op 3

88. 86. 219. 158 Russi an Federation 147.237.77. 243 nobile.idf.il |Bock Wp All Nets drop 1

66. 249. 64. 190 | srael 147.237.72. 166 aka.idf.il HTTP- M sc- BadBl ue-Di r- Tr ave- 2 dest - r eset 1




03-06-2016-02:04:04 to 03-06-2016-03:04:04

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry |Target Address |Site Sgnature Devi ce Action |Count |
109. 64. 168. 48 I srael 147.237.0. 34 tikshuv.idf.il C1000138: HITP: prefix 1.01 in the LR B ock 4
151. 80. 31. 121 Italy 147.237.77.226 |[ww\ chamat z. aka. i df . i| |Cl000146: HITP. AhrefBot craw er B ock 1
106. 38.241. 106 |China 147.237.77.176 |mat pash.idf.il C1000071: HTTP: User Agent Sogou+web+spi der B ock 1
106. 38.241. 106  |China 147.237.77.233 |atal .idf.il C1000071: HTTP. User Agent Sogou+web+spi der B ock 1
106. 120. 173. 159 |Chi na 147.237.77.233 |atal .idf.il C1000071: HTTP: User Agent Sogou+web+spi der B ock 1
66. 249. 66. 187 I srael 147.237.0. 34 tikshuv.idf.il C1000138: HTTP. prefix 1.01 in the URL B ock 1
106. 38.241. 106  |China 147.237.72.166 |aka.idf.il C1000071: HTTP. User Agent Sogou+web+spi der B ock 1




03-06-2016-02:04:04 to 03-06-2016-03:04:04

|Top Attackers In |D|

A tacker

‘Target Addr ess count ry Signature
66.249. 66. 127 |147.237.77.74 |lhited Sates [lawidf.il ET SCAN NVAP -sA (2) 134
195. 34. 150. 18 |147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
112. 213. 95. 142 [147. 237. 76. 38 |V et nam eeneitav.idf .il ET SCAN NMAP -sS wi ndow 2048 1
106. 38. 241. 106 |147. 237. 72. 166 |Chi na aka.idf.il SER\/ER APAO_E. Apache nod_ss| non-SS. connection to SS. port 1
deni al of service attenpt
72.252.24.133 |147.237.76. 147 |Jami ca chi nuch. aka. i df . il ET SCAN NVAP -f -sS 1
61.240. 144. 64 (147.237. 77. 226 |Chi na wav chanat z. aka. i df . i | [ET SCAN Pot ential VNC Scan 5900- 5920 1
112. 213. 95. 142 [147. 237.76. 38 |V et nam e.eneitav.idf.il ET SCAN NMAP -sS wi ndow 3072 1
112, 213. 95. 142 |147.237. 76. 38 |V et nam eengtav.idf.il ET SCAN NVAP -f -sS 1
72.252.24.133 |147.237. 76. 147 |Janai ca chi nuch. aka. i df . i1 ET SCAN NMAP -sS wi ndow 2048 1




03-06-2016-02:04:04 to 03-06-2016-03:04:04

|Top Attackers In FW |

Attacker Address

Attacker Qountry

Target Address

dte

Signature

Devi ce

S reamng Engi ne: TCP

Inval i d segnent retransnission.

Action

41.230. 14.223 |Tunisia 147.237.76.200|eitan. aka.idf.il . .. dr o] 48
Inval id Retransm ssion Packet dr opped. P
S ream ng Engi ne: TCP i i ssi
41.230.14.223 |Tunisia 147.237.0.34 |tikshuv.idf.il mng Engine. 1 Invalid segnent retransmssion. |, 21
Inval i d Retransm ssi on Packet dr opped.
151. 252. 97. 204 (F;ajcis;i';'ja” Territont 147 237.77. 216 |dover. i . i1 SYN At t ack SYN -> SYN-ACK -> Timeout |reject 11
46. 19. 86. 124 I srael 147.237.77. 216 |dover.i df .il Bad TCP sequence Invalid ACK nunber nonitor |10
Pal estinian Territory . . SYNFACXK retransnmt with .
151. 252. 97. 204 Qeupi ed 147.237.77. 216 |dover.idf.il Bad TCP sequence di Fferent i ndow scal e noni t or 9
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 7
106. 38.241. 151 [china 147. 237.77. 216 |dover. i df .i 1 drop SAMrul e drop 5
109. 65. 111. 84  |Israel 147.237.76.31 |nakchal .idf.il drop Frst packet isn't SYN drop 5
5.22.135.133 I srael 147.237.72. 166 |aka.i of .i1 Bad TCP sequence Inval i d ACK nunber nonitor |4
S reamng Engi ne: TCP i i ssi
79.177.239. 175 | srael 147. 237.72. 166 |aka i f .11 mng tngine. 1 Invalid segnent retransmssion. |, 3
Inval id Retransm ssion Packet dr opped.
S reamng Engi ne: TCP i i ssi
5.28.182. 29 I srael 147.237.72. 166 |aka. i df . mng Engine. 1 Invalid segnent retransmssion. |, 3
Inval i d Retransm ssi on Packet dr opped.
79.180.214.72 |lsrael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 3
S reanming Engi ne: TCP i issi
2.52.49. 143 I srael 147.237.72. 166 |aka.i df . i1 mng Ehgine: 7 Invalid segnent retransmssion. | . 3
Inval id Retransm ssion Packet dr opped.
37. 46. 39. 157 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 2
Streamng Engi ne: TCP Invalid segnent retransnission
207.241. 229. 225|tnited Sates 147.237.76.86 |[navy.idf.il X . " |dro 2
v Inval i d Retransm ssi on Packet dr opped. P
Sreamng BEngi ne: TCP i i ssi
40.77.167.52  |ited Sates 147.237.72. 166 |aka.i df . i mng tngihe- 1 Invalid segment retransmssion. |, 2
Inval i d Retransnission Packet dropped.
151. 252, 97. 204 glcf;i'géa” Territoy147. 237. 77. 216 |dover i df il Bad TCP sequence moni tor |2
77.127.125.124 |israel 147.237.76. 42 |refuah.idf.il drop First packet isn't SN drop 2
151. 252. 97. 204 (F;ajcis;i';'ja” Territory s 47, 237. 77. 216 |dover. i cf . i1 Bad TCP sequence Invalid ACK nunber dert 1
195. 62.53. 168  |Russian Federation [147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
141.8.132.78  |Russian Federation |[147.237.77.216|dover.idf.il SYN Att ack SYN -> SYN-ACK -> Timeout [reject
151. 252, 97. 204 glcf;i'géa” Territoy147. 237. 77. 216 |dover i df il Bad TCP sequence Inval i d ACK nunber moni tor |1
195.62.53. 168  |Russian Federation |[147.237.76. 202 |e. hal ag.idf il Geo- | ocati on enf or cenment S‘;?O'r ggﬁg:fn I nbound drop 1
141. 212. 122. 243|Wnited Sates 147.237.0. 16 Iny'kOSher'kraV"'df" SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
109. 65. 111. 84 |Israel 147.237.76. 31 |nakchal .idf.il SYN Att ack SYN -> SYN-ACK -> Timeout |reject 1
46.117.106. 128 |israel 147.237.77. 226 "} chanatz. aka.idf |ga4 TOP sequence Inval i d ACK nunber aert 1
141. 212. 122. 244|United Sates 147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
99. 232. 48. 20 Canada 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d ACGK nunber aert
o SWNretransmit wth different .
109. 65.111. 84  |Israel 147.237.76. 31 |nakchal .idf.il Bad TCP sequence wi ndow scal e nonitor |1
46.117.106. 128 |israel 147.237.77. 226 [} chanat z. aka. 1df 1pad TCP sequence Inval i d ACK nurber moni tor |1
99. 232.48. 20 Canada 147.237.77. 216 |dover.idf .il Bad TCP sequence Inval i d ACK nunber nonitor |1
195. 62.53. 168 |Russian Federation [147.237.0.15 |kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
123.125.71.85 |china 147. 237. 77. 176 |nat pash. i of . i | SYN Att ack SYN -> SYN-ACK -> Timeout [reject 1




03-06-2016-02:04:04 to 03-06-2016-03:04:04

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site Sgnature Action ‘Count
2.54.152. 57 | srael 147.237.0.19 |madimatal .idf.il Distributed Suspici ous Response Code B ock 196
41.230.14.223 |Tunisia 147.237.77.216|dover.i df . il Ml tiple Uhauthorized URL Access from 41, 230. 14. 223 B ock 8
66. 102. 7. 233 Lhited Sates |147.237.77.216|dover.idf.il Distributed Whaut hori zed URL Access on wawn idf.il/error. htm B ock 6
66. 102. 7. 240 Lhited Sates |147.237.77.216|dover.idf.il D stributed Uhaut hori zed URL Access on wawn idf.il/error. htm B ock 6
66.249.64.233 |Wited Sates |147.237.77.216|dover.idf.il Ml tiple Uhauthorized URL Access from 66. 249. 64. 233 B ock 5
37.99.17.57 Kazakst an 147.237.72. 166 [aka. i df . i | Distributed PHP Attenpt B ock 5
37.99.17.57 Kazakst an 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut hori zed URL Access from 37.99.17.57 B ock 5
66.102. 7. 226 Lhited Sates |[147.237.77.216|dover.idf.il Distributed Uhaut hori zed URL Access on wawnidf.il/error. htm Bl ock 4
79.177.239. 175 | srael 147.237.77. 216 |dover . i df . i | ﬁts;;:i/tiuﬁ?;?i‘;tn;'°” zed WRL Access on waw i df. i1/ B ock 4
2.54.154. 245 I srael 147.237.0.19 |madimatal .idf.il Suspi ci ous Response Code B ock 3
103. 41. 177. 26 147.237.0.15 |kosher-kravi.idf.il |Miltipl e Wauthorized LRL Access from 103.41.177. 26 B ock
41.230.14.223 |Tunisia 147.237.0.15 |kosher-kravi.idf.il |Mitiple Wauthorized URL Access from 41.230. 14. 223 B ock
66.249.75.210 |lhited Qates [147.237.76.86 [navy.idf.il gs;‘fih;r.iiﬁidmﬁsﬁ;ﬁfmssag b . s Bl ock 2
66.249.75.218 |lhited Sates |147.237.76.86 |[navy.idf.il Uhaut hori zed URL Access to navy.idf.il/yohal an/ nai n/ nai n. asp B ock 2
41.230.14.223 |Tunisia 147.237.77.216|dover. i df . il Uhaut hori zed URL Access to wawidf.il/igf B ock
207.241.237. 227|wited Sates  [147.237. 72. 166 |aka. i df . i | iﬁ?fﬂfﬂﬁtfﬁ;ﬁfﬁ; spli;;onesol dier. mp None 1
106. 38. 241. 106 |Chi na 147.237. 72. 166 |aka. i df . i | %&mﬁflzﬁfﬁﬁfg - Protocol violation None 1
40.77. 167. 74 Lhited Sates |147.237.0.16 ir?/- kosher-kravi . i df . Uhaut hori zed URL Access to www ny- kosher-kravi.idf.il/ B ock 1
79.178.163. 239 |[Israel 147.237.72. 166 [aka. i df . i | Distributed PHP Attenpt B ock 1
5.22.131.24 I srael 147.237.76.42 |refuah.idf.il PHP At t enpt B ock 1
199. 30. 24. 20 Lhited Sates |147.237.77.216|dover.idf.il Distributed Uhaut hori zed URL Access on wawn idf.il/error. htm B ock 1
41.230.14.223 |Tunisia 147.237.0.34 |tikshuv.idf.il Lhaut hori zed URL Access to wwu tikshuv.idf.il/894-en B ock 1
31.168.31.178 |[lIsrael 147.237.77. 170 |maar achot . i df . i | Dstributed PHP At t enpt B ock 1
93. 160. 60. 22 Denmar k 147.237.77. 216 |dover.idf .l Unaut hori zed URL Access to www i df .il/1503-en/ dover. aspx. B ock 1
68. 5. 25. 104 Lhited Sates |[147.237.77.216|dover.idf.il SSL Whtraceabl e Gonnection - (pen Mde None 1
213.111.233. 25 |kraine 147.237.77. 176 |nat pash. i df . i | Uhaut hori zed URL Access to wwv cogat . i df.il/894-en/ B ock 1
109. 65. 111. 84 |l srael 147.237.76.31 |nakchal .idf.il ﬂ?ﬂggf'?fgﬂ?pffffjgéﬂi | o5/ 8] 1668. doc Bl ock 1
41. 68. 76. 26 Egypt 147.237.77.216|dover. i df . il Dstributed PHP At enpt B ock 1
79.178. 163. 239 |lIsrael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to wwu aka.idf.il/xmrpc. php B ock 1
5.22.131. 24 I srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to wwu refua. atal .idf.il/xmrpc. php B ock 1
66. 249. 66. 15 Lhited Sates |[147.237.77.170|n@ar achot . i df.i | Unhaut hori zed URL Access to maarachot . i df.il/nobile/ B ock 1
203. 133. 169. 223 Okfre& Republi € |47, 237. 76. 200 |ei t an. aka. i df . i | m”;‘“panﬁkﬁt;r.i'I/'tgnplaIeS/sendtomendlsendmfriend. N 1
41.230.14.223 |Tunisia 147.237.76.200(ei tan. aka. i df.il Mil tipl e Unaut hori zed URL Access from 41. 230. 14. 223 B ock 1
31.168.31.178 | srael 147. 237. 77. 170 |n@ar achot . i df . i | %Z:;l:;tﬁddﬂ?ﬁm;?gh? Access on B ock 1
68.180.228.112 |lhited Sates |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to wawi i df . il/894-en/i df gdover. aspx B ock 1
219. 74. 35. 13 S ngapor e 147.237.77. 216 |dover.i df . il Unaut hori zed URL Access to waw idf.il/error. htm Bl ock 1
131.253.25.135 |lhited Sates |147.237.77.216|dover.idf.il Distributed Uhaut hori zed LRL Access on wawidf.il/error. htm Bl ock 1
41.68.76. 26 Egypt 147.237.77. 216 |dover.idf.il D stributed Unaut hori zed URL Access on waw i df.il/xmrpc.php  |B ock 1
89.138. 106. 196 |l srael 147.237.77. 170 |n@ar achot . i df . i | Distributed PP Attenpt Bl ock 1
24.224.32.177 |nited Sates |147.237.77.176|nat pash.idf . il Distributed PHP Attenpt B ock 1
66. 249. 66. 29 Uhited Sates |147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ B ock 1
41.230.14.223 |Tunisia 147.237.76.200|ei tan. aka. i df . i m“;ihf;;.zaii Lijjf‘. ffffg:plta‘; s/ news/ nevs. | . asp B ock 1
207.46.13.107 |lnited Sates |[147.237.77.216|dover.idf.il Distributed Uhaut hori zed URL Access on wawn i df.il/error. htm B ock 1
103. 41. 177. 26 147.237.0.15 |kosher-kravi.idf.il [Wauthorized URL Access to vww kosher-kravi.idf.il/). htni( B ock 1
197.35. 55. 23 Egypt 147.237.77.216|dover. i df .i |l Dstributed PHP Attenpt B ock 1
24.224.32.177 |nited Sates |147.237.77.176 |mat pash. i df . il Uhaut hori zed URL Access to vww cogat . idf.il/xmrpc. php B ock 1
89. 138. 106. 196 |[lIsrael 147.237.77. 170 [maar achot . i df . i | Uhaut hori zed URL Access to naarachot . idf.il/xnrpc. php B ock 1
207.241.229.223|nited Sates |147.237.76.42 [refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ robot s. t xt B ock 1
105. 155. 187. 112|Mbr occo 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
79.177.239.175 |Israel 147.237.77.216|dover . i df . i Unhaut hori zed URL Access to wawidf.il/ https:/twitter.com B ock 1
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