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105. 156. 29. 17 Mor occo 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 7
81. 218. 65. 210 | srael 147.237.77. 216 dover.idf.il Bl ock_Udp All _Nets drop 6
54.72.182.187 Irel and 147.237.77. 216 dover.idf.il ock Wdp Al Nets drop 2
134.147. 203. 115 Cer many 147.237.0. 15 kosher-kravi .idf.il Block Np All _Net drop 2
134.147. 203. 115 Cer many 147.237.0. 15 kosher-kravi .idf.il B ock Udp All _Nets drop 2
42.112. 10. 66 M et nam 147. 237. 72. 167 ishurimaka idf.il Invalid TGP H ags drop 1
42.112.10. 68 M et nam 147.237. 72. 167 ishurimaka idf.il Invalid TGP H ags drop 1
61.134.27.52 Chi na 147.237.0. 16 ny-kosher-kravi.idf.il |B ock Np Al _Net drop 1
42.112.10.70 Vi et nam 147.237.72. 167 ishurimaka.idf.il Invalid TP H ags drop 1
42.112.10. 65 Vi et nam 147.237.72. 167 ishurimaka.idf.il Invalid TGP H ags drop 1
42.112.10. 85 W et nam 147.237.72. 167 ishurimaka.idf.il B ock Udp All _Nets drop 1
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185. 120. 126. 56 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the URL B ock 2
106. 38. 241. 106 Chi na 147.237.77.233 |atal .idf.il CL000071: HTTP: User Agent Sogou+web+spi der B ock 1
106. 120. 173. 159  |China 147.237.77.233 |atal .idf.il C1000071: HTTP. User Agent Sogou+web+spi der Bl ock 1
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP. User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.77.176 |natpash.idf.il [Cl000071: HTTP: User Agent Sogou+web+spi der B ock 1
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195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
209. 126. 116. 147|147.237.0.19 |Uited Sates |nadimatal .idf.il ET SCAN Potential VNC Scan 5900- 5920 1
17543 147 102 |147. 237 76. 31 |ni na cekchal idh il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
105. 156. 29. 17 [147. 237. 77. 216 |Mor occo dover.idf.il SERVER- WEBAPP NManbo upl oad. php access 1
87. 106. 255. 5 147. 237. 76. 200 |Ger many eitan aka.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
87. 106. 255. 5 147.237.76. 34 |Ger many yohal an. i df.il ET SCAN Potential VNC Scan 5900- 5920 1
218.57.11.7 147. 237. 76. 198 |Chi na e.yohal an.idf.il ET SCAN Potential SSH Scan 1
87. 106. 255. 5 147.237.0.19  |Ger many madi matal .idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
218.57.11.7 147. 237. 76. 148 |Chi na gqcenter. aka. i df.il ET SCAN Potential SSH Scan 1
61.240. 144. 64 [147.237.76.39 [China nobi | . mei tav. i df.il ET SCAN NMAP -sS wi ndow 1024 1
218.57.11.7 147.237.76. 34 |[China yohal an. i df . il ET SCAN Potential SSH Scan 1
61.240. 144. 64  |147.237.72. 156 |Chi na anan. i df.il ET SCAN Potential WNC Scan 5900- 5920 1
209. 126. 116. 147|147.237.8.50 |Lhited Sates |e. tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 1
61.240. 144. 64 [147.237.0.19 |[China nadi matal .idf.il ET SCAN Potential WNC Scan 5900- 5920 1
117.34.70. 143 |147.237.0.17 [China mny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
104. 44. 133. 108 [147.237.77.226|thited Sates |wwnchamatz. aka idf.il [ET SCAN NVAP -sS wi ndow 4096 1
87.106. 255. 5 147.237.76. 42 |Ger many refuah.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
218.57.11.7 147. 237. 76. 199 |Chi na e. nakchal .idf.il ET SCAN Potential SSH Scan 1
87.106. 255. 5 147.237.0.34  |Ger many tikshuv.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
218.57.11.7 147. 237.76. 177 |Chi na ncore.idf.il ET SCAN Potential SSH Scan 1
61.240. 144. 64 [147.237.77.19 |China lawforumidf.il ET SCAN Potential WNC Scan 5900- 5920 1
218.57.11.7 147.237.76.38 |China e.eneitav.idf.il ET SCAN Potential SSH Scan 1
61. 240. 144. 64 |147.237.76.34 |China yohal an. i df .il ET SCAN Potential VWNC Scan 5900- 5920 1
209. 126. 116. 147|147.237.76.31 |lnited Sates |nakchal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
61.240. 144. 64  |147.237.72. 156 |Chi na aman.idf.il ET SCAN NMAP -sS wi ndow 1024 1
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Pal estinian Territory

SYNtAXK retransmt with

151. 252. 97. 204 Qecupi ed 147.237.77. 216 [dover.idf.il Bad TCP sequence di fferent wi ndow scal e monitor |36
151. 252. 97. 204 glcf;i'géa” Territoy 147 237. 77. 216 |dover. i . i1 SYN At t ack SYN -> SYN-ACK -> Tineout |reject 28
105.156.29.17  |Mbrocco 147.237.77. 216 |dover. i df . i Bad TCP sequence SWretransmt wth different | onor |19
w ndow scal e
151. 252, 97. 204 glcf;i'géa” Territoy147. 237. 77. 216 |dover i df il Bad TCP sequence Invalid ACK nunber monitor |14
151. 252, 97. 204 |FASStiNan Territory, \7 537 77 216 |dover. i of i drop First packet isn't SWN drop 10
Cccupi ed
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
Sreamng Engi ne: TCP ' i ssi
176.13. 1. 97 I'srael 147. 237.72. 166 |aka i df .i mng tngine. 1 Invalid segnent retransmssion. |, 6
Inval i d Retransm ssion Packet dr opped.
S reamng Engi ne: TCP i i ssi
79.176.17.80  |israel 147. 237, 77. 243 |nobi l e. i df .i | mng tngine. 1 Invalid segnent retransmssion. |, 6
Inval id Retransm ssion Packet dr opped.
185. 120. 125. 46 147.237.72. 166 |aka.idf.il dr op First packet isn't SN drop 5
106. 38. 241. 151 |Chi na 147.237.77. 216 |dover.idf.il drop SAMrul e drop 5
31.154.135. 113 |lIsrael 147. 237. 76. 147 |chi nuch. aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 4
91.200.12.106 |Ukraine 147.237. 77. 216 |dover.i df .i | drop SAMrule drop 4
S reanming Engi ne: TCP i i ssi
83.130.101.9  [israel 147.237.77. 243 |robi L e. i of .1 mng thgine. Invalid segnent retransmssion. | ., 3
Invalid Retransnission Packet dr opped.
151. 252. 97. 204 ga:lcisgi':éa” Termitory 1 47. 237. 77. 216 |dover. i of i1 Bad TCP sequence Inval i d ACK nunber alert 3
S ream ng Engi ne: TCP i i ssi
79.176.180.11 |Israel 147.237.72. 166 |aka. i df . mng Engine. 1 Invalid segnent retransmssion. |, 3
Inval i d Retransm ssi on Packet dr opped.
Sreamng BEngi ne: TCP i i ssi
82. 80. 36. 90 I srael 147.237.72. 166 |aka.i df . i mng tngihe- 1 Invalid segment retransmssion. |, 3
Inval i d Retransnission Packet dropped.
S reanming Engi ne: TCP i i ssi
185. 27. 105. 105 |Israel 147.237.72. 166 |aka.i df . i mng thgine. Invalid segnent retransmssion. | ., 3
Invalid Retransnission Packet dr opped.
S reaming Engi ne: TCP i issi
46.19.85.105 |Israel 147.237.72. 166 |aka.i df . i1 mng Ehgine: 7 Invalid segnent retransmssion. | . 3
Inval id Retransm ssion Packet dr opped.
109. 65. 77. 1 I srael 147.237.77. 216 |dover.idf il SYN Attack SYN -> SYN-ACK -> Tineout [alert 2
109. 65. 7. 1 I sr el 147.237.77. 226 ‘“:"IW chanatz. aka. 10 \oyN At t ack SYN -> SYN-ACK -> Timeout |alert 2
70. 192. 206. 168 |Lhited Sates 147.237.77. 216 |dover.idf .il Bad TCP sequence Inval i d ACK nunber nonitor |2
S reamng Engi ne: TCP i i ssi
40.77.167.52  |wited Sates 147. 237.72. 166 |aka i f .11 mng tngine. 1 Invalid segnent retransmssion. |, 2
Inval id Retransm ssion Packet dr opped.
31.154.135. 113 [l srael 147. 237. 76. 147 |chi nuch. aka. i df .i | Bad TCP sequence Invalid ACK nunber alert 2
S reaning Engi ne: TCP i i ssi
157.565.39.67  |Wited Sates 147.237.72. 166 |aka.i df . i mng thgine. Invalid segnent retransmssion. | ., 2
Invalid Retransnission Packet dr opped.
141.8.132. 78 Russi an Federation |147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout |reject 1
62. 128. 48. 84 I srael 147.237. 77. 216 |dover.i df .i | Bad TCP sequence Invalid ACK nunber alert 1
. . R SYNWACK retransnmt with .
141.8.132.78 Russi an Federation |147.237.77.216|dover.idf.il Bad TCP sequence different vi ndow scal e noni t or 1
62.128. 48. 84 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
. s ] Geo- | ocati on i nbound
218.22.211.69 |China 147.237.76.44 |e.refuah.idf.il Geo- | ocati on enf or cenent onf or coment drop 1
37.46.38. 224 I srael 147.237.72. 166 |aka.i of .il Bad TCP sequence Inval i d ACK nunber nonitor |1
141.212. 122. 242|hited Sates 147.237.0.15 |kosher-kravi.idf.il  |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
220. 181. 108. 182|Chi na 147.237. 77. 176 |nat pash. i df . i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
123.125.71. 111 |Chi na 147.237.77. 176 |nat pash. i df . i | dr op First packet isn't SYN drop 1
82.114. 168. 157 |Yenen 147.237. 77. 216 |dover.i df .i | Bad TCP sequence Invalid ACK nunber alert 1
185.32.179.63 |Israel 147.237. 72. 166 [aka.i of .i | Bad TCP sequence Inval i d AGK nunber noni tor |1
141.212. 122. 252|United Sates 147.237.77. 233 |atal .idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 1
105.156.29.17  |Mbrocco 147.237.77. 216 |dover. i df . i Bad TCP sequence SYNCACK retransmt W th moni tor |1
different w ndow scal e
74.71.28.43 Lhited Sates 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
220. 181. 108. 185|Chi na 147.237. 77. 216 |dover.idf il SYN Attack SYN -> SYN-ACK -> Tineout [reject 1
5.102.195.109 |l srael 147.237.72. 166 |aka.i of .i Bad TCP sequence Invalid ACK nunber monitor |1
123.125.71. 111 |China 147.237. 77. 176 |nat pash. i of .i | SYN Att ack SYN -> SYN-ACK -> Tineout |reject 1
82.114. 168. 157 |Yenen 147.237.77. 216 |dover.i df .il Bad TCP sequence Inval id ACK nunber nonitor |1
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46.19.85.224 |lsrael 147.237.77.243|nobi | e. i df . i | Mil tiple Unaut hori zed URL Access from 46. 19. 85. 224 B ock 9
77.125.123. 215 |I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 7
66.249. 64.233 |lhited Sates [147.237.77.216|dover.idf.il Mil tipl e Unauthorized URL Access from 66.249. 64. 233 B ock 5
37.99.17.57 Kazakst an 147.237.72. 166 |aka. i df . i | Distributed PHP Attenpt Bl ock 5
37.99.17.57 Kazakst an 147.237.72. 166 |aka. i df . i | Mil ti pl e Wnaut hori zed URL Access from 37.99. 17. 57 B ock 4
83.130.101.9 |lIsrael 147.237.0.19 |nadi matal .idf.il|Suspicious Response Code B ock 3
95. 86.68.5 | srael 147.237.77.216|dover. i df .i | Mil tipl e Uhaut hori zed LRL Access from 95. 86. 68.5 B ock 3
66.90. 183. 203 |[Lhited Sates |[147.237.77.216|dover.idf.il O stributed Lhaut hori zed URL Access on www i df . il /xnirpc. php B ock 1
105. 156. 29. 17 |Mor occo 147.237.77. 216 |dover.idf .i | Lht raceabl e SSL Sessi ons: (pen Mbde None 1
87.70.2.90 | srael 147.237.76.42 |refuah.idf.il Dstributed Uhaut hori zed LRL Access on ww refua. atal.idf.il/xmrpc.php |B ock 1
31.168.31.178 |Israel 147.237.76.42 |refuah.idf.il Distributed PHP Attenpt B ock 1
66.249.66.23 |lhited Sates [147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1235- he/ at al . aspx B ock 1
197. 35. 225. 175 |Egypt 147. 237. 76. 147 |chi nuch. aka. i df . i|Unaut hori zed URL Access to wwn chi nuch. aka. i df.il/xnrpc. php B ock 1
62.219.139.32 |Israel 147.237.76.42 |refuah.idf.il D stributed Uhaut horized LR Access on waw refua. atal .idf.il/xmrpc. php |B ock 1
Unaut hori zed URL Access to
95. 86. 68. 5 | srael 147.237.77.216|dover. i df . i | wawv i df . i1 /1133-17470- he/ dover . aspx&a=u& ed=0ahukew 0- pvx26r | ahvr |B ock 1
azokhywsd7yqf ggamag&usg=af gj cngdvyvnpéwe_v_f df bo5l _kv7vrfa
31.168.31.178 |lIsrael 147.237.77. 216 |dover . i df .i | D stributed Waut horized URL Access on www i df .il/xmrpc. php B ock 1
66.249.64.190 |lWnited Sates |147.237.72.166|aka.idf.il Unaut hori zed URL Access to wwy aka. i df.il/main/rabanut/62312 Bl ock 1
37.99.17.57 Kazakst an 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to waw aka. i df .il/nain/gi yus/ i ndex. php B ock 1
130. 193. 37. 16 gz:::tr: on 147.237.0.34 |tikshuv.idf.il Lhaut hori zed URL Access to wwwy tikshuv.idf.il/tenpl ates/ news/ styl esheet |Bl ock 1
Doubl e URL Encodi ng - paraneter:
87 71. 124. 201 |1 srael 147. 237.72. 166 |aka. i df .i | ;Ltl IOS):;cCttI| ggc)t(tlg(g(;prrl:m n$TochenPl aceHbl der $nai nM yunPl acetbl der $ct | 02 B ock 1
wane aka. i df . i |/ mai n/ gi yus/ m yun/ mi yunpr ocessquest i onnai r e. aspx
31.168.31.178 |lsrael 147.237.76.42 |refuah.idf.il Dstributed Wnaut hori zed URL Access on waw refua. atal .idf.il/xmrpc.php [B ock 1
66.249.66.26 |lLnited Sates |[147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/robots. t xt B ock 1
213.151. 47. 114 |I srael 147.237.77. 216 |dover . i df .i | Lhaut hori zed URL Access to wan i df.il/tenpl ates/tenpl atecontrol s/ generic/ |B ock 1
62.219.139. 32 |Israel 147.237.77.216|dover. i df .i | Dstributed PHP Attenpt B ock 1
105. 156. 29. 17 |Mor occo 147.237.77.216|dover.idf .i | Dstributed PHP At tenpt B ock 1
31.168.31.178 |[Israel 147.237.77.234|hal ag. i df . il Distributed PHP Attenpt B ock 1
80. 74.107. 118 |l srael 147.237.77. 176 |nat pash. i df . i | Unaut hori zed URL Access to waw cogat . i df.il/1218-he/ cogat . aspx- D0 Bl ock 1
66.249. 64.230 |lhited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to 147.237.77. 216/ robots. txt B ock 1
157.55.39.41 |lhited Sates [147.237.77.216|dover.idf.il Lhaut hori zed URL Access to v idf.il/atal 1/izkor/ print_bottom asp B ock 1
87.71.124.201 |Israel 147.237.72. 166 |aka. i df . i | Mil tipl e Doubl e URL Encodi ng from 87. 71. 124. 201 B ock 1
31.168.31.178 |lIsrael 147.237.77.74 [lawidf.il Dstributed PHP At tenpt B ock 1
66.249.73.219 |Uited Sates |147.237.77. 176 |nat pash. i df .i | m”f:g;; zed L fooess 10 L) sages! shehi vaagesh, asp Bock |1
62.219.139.32 |Israel 147.237.77. 216 |dover.i df .i | O stributed Lhaut hori zed URL Access on www i df . il /xnirpc. php B ock 1
31.168.31.178 |lIsrael 147.237.77.234|hal ag. i df . i | Uhaut hori zed URL Access to ww | ogistics. atal.idf.il/xnrpc. php B ock 1
105. 156. 29. 17 |Mor occo 147.237.77.216|dover. i df .i | Mil tipl e Uhaut horized URL Access from 105. 156. 29. 17 B ock 1
5.29. 32. 30 I srael 147.237.77.74 |lawidf.il Distributed PHP Attenpt B ock 1
46.19.85.224 |Israel 147.237. 7. 243|nwbi l e idf 1 [adhorized g;‘eggrcﬁim e/ <t chi | deocument o/ 1432 Bock |1
173.252.74. 115 Ui ted Sates [147.237. 77. 176 [nat pash. i df . i | Eﬂ;:;'oz:i e d?ﬁ“,ggrli;fi/% ;‘f?:;(_oﬂglo Bock |1
89.139.168.6 |lIsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Cpen Mode None 1
31.168.31.178 |Israel 147.237.77.74 |lawidf.il D stributed Unhauthori zed LRL Access on wa | aw i df.il/xnbrpc. php B ock 1
66.249.75.202 |Wited Sates |147.237.76.86 [navy.idf.il Lhaut hori zed URL Access to navy.idf.il/giyus/forumasp/ showforumasp  |B ock 1
66.90.183.203 |lhited Sates [147.237.77.216|dover.idf.il Dstributed PHP At tenpt B ock 1
105. 156. 29. 17 |Mor occo 147.237.77.216|dover. i df .i | Unhaut hori zed URL Access to www i df.il/upl oad. php B ock 1
5.29. 32. 30 I srael 147.237.77.74 |lawidf.il D stributed Unhauthori zed LRL Access on waw | aw i df . i | /xmhrpc. php B ock 1
87.70.2.90 I srael 147.237.76.42 |refuah.idf.il Dstributed PHP At tenpt B ock 1
66.249.64.233 |lhited Sates |147.237.77.216|dover.idf.il Unaut hori zed LRL Access to waidf.il/atal 1/izkor/ vi ew i ngt op. asp Bl ock 1
197. 35. 225. 175 |Egypt 147.237.76. 147 |chi nuch. aka. i df . i|Distributed PP Attenpt B ock 1
62.219.139. 32 |lIsrael 147.237.76.42 |refuah.idf.il Dstributed PHP At tenpt B ock 1
31.168.31.178 |Israel 147.237.77.216|dover. i df .i | Dstributed PHP Attenpt B ock 1
68.180. 228. 112 |Whited Sates |147.237.76.86 [navy.idf.il Lhaut hori zed URL Access to waw navy.idf.il/sip_storage/ B ock 1
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