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03-06-2016-00:04:06 to 03-06-2016-01:04:06

|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |Site |signature |Device Action  |Count |
81. 218. 65. 210 | srael 147.237.77. 216 dover.idf.il ock Wp Al _Nets drop 3
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack drop 2
122.117.75. 77 Tai wan 147.237.72. 166 aka.idf.il Bl ock Wp Al Nets drop 1
185.94. 111. 1 147. 237. 8. 46 e.chinuch.idf.il |Block Wip Al Nets drop 1
113. 252.177. 163 Hong Kong 147.237.77.176 nat pash. i df . il Bl ock_Udp Al _Nets drop 1
113. 255. 188. 131 Hong Kong 147.237.77. 176 nat pash. i df . i | ock Wp Al _Nets drop 1




03-06-2016-00:04:06 to 03-06-2016-01:04:06

|Top Attackers In IPS|

Attacker Address |Attacker Qountry arget Address Devi ce Action |Oount
46.117.127.9 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the URL B ock 4
199. 30. 25. 83 Lhited Sates 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the UR B ock 2
199. 58. 86. 209 Lhited Sates 147.237.77.216 |dover.idf.il C1000074: HTTP. majestic bot B ock 2
207. 46.13. 70 Lhited Sates 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the URL B ock 2
106. 120.173.159 |thina 147.237.77.233 |atal .idf.il CL000071: HTTP: User Agent Sogou+web+spi der B ock 1
66. 249. 66. 187 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the UR B ock 1
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP. User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.77.176 |natpash.idf.il [Cl000071: HTTP: User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.77.233 |atal .idf.il C1000071: HTTP. User Agent Sogou+web+spi der Bl ock 1




03-06-2016-00:04:06 to 03-06-2016-01:04:06

|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
61.240. 144. 67  |147.237.77. 205 |Chi na prisha idf.il ET SCAN NMAP -sS wi ndow 1024 1
61.240. 144.66  |147. 237. 76. 202 |Chi na e halag.idf.il ET SCAN NVAP -sS wi ndow 1024 1
61.240. 144. 64  |147.237.72. 167 |Chi na i shurimaka.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
58.187.18.143 |147.237.77.243 |V etnam nobi | e.idf.il ET SCAN NVAP -sS w ndow 1024 1
218.57.11.7 147. 237. 76. 196 |Chi na e.svivaidf.il ET SCAN Potential SSH Scan 1
183. 60. 48. 25 147.237.0.16 |China ny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
. . ET SCAN Behavi oral Uhusual |y fast Terminal Server Traffic,
89.248.172. 140 |147.237.0.19 |Netherlands nadi matal .idf.il ) ) 1
Potential Scan or Infection
61.240.144. 67 |147.237.76.39 |China nobi le.neitav.idf.il |ET SCAN NMVAP -sS w ndow 1024 1
61.240. 144. 64 |147.237.76. 199 |Chi na e. nakchal .idf.il ET SCAN Potential VNC Scan 5900- 5920 1
58.187.18.143 |147.237.77. 243 |\ et nam nobi | e. i df il ET SCAN NVAP -sS wi ndow 4096 1
41.41. 29. 238 147. 237. 77. 121 |Egypt e navy.idf.il ET SCAN NMAP -sS wi ndow 1024 1
218.57.11. 7 147. 237. 76. 197 [Chi na e hinush.idf.il ET SCAN Potential SSH Scan 1
198. 180. 198. 185|147. 237. 77. 235 |Wnited Sates |svivaidf.il ET SCAN NVAP -sS wi ndow 4096 1
o ET SCAN Behavi oral Lhusual |y fast Terminal Server Traffic,
185. 72.179. 221 |147. 237.76. 199 e. nakchal .idf.il ) ) 1
Potential Scan or Infection
. o ET WEB SPEA FI C APPS G5 Commerce 2.2 R Potenti al
146. 148. 28. 121 |147.237.77.216|lhited Sates |dover.idf.il — - X 1
Anonynous Renot e Code Executi on




03-06-2016-00:04:06 to 03-06-2016-01:04:06

|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address |Ste Signature Zi\tni((:;
S reanming Engi ne: TCP i i ssi

109. 64.5.187  |Israel 147.237.72. 166 |aka. i of .i | mng tngine. Invalid segnent retransmssion. 21
Inval id Retransm ssion Packet dropped.

151. 252. 97. 204 glcf;i'géa” Territony 47 237. 7. 216 |dover. i of i SYN At tack SYN -> SYN-ACK -> Tineout [reject 12
S reanming Engi ne: TCP i i ssi

2.54.166.237  |Israel 147. 237. 76. 200 |ei tan. aka. i of . mng tngine. Invalid segnent retransmssion. 12
Inval id Retransm ssion Packet dropped.

212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop

24.171.36.244 |Whited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop

151. 252. 97. 204 g‘ijcis;i':('ja” Territory147. 237. 77. 216 |dover. i o .il Bad TCP sequence Invalid ACK nunber moni tor |6

109. 160. 199. 217l srael 147.237.77. 170 |na@arachot . i df . i | dr op First packet isn't SYN drop 5

151. 252, 97, 204 [P EStinian Tervitory, oz 537 77, 216 |dover. i df il Bad TCP sequence SINWAK retransmt with moni tor |5

Cccupi ed di fferent w ndow scal e

106. 38. 241. 151 |Chi na 147.237.77. 216 |dover.idf.il drop SAMrul e drop

37.46.41. 166 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber noni t or

31.154.135. 113 |Israel 147. 237. 76. 147 |chi nuch. aka. i of .i | Bad TCP sequence Invalid ACK nunber noni t or
S reamng Engi ne: TCP i i ssi

79.180.31.94  |Israel 147.237.72. 166 |aka. i df . mng thgl ne- 7 Invalid segnent retransmssion. 3
Invalid Retransm ssi on Packet dr opped.
S reanming Engi ne: TCP i i ssi

82.81.5. 90 I srael 147.237.72. 166 |aka.i df . i1 mng tngine. Invalid segnent retransmssion. 3
Inval id Retransm ssion Packet dropped.
S reamng Engi ne: TCP i i ssi

185.3.144.59  |israel 147.237.72. 166 |aka. i df . mng thgl ne- 7 Invalid segnent retransmssion. 3
Inval i d Retransm ssi on Packet dr opped.
S reanming Engi ne: TCP i i ssi

79.176.172.62 |l srael 147.237.72. 166 |aka.i df . i1 mng tngine. Invalid segnent retransmssion. 3
Inval id Retransm ssion Packet dropped.
S reamng Engi ne: TCP i i ssi

79.180. 144.39  |Israel 147.237.72. 166 |aka. i df .1 mng thgl ne- 7 Invalid segnent retransmssion. 3
Invalid Retransm ssi on Packet dr opped.
S reanming Engi ne: TCP i i ssi

5.102.254.96 |l srael 147.237.72. 166 |aka.i df . i1 mng tngine. Invalid segnent retransmssion. 3
Inval id Retransm ssion Packet dropped.
S reamng Engi ne: TCP i i ssi

79.177.63.142 |Israel 147.237.72. 166 |aka. i df . mng thgl ne- 7 Invalid segnent retransmssion. 3
Invalid Retransm ssi on Packet dr opped.
S reanming Engi ne: TCP i i ssi

79.181.169. 111 |Israel 147.237.72. 166 |aka.i df . i1 mng tngine. Invalid segnent retransmssion. 3
Inval id Retransm ssion Packet dropped.
S reamng Engi ne: TCP i i ssi

141.8.132.112 |Russian Federation |[147.237.72. 166 |aka.idf.il mng thgl ne- 7 Invalid segnent retransmssion. 3
Invalid Retransm ssi on Packet dr opped.
S reanming Engi ne: TCP i i ssi

84.228.166.56 |l srael 147.237.72. 166 |aka.i df . i1 mng tngine. Invalid segnent retransmssion. 3
Inval id Retransm ssion Packet dropped.
Sreamng Engi ne: TCP i i ssi

79.179.16.185 |Israel 147.237.72. 166 |aka. i df .1 mng thgl ne- 7 Invalid segnent retransmssion. 3
Inval i d Retransm ssi on Packet dr opped.

151. 252. 97. 204 glcissi':('ja” Territory147. 237. 77. 216 |dover. i f il Bad TCP sequence Invalid ACK nunber aert 3
S reamng Engi ne: TCP i i ssi

109.65.98.121  |israel 147.237.72. 166 |aka. i df .1 mng thgl ne- 7 Invalid segnent retransmssion. 3
Inval i d Retransm ssi on Packet dr opped.

5.22.130.128  |Israel 147. 237. 77. 176 |nat pash. i of . i | Bad TCP sequence Invali d ACK nunber nonitor |3
Sreamng Engi ne: TCP i i ssi

79.182.27.75  |israel 147. 237.72. 166 |aka. i of .11 mng Ethgl ne. 7 Invalid segnent retransmssion. 3
Inval id Retransm ssion Packet dropped.

46.120.129.34 |Israel 147. 237. 72. 156 |anan. i df . i SYN Attack SYN -> SYN-ACK -> RST rej ect 3
Sreamng Engi ne: TCP i i ssi

79.180.23.222 |israel 147. 237, 72. 166 |aka i of . i mng engine. Invalid segnent retransmssion. 3
Inval id Retransm ssion Packet dropped.
S reamng Engi ne: TCP i i ssi

109. 65. 165. 182 |Israel 147.237.72. 166 |aka.i df . i mng tngine. 1 Invalid segnent retransmssion. | 3
Invalid Retransnission Packet dropped.
Sreamng Engi ne: TCP i i ssi

79.182.189. 170 I srael 147. 237.72. 166 |aka. i of . i1 mng engine. Invalid segnent retransmssion. 3
Inval id Retransm ssion Packet dropped.

149. 88.243.22 |Israel 147. 237. 77. 216 |dover.i df .il SYN Attack SYN -> SYN-ACK -> Tinmeout |reject 2

109. 65.77. 1 I srael 147.237.77. 226 "‘:"Y“ chanatz. aka. 1df \oyN At t ack SYN -> SYN-ACK -> Tineout |reject 2
S reamng Engi ne: TCP i i ssi

109. 186. 144. 98 |Israel 147. 237. 77. 243 |robi 1 e. i of . i | mng thgl ne- 7 Invalid segnent retransmssion. 2
Inval i d Retransm ssi on Packet dr opped.
S reanming Engi ne: TCP i i ssi

46.117.193. 168 |Israel 147.237.76.31 |nakchal .idf.il mng tngine. Invalid segnent retransmssion. 2
Inval id Retransm ssion Packet dropped.

46. 19. 86. 185 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber nonitor |2

109.65.77.1  [Israel 147.237. 77. 226 | W chamatz. aka. 1Al Hpay Top sequence SINWACK retransmt w th monitor |2

il di fferent w ndow scal e

176.13. 0. 199 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber aert 2
S reamng Engi ne: TCP i i ssi

207. 241. 237. 227|Wited Sates 147. 237.72. 166 |aka. i df . i mng tngine. 1 Invalid segnent retransmssion. | 2
Inval i d Retransnissi on Packet dropped.

176. 13. 0. 199 | srael 147. 237.77. 216 |dover.idf .il Bad TCP sequence Invalid ACK nunber noni t or

109.65.77. 1 I srael 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Tineout |reject

185. 120. 125. 28 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop

. . SYNtAXK retransmt with .

109.65.77.1 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence di fferent w ndow scal e noni t or 2

2.52.134.83 I srael 147.237.72. 166 |aka i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1

46.19. 86. 237 | srael 147.237.72. 166 |aka. i df . i Bad TCP sequence Inval i d ACK nunber noni t or 1

94.230. 86. 234 |Israel 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber nonitor |1

5.102. 195. 96 I srael 147.237. 72. 156 |anan.i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |1

46.19. 86. 55 I'srael 147.237.77. 226 [} chanatz.aka. 1l |ga4 TGP sequence Inval i d ACK nunber moni tor |1

o i nstant nessenger pattern .
23.101.61.176 |ireland 147.237.72. 166 [aka. i df .i I nstant Messengers found, appl i cation Skype monitor |1




03-06-2016-00:04:06 to 03-06-2016-01:04:06

Attacker Address |Attacker Qountry Target Address |Ste Signature

92.22.149. 30 United Ki ngdom 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 1
. . . SYNtACK retransmt with .

196. 215. 148. 187 |South Arica 147.237.76.86 |navy.idf.il Bad TCP sequence different w ndow scal e nmoni t or 1




03-06-2016-00:04:06 to 03-06-2016-01:04:06

|Top Attackers In V\AF|

Attacker Address

Attacker Qountry

Target Address

Site

Sgnature

Devi ce

Lhaut hori zed URL Access to

Action

‘Count

Qccupi ed

109. 67.21.231 |Israel 147.237.0.19 |madimatal .idf.il nedi matal i df i |/ shar ed aj ax/ updat enakat gaunt i ty. aspx B ock 4
146. 148. 28. 121 |Uited Sates 147.237.77. 216 |dover.idf .l Ostributed PHP At tenpt B ock
41.230.14.223 |Tunisia 147.237.77. 176 [nat pash. i df . i | Mil tipl e Unaut hori zed URL Access from 41.230. 14. 223 B ock
66.249. 64. 233 |United Sates 147.237.77. 216 |dover . i df . i | Distributed Whaut hori zed LR Access on B ock 2
wan i df.il/error.htm
66.249.64.233 [lLnited Sates 147.237.77.216|dover.i df .l Ml tipl e Unaut hori zed URL Access from 66. 249. 64. 233 B ock 2
197. 33, 10. 254 Egypt 147. 237.72. 166 |aka. i df . i | |u;aut horized URL Access to waw aka.idf.il/main/rabanut/rQ 8 ock 2
203. 192. 196. 154|Indi a 147.237.76.86 |[navy.idf.il Mil tipl e Unaut horized URL Access from 203.192.196.154 [B ock 2
79.181.141.191 [israel 147.237.0.15 |kosher-kravi.idf.il |Wauthorized URL Access to kosher-kravi.idf.il/xnrpc.php |B ock 1
197. 35.225. 175 |Egypt 147.237.76.86 |navy.idf.il Dstributed PHP Attenpt B ock 1
109. 177. 149. 206|United Arab Emirates |147.237.77.216|dover.idf.il Ostributed PHP At tenpt B ock 1
. . . Uhaut hori zed URL Access to
66. 249. 64. 51 Lhited Sates 147.237.76.42 |refuah.idf.il 147, 237. 76, 42/ shar ed/ ol ent scri pts/ ¢l i entscri pts. | s B ock 1
165. 120. 109. 213|Uni ted Ki ngdom 147.237.72.167|i shurimaka. i df . il Untraceabl e SSL Sessi ons: (pen Mode None 1
. . D stributed Uhaut hori zed LRL Access on
94. 230. 86. 46 I srael 147.237.72. 166 |aka. i df . i | vaw aka. i df i 1/ xni r pe. php Bl ock 1
89.138. 106. 196 |l srael 147.237.72. 166 [aka. i df . i | Ostributed PHP A tenpt B ock 1
. . Unaut hori zed URL Access to
213.151.47.114 |lIsrael 147.237.77.216|dover. i df . il ww i cf i 1/t enpl at es/ t enpl at econt rol s/ generi ¢/ B ock 1
5.29.74. 167 | srael 147.237.77. 170 |maar achot . i df . i | Dstributed PHP At enpt B ock 1
wwv. chamat z. aka.id |
149.78.5. 115 | srael 147.237.77. 226 £l DO stributed PHP At enpt B ock 1
5.22.131.24 I srael 147.237.76.31 |nakchal .idf.il Dstributed PHP Attenpt B ock 1
: . . Uhaut hori zed URL Access to
149.50.85.120 [Lhited Sates 147.237.77.234|hal ag. i df . i | 147. 237. 77. 2341 i nages/ shar ed/ bul | et 1. gi f Bl ock 1
. . D stributed Unhaut hori zed LR Access on
87.69. 155. 9 I sr ael 147.237.77.234|hal ag.i df . i | 147. 237. 77. 234/ i nages! shar ed/ bul | et 1. gi f B ock 1
. . D stributed Unaut hori zed URL Access on
197. 35. 225. 175 |Egypt 147.237.77. 216 |dover.idf . il Wi dff i 1/ xr pc. php Bl ock 1
. . D stributed Unhaut hori zed LR Access on
109. 64.33.196 |l srael 147.237.77.74 |lawidf .il vawe | aw i df i |/ xni t pe. php Bl ock 1
: . . D stributed Unaut hori zed URL Access on
66.249.75.202 |lhited Sates 147.237.76.86 |[navy.idf.il navy. i df . i 1/ gi yus/ f or ud asp/ show or um asp Bl ock 1
197. 35. 225. 175 |Egypt 147.237.76.31 |nakchal .idf.il Ostributed PHP At tenpt B ock 1
38.111.147.88 |Wited Sates 147.237.77.216|dover. i df . il Unaut hori zed URL Access to waw i df.il/894-he B ock 1
. . D stributed Unaut hori zed URL Access on
149.78.114.10 |Israel 147.237.76.42 |refuah.idf.il ww refua atal i df i |/ xnhr pe. php B ock 1
89.247.112.171 |Ger many 147.237.77.216|dover . i df . il Uhaut hori zed URL Access to v i df.il/navy/ B ock 1
204.79.180. 208 |lhited Sates 147.237.77.216|dover. i df .i |l Lhtraceabl e SSL Sessi ons: Cpen Mde None
. . D stributed Unhaut hori zed LRL Access on
5.22.131.24 I srael 147.237.77. 170 |maar achot . i df . i | ngar achot . i cf i 1/ xnh 1 pc. php B ock 1
149. 78. 5. 115 | srael 147.237.77. 170 |maar achot . i df . i | Dstributed PHP At enpt B ock 1
87.70.6.192 I srael 147.237.72. 166 |aka. i df . i | Dstributed PHP Attenpt B ock 1
79.181.141.191 [israel 147.237.76. 147 |chi nuch. aka. i df . i | Ostributed PHP At tenpt B ock 1
197. 35.225. 175 |Egypt 147.237.76.86 |navy.idf.il Lhaut hori zed URL Access to navy.idf.il/xnhrpc. php Bl ock 1
109. 177. 149. 206|Uhited Arab Enirates |147.237.77.216 |dover.idf.il Distributed Whaut hori zed LR Access on B ock 1
wan i df . i |/ xnb rpe. php
94. 230. 86. 46 I srael 147.237.77.74 [lawidf.il Ostributed PHP At tenpt B ock 1
Uhaut hori zed URL Access to
66. 249. 64. 56 Lhited Sates 147.237.76.42 |refuah.idf.il 147.237. 76. 42/ shared/ cl i ent scri pt s/ j query/ j query-1. 4. 2. mn |B ock 1
.js
189. 102. 39. 215 |Brazil 147.237.77. 176 [nat pash. i df . i | Distributed PP Attenpt B ock 1
. . D stributed Unhaut hori zed LRL Access on
89. 138. 106. 196 |l srael 147.237.72. 166 |aka. i df . i | vaw aka. i df i 1/ xni r pe. php Bl ock 1
213.151.51. 225 |[lIsrael 147.237.76.42 |refuah.idf.il Mil tipl e Lhaut hori zed URL Access from 213. 151. 51. 225 B ock 1
. . D stributed Unhaut hori zed LRL Access on
5.29.74. 167 I srael 147.237.77. 170 |maar achot . i df . i | ngar achot . i cf i 1/ xn 1 pc. php B ock 1
W, ch z. aka. i i
149.78.5.115  |Israel 147, 237,77, 226 |WW- Chamat z. aka. i d |naut hori zed URL Access to B ock 1
f.il v chamat z. aka. i df . i1/xnirpc. php
. . D stributed Unaut hori zed LRL Access on
5.22.131.24 I srael 147.237.76.31 |nakchal .idf.il v niakhal i df i 1/xni r pe. php B ock 1
149. 78. 5. 115 | srael 147.237.76.42 |refuah.idf.il Dstributed PHP At enpt B ock 1
87.70.2.90 I srael 147.237.77.74 |lawidf .il Dstributed PHP Attenpt B ock 1
198.58.103. 114 |Uhited Sates 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to wawidf.il/1294-he/wanidf.il |B ock 1
109. 64. 33.196 |l srael 147.237.77. 216 |dover.i df . il O stributed PHP A tenpt B ock 1
: . . Unaut hori zed URL Access to
66.249.75.210 |Lhited Sates 147.237.76.86 |navy.idf.il navy. i o i 1/ edi nd yonan enl ar ge. asp Bl ock 1
. . D stributed Unaut hori zed URL Access on
197. 35. 225. 175 |Egypt 147.237.76.31 |nakchal .idf.il vaw niakhal i df i 1/ xnh T pe. php Bl ock 1
41.230.14.223 |Tunisia 147.237.0.34 |tikshuv.idf.il Mil tipl e Unaut hori zed URL Access from 41. 230. 14. 223 B ock 1
151. 252, 97. 204 |FASStinian Territory, 1) /7 537 77 216|dover.idf . il SSL Untraceabl e Connection - Qpen Mde None 1
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