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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address  [Site |signature |Device Action  [Count |
82. 145. 220. 82 Eur ope 147.237.77. 216 dover.idf.il Bl ock_Ip Véb In drop 10

81. 218. 65. 210 | srael 147.237.77. 216 dover.idf.il Bl ock_Udp All _Nets drop 6
54.72.182.187 Irel and 147.237.77. 216 dover.idf.il ock Wdp Al Nets drop 2

220. 144, 250. 83 Japan 147.237.8. 24 elifestyle.idf.il |Bock Udp All Nets drop 1
185.94.111.1 147.237. 76. 202 e halag.idf.il Bl ock_ Udp All _Nets drop 1

185. 130. 5. 224 147. 237. 8. 45 eeitanidf.il Bl ock_Ulp All _Nets drop 1

212.71. 235. 23 Uni ted Ki ngdom 147.237.72. 166 aka.idf.il Bl ock_Ulp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry arget Address |Site Devi ce Action |Oount
82.80.178. 57 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the URL B ock 9
176. 13. 19. 240 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the UR B ock 9
79.177.159.5 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the UR B ock 2
87.71.28.154 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the URL B ock 2
41. 230. 14. 223 Tuni si a 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the UR B ock 2
207.46.13.70 Lhited Sates 147.237.0. 34 tikshuv.idf.il |CL000138: HITP. prefix 1.01 in the LR Bl ock 2
106. 38. 241. 106 Chi na 147.237.77.233 |atal .idf.il C1000071: HTTP. User Agent Sogou+web+spi der B ock 1
106. 120.173.159 |thina 147.237.77.233 |atal .idf.il CL000071: HTTP: User Agent Sogou+web+spi der B ock 1
157. 55. 39. 145 Lhited Sates 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the URL B ock 1
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP. User Agent Sogou+web+spi der B ock 1
66. 249. 66. 187 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the UR B ock 1
106. 38. 241. 106 Chi na 147.237.77.176 |nmatpash.idf.il [Cl000071: HTTP: User Agent Sogou+web+spi der Bl ock 1
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|Top Attackers In |D|

| Target Address

Attacker Address

Attacker Qountry

Signature

195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
107. 150. 36. 36 147.237.0. 34 Lhited Sates tikshuv.idf.il ET SCAN Potential SSH Scan 1
107. 150. 36. 36 147.237.0. 19 Lhited Sates madi matal .idf.il ET SCAN Potential SSH Scan 1
87.71.133.133 147. 237. 76. 147 I srael chi nuch. aka. i df .i | ET SCAN NMAP -sS w ndow 4096 1
61. 240. 144. 65 147.237.77. 170 Chi na naar achot . i df .i | ET SCAN NMAP -sS wi ndow 1024 1
61. 240. 144. 64 147.237.76. 38 Chi na eeneitav.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
47.88. 10. 97 147.237.72. 14 Canada dover.idf.il(old) ET SCAN NVAP -sS wi ndow 1024 1
218. 246. 0. 97 147.237.8. 28 Chi na e.nobi | e-ks. i df il ET SCAN NMAP -sS wi ndow 1024 1
199. 101. 186. 244 147. 237. 76. 148 Lhited Sates gqcent er . aka. i df .i | ET SCAN NVAP -sS w ndow 3072 1
162. 243.227. 19 147. 237. 76. 148 Lhited Sates gqcent er. aka. i df .i | ET SCAN NVAP -sS wi ndow 1024 1
107. 150. 36. 36 147.237.0. 33 Lhited Sates idf.il ET SCAN Potential SSH Scan 1
107. 150. 36. 36 147. 237.0. 15 Lhited Sates kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
80. 87. 205. 254 147.237.0. 33 Russi an Feder ati on idf.il ET SCAN Potential WNC Scan 5900- 5920 1
61. 240. 144. 64 147. 237.77. 170 Chi na naar achot . i df .i | ET SCAN NMAP -sS wi ndow 1024 1
61. 240. 144. 64 147. 237. 8. 46 Chi na e.chinuch.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
209. 126. 116. 147 147. 237.8.27 Lhited Sates e.nadimatal .idf.il ET SCAN Potential WNC Scan 5900- 5920 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address |Ste Signature Action ‘Count
Sreamng Engine: TCP Invalid i i ssi

41.230.14.223 |Tunisia 147, 237. 76. 200 |ei tan. aka. i df .1 9 =g Invalid segnent retransmssion. g 42
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

109. 65. 24. 153 [Israel 147.237.76.31 |nakchal .idf.il 9 =9 Invalid segnent retransmssion. g 21
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TCP Invalid i i ssi

82.80.178.57  |israel 147.237.0.34  |tikshuv.idf.il 9 =g Invalid segnent retransmssion. g 21
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

79.182.200. 11 |israel 147.237.72. 166 |aka.i df . 9 =9 Invalid segnent retransmssion. g 15
Ret r ansni ssi on Packet dr opped.

46. 19. 86. 109 | srael 147.237.0.19 |madimatal .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 15

5.102. 254. 42 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d ACGK nunber noni t or 13

79.177. 143. 36 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 12
Sreaming Engine: TCP Invalid i i ssi

41.230.14.223 |[Tunisia 147.237.72. 166 |aka. i df . | 9 =g Invalid segnent retransmssion. g 12
Ret r ansni ssi on Packet dropped.

79.177.220. 127 |lsrael 147. 237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 10

24.113. 64. 59 Lhited Sates |147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 8

46. 19. 85. 155 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 8

5.102. 254. 42 I srael 147.237.0.19 |nadimatal .idf.il Bad TCP sequence Inval i d ACK nunber nonitor |7

46. 19. 86. 109 I srael 147.237.0.19 |nadimatal .idf.il Bad TCP sequence Invalid ACK nunber monitor |7

212.143.142.56 |[Israel 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 6
Sreamng Engine: TCP Invalid i i ssi

46.19.86.143  |Israel 147.237.72. 166 |aka.i df . 9 =9 Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi

85. 130. 170. 218 |l srael 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

79.179. 107. 141 |israel 147.237.72. 166 |aka.i df . 9 =9 Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dr opped.

212.179. 217. 1521 srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber noni t or

106. 38. 241. 151 |Chi na 147.237.77. 216 |dover.idf.il drop SAMrule drop 5

. . e SYN+ACK retransmt wth .

41.230.14.223 [Tunisia 147. 237. 76. 200 |ei tan. aka. i of . i | Bad TCP sequence different vi ndow scal e monitor |5

85. 130. 214. 113 |l srael 147.237.72. 166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |4

46. 19. 85. 129 I srael 147.237.77. 176 |nat pash. i of . i | Bad TCP sequence Inval i d ACK nunber nonitor |4

46. 19. 86. 185 I srael 147. 237. 77. 216 [dover.i df .i SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 4

46.19.85.9 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 4

5.102.242.189 |l srael 147.237.72. 156 |anan. i df . i | Bad TCP sequence Inval i d ACK nunber nonitor |4

2.54.,25. 159 I srael 147. 237. 72. 156 [anan. i df . i SYN Attack SYN -> SYN-ACK -> RST rej ect 3

o . . SYNtAXK retransmt with .

41.230.14.223 [Tunisia 147.237.72. 166 |aka.idf.il Bad TCP sequence di fferent i ndow scal noni t or 3
Sreaming Engine: TGP Invalid i i ssi

79.177.63.23  |israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. . 3
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi

87.70.61.127  |israel 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.

188. 120. 154. 151 |l srael 147.237.72. 166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |3

84.110.184.132 [Israel 147.237.77. 226 Wi"l"'“ha”atz' aka.1dl |gad TCP sequence Inval i d ACK nurber moni tor |3
Sreamng Engine: TCP Invalid i i ssi

176.13.19.215 [ srael 147.237.72. 166 |aka.i df . i 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi

149. 78. 237. 214 |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dr opped.

185. 3. 144. 50 I srael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence Inval i d ACK nunber nonitor |3
Sreanming Engine: TCP Invalid i i ssi

2.54.180. 50 I'sr ael 147.237.77. 243 |nobi L e. i of .| 9 =g Invalid segnent retransmssion. g 3
Ret ransmi ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi

46.19.86.98  |Israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. g 3
Ret ransn ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi

79.182.112.67 | srael 147.237. 72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. g 3
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TP Invalid i i ssi

85.130. 214. 113 I srael 147.237.72. 166 |aka. i of .11 9 =9 Invalid segnent retransmssion. g 3
Ret ransn ssi on Packet dr opped.

89. 138. 37. 37 I srael 147. 237. 72. 166 |aka.i df . i1 SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 3

5.102. 195.108 |l srael 147.237. 72. 156 |anan.i df .i | Bad TCP sequence Inval i d ACK nunber moni tor |3

85. 130. 170. 218 |l srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |3
Sreanming Engine: TCP Invalid i i ssi

2.54. 18, 234 I'sr ael 147.237. 72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. g 3
Ret ransni ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi

79.176.102. 227 | srael 147.237.72. 166 |aka i df .i 9 =g Invalid segnent retransmssion. g 3
Ret ransn ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi

185. 120. 126. 6 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. g 3
Ret ransni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi

212.235.31.39  |Israel 147.237.77. 243 |nobi le.i o . i1 9 =g Invalid segnent retransmssion. g 3
Ret ransn ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi

79.182.216.90 |israel 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. g 3
Ret ransni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi

2.54.20.143  |Israel 147.237.72. 166 |aka i df .i 9 =g Invalid segnent retransmssion. g 3
Ret ransn ssi on Packet dropped.

41.230.14.223 |Tunisia 147. 237. 72. 166 |aka.i df . i1 SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 3
Sreaning Engine: TCP Invalid i i ssi

79.176.207.1  |israel 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. 3
Ret ransni ssi on Packet dropped.
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A tacker

Attacker Address count ry Target Address |[Ste Signature

Streaming Engine: TCP Invalid (invalid segnent retransmission.

5.22.129. 125 I srael 147.237.72. 166 |aka. i df . i | ..
Ret ransm ssi on Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
5.29.167.2 | srael 147.237.0.19 |madimatal .idf.il [Ostributed Suspicious Response Code Bl ock 183
46.19. 86. 181 I srael 147.237.0.19 |nadimatal .idf.il |[Dstributed Suspicious Response Code B ock 171
46.19. 86. 109 I srael 147.237.0.19 |[madimatal .idf.il [Distributed Suspicious Response Qode B ock 94
217.132. 156. 1561 srael 147.237.0.19 |madimatal .idf.il [Ostributed Suspicious Response Code Bl ock 15
41.230.14.223 |Tunisia 147.237.0.34 |tikshuv.idf.il Mil ti pl e Unaut hori zed URL Access from 41. 230. 14. 223 B ock 12
41.230.14.223 |Tunisia 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut horized URL Access from 41. 230. 14. 223 B ock 12
41.230.14.223 |Tunisia 147.237.76.200|ei tan. aka. i df.i| [Miltiple Unauthorized URL Access from 41.230. 14. 223 Bl ock 12
41.230.14.223 |Tunisia 147.237.0.15 |kosher-kravi . idf.i|Mitipl e Unauthorized URL Access from 41.230. 14. 223 B ock 9
66. 249. 64. 233 g"alt:g 147.237.77.216|dover.i df . il Mil tipl e Uhaut hori zed URL Access from 66. 249. 64. 233 Bl ock 9
41.230.14.223 [Tunisia 147.237.77. 176 |nat pash. i df . i | Mil tipl e Unauthorized URL Access from4l. 230. 14. 223 Bl ock 9
41.230.14.223 |Tunisia 147.237.77.216|dover.idf .l Ml tipl e Unaut horized URL Access from 41. 230. 14. 223 B ock 4
109. 253. 138. 89 |l srael 147.237.0.19 |nmadimatal .idf.il |[Ostributed Suspicious Response Qode B ock 2
41.230.14.223 |[Tunisia 147.237.77.216|dover.i df . il Dstributed Whaut hori zed URL Access on waw idf.il/error.htm B ock 2
79.178.175.53 [Israel 147.237.77.74 [lawidf.il Dstributed PHP At tenpt B ock 2
80.84.1.10 ?tos: Idletre 147.237.77.216|dover. i df . il DO stributed Whaut horized UR. Access on ww idf.il/error.htm B ock 2

Unaut hori zed URL Access to
212.76.112. 169 |[Israel 147.237.77. 170 |maarachot . i df . i|  |maarachot.idf.il/pdf/files/ 4/ 113394. pdf &sa=u&ved=0ahukewi ar p- swer | ahv |Bl ock 2

kkpokht s3daqqf ggj nek&sg=af gj cnhj ox| zbt syl syxyayr ghv7bxnena
80. 179. 96. 90 I srael 147.237.0.19 |[madimatal .idf.il [Distributed Suspicious Response Qode B ock 2
217.132. 116. 147 |l srael 147.237.77.243|nobi | e.i df . i | Lhaut hori zed URL Access to nobile.idf.il/nekudot/index B ock 2
77.127.240. 235 |lIsrael 147.237.0.19 |nadimatal .idf.il [Ostributed Suspicious Response Code B ock 2
82.102.136.67 |[Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx B ock 1
79.178.175.53  |Israel 147.237.76.86 |[navy.idf.il PHP Attenpt Bl ock 1
149.78.114.10 |Israel 147.237.77.216|dover. i df .i |l D stributed Unhaut hori zed LRL Access on www i df.il/xnrpc. php B ock 1
79.181.141.191 [israel 147.237.77.216|dover.idf .l Dstributed PHP At tenpt B ock 1
64.71.32.29 g‘;tt:: 147.237.76.42 |refuah.idf.il Unhaut hori zed LRL Access to refua. atal.idf.il/bl og/ wo-adnin/ B ock 1
109. 64.33.196 |l srael 147.237.77.233|atal .idf.il O stributed PHP Attenpt B ock 1
41.230.14.223 |Tunisia 147.237.76.200(ei tan. aka. i df . il |Uhknown Paraneter tab in ww eitan. aka.idf.il/938-he/eitan. aspx None 1
94. 230. 86. 46 | srael 147.237.77. 170 |maarachot . i df . i| [Dstributed PHP Attenpt Bl ock 1
79.181.13.2 I srael 147.237.77.216|dover . i df . il O stributed Lhaut hori zed LRL Access on www i df . il /xnirpc. php B ock 1
87.69.158.111 [Israel 147.237.72. 166 [aka. i df . i | Dstributed Unaut hori zed LRL Access on waw aka. i df.il/xmrpc. php B ock 1
79.178.175.53  |lsrael 147.237.77.74 |lawidf.il Unhaut hori zed URL Access to wawy nag. i df.il/xmrpc. php Bl ock 1
207.46.13. 171 ;“;tteeg 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237. 72. 166/ B ock 1
78.191. 140. 125 |Turkey 147.237.77.216|dover . i df . il Uhaut hori zed URL Access to wwidf.il/arr/ B ock
149. 78.5. 115 I srael 147.237.77.74 |lawidf.il O stributed Wauthori zed UR. Access on waw mag. i df .il/xmrpc. php B ock 1
80. 84. 1. 27 :ato\‘f: 'dgre 147.237.77. 216 |dover . i df . i | Distributed Uhauthori zed URL Access on wwidf.il/error. htm Bock |1
79.181.141. 191 |l srael 147.237.77.74 |lawidf.il Dstributed PHP Attenpt B ock 1
46. 19. 86. 109 I srael 147.237.0.19 |nadimatal .idf.il |[Untraceable SSL Sessions: (pen Mde None 1

. . Paraneter Type Mol ation InfoCenterltemin
104. 238. 147. 235 147.237.77.74 |lawidf.il vwy | aw i o |/t enpl at es/ getfi | ef getfi | e. aspx B ock 1
. . S Untraceabl e Gonnection - Protocol violation

79.180. 184. 115 |l srael 147.237.72. 166 |aka. i df . i | (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 1
213.57.149. 169 |[Israel 147.237.77.74 [lawidf.il Unaut hori zed URL Access to waw | aw i df.il/xmrpc. php B ock
93.172.168. 193 |Israel 147.237.77. 176 |mat pash. i df . i | Dstributed PHP Attenpt Bl ock
84.108.102. 179 | srael 147.237.72. 166 |aka. i df . i | llegal Byte Qode Chavracter in URL /mainkapatz//res#012 Bock |1

our ces/ i mages/ i nner page/ goback. gi f
79.178.175.53  |Israel 147.237.76. 147 |chi nuch. aka. i df . i ||Distributed PHP Attenpt B ock 1
197.35.225. 175 |Egypt 147.237.76.86 |navy.idf.il Dstributed PHP At enpt Bl ock 1
79.181.141.191 [israel 147.237.77. 216 |dover.idf .l Ml ti pl e Unaut horized URL Access from 79. 181. 141. 191 B ock 1
109. 64. 33. 196 |l srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to waww atal .idf.il/xnirpc. php Bl ock 1
94. 230. 86. 46 I srael 147.237.77. 170 |[maarachot . i df . i| |Distributed Wnaut hori zed UR. Access on maarachot . i df .il/xnirpc. php B ock 1
79.181.141.191 [israel 147.237.76.31 |nakchal .idf.il Dstributed PHP At tenpt B ock 1
79.178.175.53  |Israel 147.237.77. 170 |maarachot . i df . i| [Distributed PHP Attenpt B ock 1
207. 241. 229. 198 g“;:s 147.237.72. 166 [aka. i df . i | Unhaut hori zed URL Access to aka.idf.il/eitan/ pratinipirteyerua Bl ock 1
5.29. 203. 171 I srael 147.237.77.216|dover. i df . il Dstributed Lhaut hori zed URL Access on wa i df.il/https:/wwidf.il/ B ock 1
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