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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country

|Target Address |Site

|Signature

|Device Action |Count|

176. 106. 45. 167 Pal estinian Territory, Qcupied |147.237.77.216 dover.idf.il ock Udp Al _Nets drop 432
176. 106. 45. 167 Pal estinian Territory, Qccupied |147.237.77.216 dover.idf.il DCS- HTTP-fi ref | ood dest - r eset 42
134.147. 203. 115 Ger nany 147.237.0. 17 mny-kosher-kravi.idf.il |Bock Np Al Net drop 2
183. 60. 48. 25 Chi na 147.237.0.19 nadi matal .idf.il JLM Under Attack _Con_Tcp |drop 2
134. 147. 203. 115 Ger nany 147.237.77. 234 hal ag.idf.il B ock Np Al Net drop 2
115. 239. 228. 10 Chi na 147.237.0. 17 mny-kosher-kravi.idf.il |JLM Under Attack Con Htp |drop 2
72.143.121. 34 Canada 147.237.72. 166 aka.idf.il ock Udp Al _Nets drop 1
115. 239. 228. 10 Chi na 147.237.0. 17 mny-kosher-kravi.idf.il |JLMPurple Gon Limt _Htp dr op 1
71.6.167. 142 Lhited Sates 147.237.0. 34 tikshuv.idf.il Block Np All Net drop 1




03-05-2016-20:04:00 to 03-05-2016-21:04:00

|Top Attackers In IPS|

Attacker Address |Attacker Qountry rget Address |Site |Sgnature Devi ce Action |Count
85. 64. 181. 168 I srael 147.237.0. 34 tikshuv.idf.il |ClL000138: HITP. prefix 1.01 in the LR B ock 10
79.176. 162. 120 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the LRL B ock 9
46.121. 87. 162 | srael 147.237.0. 34 tikshuv.idf.il |Cl000138: HTTP. prefix 1.01 in the URL Bl ock 8
79.181. 14.13 I srael 147.237.0. 34 tikshuv.idf.il |ClL000138: HITP. prefix 1.01 in the LR B ock 4
109. 65. 108. 217 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the LRL B ock 4
213.57.233. 67 | srael 147.237.0. 34 tikshuv.idf.il |Cl000138: HTTP. prefix 1.01 in the URL Bl ock 2
37.26. 147. 253 I srael 147.237.0. 34 tikshuv.idf.il |ClL000138: HITP. prefix 1.01 in the LR B ock 2
106. 38. 241. 106 Chi na 147.237.77.176  |matpash.idf.il |ClL000071: HTTP: User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.77.233 |atal .idf.il C1000071: HTTP: User Agent Sogou+web+spi der Bl ock 1
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il Cl000071: HTTP. User Agent Sogou-+web+spi der B ock 1
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|Top Attackers In |D|

At acker

Attacker Address |Target Address ountry ‘S’te Signature
41.191.97.51 147.237. 77. 216 |Ghana dover.idf.il PQLI CY- OTHER TCP packet with urgent flag attenpt 6
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
213.136.91.26 |147.237.76.31 |Ger many nakchal . i df il ET SCAN Potential SSH Scan 2
66.249. 64. 233  |147.237.77. 216 |Uhited Sates |dover.idf.il ET SCAN NVAP -sA (2) 2
66. 249. 66. 36 147.237.77.74 |Wited Sates |lawidf.il ET SCAN NVAP -sA (2) 2
100. 239, 234. 201|147, 237 76. 30 |Fers Hrushi b il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
61.139.54. 71 147.237.0.19 |China nedi matal .idf.il ET SCAN Potential SSH Scan 1
185.130.5.249 |147.237.77.234 hal ag. i df.il ET SCAN NVAP -sS wi ndow 1024 1
185. 130. 5. 249  |147.237.76. 42 refuah.idf.il ET SCAN Potential SSH Scan 1
185.130.5.249 |147.237.72. 156 anan. i df il ET SCAN Potential SSH Scan 1
185.130.5.249 [147.237.0.17 mny-kosher-kravi.idf.il |[ET SCAN Potential SSH Scan 1
218. 246. 0. 97 147.237.76. 38 |[China eenetav.idf.il ET SCAN NMAP -sS wi ndow 1024 1
122.141. 236. 69 |147. 237. 76. 200 |Chi na eitan. aka.idf.il ET SCAN Potential SSH Scan 1
107.191. 47.70 |147.237.72.217 |Lhited Sates |e.idf.il ET SCAN NMAP -sS wi ndow 1024 1
213.136.91.26 |147.237.0.15 |Ger many kosher -kravi .idf.il ET SCAN Potential SSH Scan 1
79.177.172. 172 |147.237.72. 166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
185.130.5.249 |147.237.77.234 hal ag. i df.il ET SCAN Potential SSH Scan 1
61.139.54. 71 147.237.0.16 [China ny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
185.130. 5. 249  |147.237. 76. 199 e. nakchal .idf .i ET SCAN Potential SSH Scan 1
5. 28. 150. 20 147, 237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
185.130.5.249 |147. 237. 76. 34 yohal an.idf.il ET SCAN Potential SSH Scan 1
185.130. 5. 249 [147.237.0. 34 tikshuv.idf.il ET SCAN Potential SSH Scan 1
181 53, 62. 244 |147. 237 0.33 | ol orbi a il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
213.136.91.26 |147.237. 76. 200 |Ger nany eitan aka.idf.il ET SCAN Potential SSH Scan 1
122.141. 236. 69 [147.237.76.31 |China nakchal . i df.il ET SCAN Potential SSH Scan 1
213.136.91.26 |147.237.8.14 |Germany e.orchot.idf.il ET SCAN Potential SSH Scan 1
80.134.135.22 |147.237.76.34 |Hungary yohal an.i df. i ET SCAN Behavi oral Lhusual Iy fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
209. 126. 116. 147|147. 237. 77. 170 |Wnited Sates |maarachot.idf.il ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry ‘Target Address |Ste Signature
185. 3.147.182 |Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber nonitor  |233
Sreamng Engine: TP Invalid i i ssi
213.57.233.67 |Israel 147.237.0.34  |tikshw.idf.il 9 =g Invalid segnent retransmssion. g 92
Ret ransnm ssi on Packet dr opped.
185. 3. 147. 182 |l srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber alert 30
79.176.9. 225 I srael 147.237.77. 216 |dover.idf il SYN At t ack SYN -> SYN-ACK -> Tineout |reject 28
149.202.77.60 |Ger many 147. 237. 76. 147 |chi nuch. aka. i df . i I[SYN At t ack SYN -> SYN-ACK -> RST rej ect 27
reaming BEngine: TCP Invali i i ssi
46.19.85.193  |Israel 147.237.0.34 |tikshwv.iar.i1 |27 €M NG Bngine: TCP Invalid finvalid segnent retransnission drop 24
Ret ransnm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
172.56.15.38  |wited Sates 147. 237.77. 216 |dover i of . i 9 =g Invalid segnent retransmssion. g 24
Ret ransnm ssi on Packet dr opped.
149. 202.77.60  |Ger many 147.237.72. 156 |anan. i df .i SYN At tack SYN -> SYN-ACK -> RST rej ect 24
Sreamng Engine: TCP Invalid i i ssi
109. 253. 138. 1111 sr ael 147. 237.77. 243 |mbi l e, i f . i 9 =g Invalid segnent retransmssion. |, 21
Ret ransnm ssi on Packet dr opped.
89. 34. 237. 27 Ronani a 147. 237. 76. 147 |chi nuch. aka. i of . i I[SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 17
89. 34. 237. 27 Romani a 147.237.72. 156 |anan. i df .i | SYN At t ack SYN -> SYN-ACK -> Tinmeout |reject 14
Sreamng Engine: TCP Invalid i i ssi
176.13.9.35  [Israel 147.237.72. 166 |aka i df .i 9 =g Invalid segnent retransmssion. g 12
Ret ransm ssi on Packet dr opped.
89.138.91.112 | srael 147.237.77. 234 |hal ag.i . i | Bad TCP sequence S retransmt with different — Jooyiior |12
w ndow scal e
176. 106. 45. 167 (F;ajcis;i';'ja” Territory, 47, 237. 77. 216 |dover . i of .i SYN At t ack SYN -> SYN-ACK -> RST rej ect 11
79.182.109.10 |lsrael 147.237.72. 167 [i shuri maka.i df . i [{dr op First packet isn't SYN drop 11
. . SYNtAXK retransmt with .
79.176.9. 225 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence di fferent i ndow scal e noni t or 11
79.176. 9. 225 | srael 147.237.76. 42 |refuah.idf.il SYN At tack SYN -> SYN-ACK -> Tineout |reject 9
reamn ine: TCP Invali i i ssi
5.22.130.235  |lsrael 147. 237.72. 166 |aka i df . i | Streamng Engi ne: TCP alid|invalid segnent retransmission. |, op 9
Ret ransm ssi on Packet dr opped.
98. 82. 54. 39 Lhited Sates 147.237.77. 216 |dover.idf . i | Bad TCP sequence Inval i d ACK nunber noni t or
106. 38. 241. 151 |Chi na 147.237.77. 216 |dover.idf.il drop SAMrul e drop
98. 82. 54. 39 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop
. . e SYN+ACK retransmt wth .
80. 246. 139. 232 |Israel 147.237.72. 167 |ishurimaka.idf.il|Bad TCP sequence different wi ndow scal e nonitor |6
109. 67.197. 173 |Israel 147.237.72. 166 |aka. i df .i | SYN At tack SYN -> SYN-ACK -> RST aert
185. 3. 147. 87 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACGK nunber noni t or
Sreaming Engine: TGP Invalid i i ssi
79.179.63.184 |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. | 6
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
176.13.18.222 |Israel 147. 237. 72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. |, 6
Ret ransnm ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i ssi
82.80.181.110 |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. | 6
Ret ransnm ssi on Packet dropped.
212.143.142.56 |Israel 147.237.77. 216 |dover.idf il drop First packet isn't SW drop
79.182.179.32 |Israel 147.237.0.19 |nadimatal.idf.il [SYN At tack SYN -> SYN-ACK -> RST rej ect
Sreanming Engine: TCP Invalid i i ssi
109. 253. 192. 152|i srael 147.237.77. 243 |robi | e. i of .| 9 =g Invalid segnent retransmssion. | 6
Ret ransnm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
2.52.38.28 I'srael 147.237.77. 243 |nubi le.i . i1 9 =g Invalid segnent retransmssion. g 6
Ret ransnm ssi on Packet dr opped.
89.139.180.72 [Israel 147. 237. 72. 166 |aka.i df . i1 SYN At tack SYN -> SYN-ACK -> Ti meout rej ect 6
. . SWNretransmit wth different .
93.172.236.188 |lsrael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Vi ndow scal e noni t or 5
5.102.254.161 |l srael 147.237.0.34 |tikshw.idf.il  [Bad TCP sequence Inval id ACK nunber monitor |5
37.46. 41. 249 I srael 147.237.72. 156 |anan. i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |5
85.130.197. 60 |Israel 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d AGK nunber nonitor |5
87.69.52.173 | srael 147.237.0.34 |[tikshuv.idf.il  [SYN Attack SYN -> SYN-ACK -> RST rej ect 5
172.56. 15. 38 Lhited Sates 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 5
193. 43. 245. 250 |l srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 4
84.108.27.188 |lsrael 147.237.77.233 |atal .idf. il Bad TCP sequence Inval id ACK nunber nonitor |4
98. 82. 54. 39 Lhited Sates 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 4
141.0. 14. 18 Eur ope 147.237.77. 216 |dover. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
Sreaming Engine: TGP Invalid i i ssi
176.228.8.120 |Israel 147.237.77. 243 |nobile. i of . 9 =g Invalid segnent retransmssion. | 4
Ret ransnm ssi on Packet dropped.
212.34.20.112  |Jordan 147.237.77.176 |natpash.idf.il  |Bl ock HTTP Non Conpl i ant noni t or
98. 82. 54. 39 Lhited Sates 147.237.77. 216 |dover.idf .| Bad TCP sequence Inval id ACK nunber aert
89. 34. 237. 27 Romani a 147.237.72. 156 |anan. i df .i | SYN At tack rej ect
Sreamng Engine: TCP Invalid i i ssi
79.179.177. 216 | srael 147. 237. 72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. |, 3
Ret ransm ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i ssi
2.52.163.94 I srael 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. | 3
Ret ransnm ssi on Packet dropped.
37.46.41.37 I srael 147.237.72. 166 |aka. i df .i Bad TCP sequence Invalid ACK nunber noni t or
84.95.59. 173 | srael 147.237.72. 166 |aka.idf .il dr op First packet isn't SYN drop
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|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
79.182.179.32 |lsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode B ock 111
109. 253. 138. 111/l srael 147.237.77.243|nobi | e.i df . i | Distributed Suspicious Response Code B ock 6
212.34.20.112 [Jordan 147.237.77. 176 |nat pash. i df . il  [Miltiple Abnormal |y Long Request from 212.34.20.112 B ock 5
193. 43. 246. 250 |Israel 147.237.77.216|dover.i df . il D stributed Unaut horized LRL Access on www idf.il/error. htm Bl ock 5
212.34.20.112  |Jordan 147.237.77. 176 [mat pash. i df .i| |Miltiple Malformed URL from 212. 34. 20. 112 B ock 5
212.34.20.112 [Jordan 147.237.77. 176 |mat pash. i df . il  |Miltiple Unknown HTTP Request Method from 212. 34. 20. 112 B ock 5
193. 43. 245. 250 |Israel 147.237.77.216|dover.i df . il D stributed Unaut horized LRL Access on waww idf.il/error. htm Bl ock 3
79.177.223.54  |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
94.159.148.88 [Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
85. 64. 157. 54 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
217.132.195. 77 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode B ock 3
212.34.20.112 [Jordan 147.237.77. 176 |mat pash. i df . il [Mitiple I11egal HITP Version from212. 34.20. 112 B ock 3
2.52.62.236 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
2.54. 154. 245 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode B ock 3
109. 253. 192. 152|I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 2
66. 249. 75. 218 g;g: 147.237.76.86 |navy.idf.il Mil tipl e Unaut hori zed URL Access from 66. 249. 75. 218 B ock 2
66. 249. 64. 233 ;h;:ee: 147.237.77.216|dover. i df . il Mil ti pl e Unaut hori zed URL Access from 66. 249. 64. 233 B ock 2
Uhaut hori zed URL Access to
. .| |maarachot . i df.il/71817- he/ maar achot . aspx&a=u& ed=0ahukew wr qwynar | ah
95. 86.88.219 | srael 147.237.77. 170 [maar achot . i df . i | vddj okhdbé6ci 8qf ggi maad&si g2=hy37ur pnOcr n5_yol scqvw&usg=af gj cnhor n3f yp Bl ock 2
t 4w3vxt gs7wgyyu5f z8q
66. 249. 64. 233 g‘;tt:: 147.237.77.216|dover. i df . il D stributed Whauthorized URL Access on waw idf.il/error.htm B ock 2
84.111.188. 145 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
207.241.229. 33 g];::: 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to aka.idf.il/eitan/pratinipirteykat ava Bl ock 1
. . S Lhtraceabl e Gonnection - Protocol violation
85. 64. 123. 61 I srael 147.237.72. 166 [aka. i df . i | (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 1
46.19. 85. 45 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 1
212.34.20.112  |Jordan 147.237.77. 176 [nat pash. i df . il |Malformed URL Bl ock 1
. . de i 2 368141
85.64.123.61 | srael 147.237.72. 166 |aka. i df . i | llegal Byte (ode Craracter in Paraneter Nane [[#21]][[#8] I [#E]ISERL-AN gy oy |y

in AN [#3112[#14]]% i [[#41[[#19(- 2O
85. 64. 123. 61 I srael 147.237.72. 166 [aka. i df . i | Mitiple Illegal Byte Qode Character in Mthod from85. 64. 123. 61 B ock 1
Uhknown Paranet er ct | 00$ct | 00$cphMai n$cphSachar $ct | 13 in

2.54.188. 53 I srael 147.237.72. 166 |aka. i df . i | wiw aka, i df . i |/ nai n/ sachar/ pays! i ps. aspx None 1
Unknown HTTP Request Met hod

212.34.20.112 |Jordan 147.237.77. 176 |mat pash. i df . i |  [text/htni, appl i cation/ xht m +xnb, appl i cati on/ xni ; g=0. 9, i nage/ webp, */*; q=0. [Bl ock 1
8in R

85. 64. 118. 94 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1136- he/ at al . aspx B ock 1

207.241.229.33 LSthlatt:sd 147.237.72. 166 [aka. i df . i | Unknown Paraneter docid in aka.idf.il/ituriniasp/displ ayonesol dier. asp None 1

109. 253. 192. 152]I srael 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code B ock 1

68. 180. 228. 175 g;g: 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147. 237. 76. 42/ 994- 9043- he/ r ef uah. aspx B ock 1

46.120.81.186 |Israel 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code B ock 1

. . Illegal Byte Qode Character in Query Sring [[#21]][[#8]]12W[[#6]] SE8L+xal XN

85. 64. 123. 61 I srael 147.237.72. 166 [aka. i df . i | . v B ock 1
O[S 20 [#A ] i [[#4][[#19]]1 2 on

79.178.218.134 |[Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock

193. 43. 245. 250 |l srael 147.237.77. 216 |dover.idf .l Uhaut hori zed URL Access to wawidf.il/error.htm B ock

Lhi ted . . . Unaut hori zed URL Access to

66. 249. 69. 46 Sates 147.237.77. 243 nobi | e. i df . i | nobi | e. i df.il/categorytenpl ates/|istchil ddocunent s/ 1880 Bl ock !

95. 86. 88. 219 I srael 147.237.77. 170 [maar achot . i df . i | [Mil tipl e Unaut hori zed URL Access from 95. 86. 88. 219 B ock 1

85. 64. 123. 61 I srael 147.237.72. 166 [aka. i df . i | Miltiple Ml formed URL from 85. 64. 123. 61 B ock 1

5.102.200.247 |lsrael 147.237.72. 166 [aka. i df . i | Unaut hori zed Method HEAD for v aka. i df.il/mai n/smalinisnali maspx Bl ock 1

85. 64. 123. 61 I srael 147.237.72. 166 [aka. i df . i | Abnornal |y Long Header Line request header nane B ock 1

207.241. 237. 227 g‘;tt:: 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to aka.idf.il/giyus/ general B ock 1

149. 255. 208. 37 [Iraqg 147.237.77. 216 |dover.i df . il Uhaut hori zed URL Access to wanidf.il/arr/ B ock 1

71.43.100. 242 g"alt:g 147.237.77.216|dover.i df . il Lhaut hori zed LR Access to vwwidf.il/).htm( Bl ock 1

54. 243. 53. 148 LSthlatt:sd 147.237.77. 216 |dover.i df . il Unaut hori zed URL Access to 147.237.77.216/ 1283- 12386- en/ dover . aspx B ock 1

87.71. 49. 254 I srael 147.237.72. 156 [aman. i df . i | Uhaut hori zed LRL Access to waw aman. i df.il/https:/ww aman. idf.il/ B ock 1

85. 64. 123. 61 I srael 147.237.72. 166 [aka. i df . i | I11egal HITP \ersion B ock 1

66. 249. 69. 169 ;ﬂ;ttee: 147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to waw navy. i df . i |/ navy/ navy/ sear chpage. aspx Bl ock 1

85. 64. 123. 61 I srael 147.237.72. 166 [aka. i df . i | Mil tipl e Unknown HTTP Request Met hod from 85. 64. 123. 61 B ock 1

31.168.241.9  [Israel 147.237.77. 234|hal ag. i df . i | O stributed thathori zed LR. Access on Bock |1

147.237. 77. 234/ i nages/ shared/ bul | et 1. gi f
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