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|Top Attackers | n DDoS- Def ence |

03-05-2016-19:04:09 to 03-05-2016-20:04:09

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |
37.237.204. 215 Iraq 147.237.77. 216 dover.idf.il ock Wp Al _Nets drop 304
37.237.204. 215 Irag 147.237.77. 216 dover.idf.il DOS- VEB- HOl C- HTTP- 80- snc dest - r eset 21
82. 145. 216. 219 Eur ope 147.237.72. 166 aka.idf.il Block Ip Véb In drop 10
37.237.204. 215 I'rag 147.237.77. 216 dover.idf.il JLMPurple Con Linmt Htp drop 3
212.179. 54. 237 | srael 147.237.77. 216 dover.idf.il Bl ock_Udp All _Nets drop 3
81. 218. 65. 210 | srael 147.237.77.216 dover.idf.il Bl ock_Ulp Al _Nets drop 3
149. 78. 148. 181 | srael 147.237.77. 216 dover.idf.il SYN H ood del ete reset drop 3
37.237.204. 215 Irag 147.237.77. 216 dover.idf.il JLM Under _Attack _Con Htp dr op 2
37.237.204. 215 Iraq 147.237.77. 216 dover.idf.il DOS- HO C- TCP- 80- gho dest - r eset 2
46.117. 248. 198 | srael 147.237.76. 42 refuah.idf.il Block Udp All Nets drop 2
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack drop 2
80. 246. 130. 47 | srael 147.237.77.216 dover.idf.il SYN H ood out of context drop 1
146. 185. 239. 100 Russi an Federation 147.237.77. 74 lawidf.il bl ock-sp-traf 1 drop 1
199. 217.118. 49 Lhited Sates 147.237.72. 217 e.idf.il Bl ock_Udp All _Nets dr op 1
66. 240. 192. 138 Lhited Sates 147.237. 76. 39 nobi le.neitav.idf.il |Bock Np Al Net drop 1
84.109. 155. 166 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry rget Address |Site Devi ce Action |Count
37.237. 204. 215 Iraq 147.237.77.216 |dover.idf.il 20034: HTTP. HQ C Deni al - of - Servi ce Tool Usage B ock 81
37.142. 236. 219 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the LRL B ock 20
95. 86. 117. 109 | srael 147.237.0. 34 tikshuv.idf.il |Cl000138: HTTP. prefix 1.01 in the URL Bl ock 6
109. 66. 2. 249 I srael 147.237.0. 34 tikshuv.idf.il |ClL000138: HITP. prefix 1.01 in the LR B ock 5
162. 210. 196. 98 Lhited Sates 147.237.77.216 |dover.idf.il C1000074: HTTP. naj estic bot B ock 2
106. 38. 241. 106 Chi na 147.237.77.176 |mat pash.idf.il |CL000071: HTTP: User Agent Sogou+web+spi der Bl ock 1
66. 249. 66. 187 I srael 147.237.0. 34 tikshuv.idf.il |ClL000138: HITP. prefix 1.01 in the LR B ock 1
106. 38. 241. 106 Chi na 147.237.77.233 |atal .idf.il Cl000071: HTTP. User Agent Sogou+web+spi der B ock 1
66. 249. 66. 190 | srael 147.237.0. 34 tikshuv.idf.il |Cl000138: HTTP. prefix 1.01 in the URL Bl ock 1
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il Cl000071: HTTP. User Agent Sogou-+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

‘S’te

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
154.16.138.35 |147.237.0.15 |Muwritius kosher-kravi.idf.i |[ET SCAN NVAP -f -sS 1
104. 197 227 2491147 237 0.19 |t ted Sates |adimatal idf il ET SCAN Behavi pral Lhusual |y fast Terminal Server Traffic, Potential 1
Scan or Infection
218. 246. 0. 97 147. 237.77. 235 |Chi na svivaidf.il ET SCAN NMAP -sS wi ndow 1024 1
218.57.11. 7 147. 237. 76. 196 [Chi na e.svivaidf.il ET SCAN Potential SSH Scan 1
218.57.11.7 147. 237. 76. 86 |Chi na navy.idf.il ET SCAN Potential SSH Scan 1
218.57.11. 7 147.237.76. 34 |[China yohal an.idf . il ET SCAN Potential SSH Scan 1
213.136.91.26 |147.237.76.38 |Ger many eemeitav.idf.il |ET SCAN Potential SSH Scan 1
154.16.138.35 [147.237.0.15 |Muwritius kosher-kravi.idf.i |[ET SCAN NVAP -sS w ndow 2048 1
121. 40. 195. 144 |147. 237. 72. 217 |Chi na eidf.il ET SCAN NMAP -sS wi ndow 1024 1
37.237.204.215 |147.237.77.216|Irag dover.idf.il ET W—EVE_NTS Hgh Qbit Ton Gannon (HAQ Attack Inbound 1
Generic Detection Doubl e Spaced UA
218. 246. 0. 97 147.237.8.46 [China e.chinuch.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
218.57.11. 7 147. 237. 76. 148 [Chi na gacenter. aka. i df.i [ET SCAN Potential SSH Scan 1
218.57.11. 7 147.237.76. 44 |[China e.refuah.idf.il ET SCAN Potential SSH Scan 1
213.136.91.26 |147.237.76.86 |Ger many navy. i df.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Devi ce

count ry ‘Target Address |Ste Signature Action ‘Oount
37.237.204. 215 |iraqg 147.237. 77. 216 |dover.idf .i | drop First packet isn't SN drop 12007
37.237.204.215 |lraq 147.237.77. 216 |dover.idf.il drop drop 574
e SYNretransmt wth different w ndow )
37.237.204. 215 [Iraq 147.237.77. 216 |dover.idf.il Bad TCP sequence scal e moni t or 185
37.237. 204. 215 |irag 147.237.77. 216 |dover.idf.il  |Bad TCP sequence S retrensmt wth different wndow | oy 131
37.237.204. 215 (Irag 147.237. 77. 216 [dover. i df .i Bad TCP sequence noni t or 80
Sreanming Engine: TCP Invalid i i ssi
176.13.4.21  |Israel 147.237.77. 243 |nobi l e, i df . 9 =g Invalid segnent retransmssion. Packet |, 78
Ret r ansni ssi on dr opped.
79.181.64.160 |Israel 147.237.76.42 |refuahicf.il  |Bad TCP sequence iz;e”ansm't with different wndow | oivor  [az
46. 19. 86. 46 | srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 25
37.237.204. 215 |Iraq 147.237.77. 216 |dover. i df .il Bad TCP sequence Invalid AGK nunber nonitor |19
Sreaming Engine: TGP Invalid i i ssi
46.120.81. 186 |Israel 147.237.77. 243 |nobile. i df . 9 =g Invalid segnent retransmssion. Packet |, 18
Ret ransni ssi on dr opped.
37.237.204. 215 |iraqg 147.237. 77. 216 |dover.idf .i | Bad TCP sequence Invalid AGK nunber aert 17
87.71.82.31 I srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 12
Sreaning Engine: TCP Invalid i i ssi
84. 108. 240. 169 |l srael 147.237.77. 243 |nobile. i of . 9 =g Invalid segnent retransmssion. Packet |, 12
Ret ransmi ssi on dr opped.
s Uhexpect ed post SYN packet - RST or
37.237.204. 215 |iraqg 147.237. 77. 216 |dover.idf .i | drop SYN expect ed drop 11
46.19. 85. 195 | srael 147.237.77.233|atal .idf.il dr op First packet isn't SN drop 10
79.182.122.65 |Israel 147.237.77. 234 |nal ag.icf.i1  |Bad TCP sequence S retrensmt weh different wndow | opior |10
Sreaming Engine: TGP Invalid i i ssi
109. 64. 145, 112 |I srael 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. Packet |, 9
Ret ransni ssi on dr opped.
46. 19. 86. 46 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber monitor (9
Sreamng Engine: TCP Invalid i i ssi
84.111.2.82  |israel 147. 237. 76. 200 |ei tan. aka. i df .| 9 =9 Invalid segnent retransmssion. Packet |, 8
Ret r ansni ssi on dr opped.
93. 172. 236. 188 |Israel 147.237.76.42 |refuahidf.il  |Bad TCP sequence :g:ge”ansmt wth different wndow —opnivor |7
Sreamng Engine: TCP Invalid i i ssi
66.249. 69. 46 |United Sates [147. 237. 77. 243 |nobile.i df . il 9 =9 Invalid segnent retransmssion. Packet |, 6
Ret r ansni ssi on dr opped.
Sreanming Engine: TCP Invalid i i ssi
87.68.71.201 |israel 147.237.77. 243 |nobi l e, i df .1 9 =g Invalid segnent retransmssion. Packet |, 6
Ret r ansni ssi on dr opped.
212. 143.142. 56 [l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
Sreaning Engine: TCP Invalid i i ssi
85.64.118.41 |Israel 147.237.77. 243 |nobi l e i df . 9 =g Invalid segnent retransmssion. Packet |, 6
Ret ransni ssi on dr opped.
Sreaning Engine: TP Invalid i i ssi
79.181. 64. 160 |l srael 147.237.72. 166 |aka.i df .i 9 =9 Invalid segnent retransmssion. Packet |, 6
Ret r ansni ssi on dr opped.
Sreaning Engine: TCP Invalid i i ssi
79.180. 129. 161 |1 srael 147.237.72. 166 |aka. i df . i 9 =g nvalid segnent retransmssion. Packet | 6
Ret ransni ssi on dr opped.
79.179.3. 32 I srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 5
Stream ng Engi ne: TCP Segnent i
37.237.204. 215 |irag 147. 237. 77. 216 |dover . i of . i | L 9 =9 9 TCP segnent out of naxi mmalloved |, 5
Limt BEnforcenent sequence. Packet dropped.
37.142. 166. 177 |l srael 147.237.76.86 [navy.idf.il Bad TCP sequence Invalid AGK nunber nonitor |5
37.142.236. 219 [l srael 147.237.0.34 |tikshuv.idf.il |SYN Attack SYN -> SYN ACK -> Ti meout rej ect 5
85. 65. 62. 68 I srael 147.237.77. 170 |maarachot. i of .il [Bad TCP sequence Invalid ACK nunber noni t or 5
109. 67. 197. 173 |I srael 147.237.72. 166 |aka i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
84.108. 192. 145 [l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4
80. 246. 130. 47 |Israel 147. 237. 77. 216 [dover. i df . il SYN Attack SYN -> SYN-ACK -> RST rej ect 4
89.204. 138. 78 [Cer many 147.237.72.166 |aka.idf.il dr op Frst packet isn't SN drop 4
5.22.131.42 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d ACK nunber nonitor |4
Sreaning Engine: TCP Invalid i i ssi
5.22.129.240 |Israel 147.237.72. 166 |aka. i df . i 9 =g nvalid segnent retransmssion. Packet | 3
Ret ransni ssi on dr opped.
sl SYNVACK retransmit wth different :
77.127.15.22 |Israel 147.237. 72. 156 |anan. i df .i | Bad TCP sequence i ndow scal 6 nonitor |3
Sreaning Engine: TCP Invalid i i ssi
109.67.5.26  |Israel 147.237.72. 166 |aka. i df . i 9 =g nvalid segnent retransmssion. Packet | 3
Ret ransni ssi on dr opped.
Sreaning Engine: TCP Invalid i i ssi
2.54.4.232 I st el 147.237.72. 166 |aka.i df .i 9 =9 Invalid segnent retransmssion. Packet |, 3
Ret r ansni ssi on dr opped.
Sreaning Engine: TCP Invalid i i ssi
79.183.66.63  |Israel 147.237.72. 166 |aka i df .i 9 =g nvalid segnent retransmssion. Packet | 3
Ret ransni ssi on dr opped.
185.3.144.80 |[lIsrael 147.237.77. 216 |dover. i df .il Bad TCP sequence Invalid AGK nunber nonitor |3
Sreaming Engine: TGP Invalid i i ssi
79. 180. 184. 100 |I srael 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. Packet |, 3
Ret ransni ssi on dr opped.
Sreaning Engine: TCP Invalid i i ssi
217.132. 23.133 I srael 147. 237. 72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. Packet |, 3
Ret r ansni ssi on dr opped.
Sreaming Engine: TGP Invalid i i ssi
46.19.86.46  |Israel 147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. Packet |, 3
Ret ransni ssi on dr opped.
Sreaning Engine: TCP Invalid i i ssi
79.178. 122. 186 |I srael 147. 237. 72. 167 |i shuri maka. i of . i 9 =g Invalid segnent retransmssion. Packet |, 3
Ret r ansni ssi on dr opped.
Sreaming Engine: TGP Invalid i i ssi
2.54.171. 9 I srael 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. Packet |, 3
Ret ransni ssi on dr opped.
77.127.15. 22 | srael 147.237. 72. 156 |anan.idf . il dr op Frst packet isn't SWN drop 3
Sreamng Engine: TCP Invalid i i ssi
79.181. 168. 46 |Israel 147.237.72. 166 |aka i df . 9 =9 Invalid segnent retransmssion. Packet |, 3
Ret r ansni ssi on dr opped.
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A tacker
Country

79.179. 147. 164 |l srael 147. 237.72. 156 |anan. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 3

‘Target Address |Ste Signature




03-05-2016-19:04:09 to 03-05-2016-20:04:09

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
192. 116. 108. 18 |l srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspicious Response Code Bl ock 34
109. 253. 220. 132/l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 34
176.13.4.21 I srael 147.237.77.243|nobi l e.i df . i | D stributed Suspici ous Response Code B ock 9
176.13.8.144  [Israel 147. 237.77. 243 |nobi | e. i df . i | Soztirliek.)ti’tdefd. I'Td/r;’gztrg /Tcyhfn:es;ii,\z? dor;)ar eter NowPassuor d Bock |8
46. 120. 190. 200 |Israel 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 6
46. 19. 86. 109 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 5
46.121.138.49 |Israel 147.237.0.19 |[nadimatal .idf.il D stributed Suspicious Response Gode Bl ock 4
84.108. 240. 169 |[Israel 147.237.77.243|nobi l e.i df . i | D stributed Suspici ous Response Code B ock 4
46.120.81.186 |Israel 147.237.77.243|nobi l e.i df . i | D stributed Suspicious Response Code B ock 4
213.8.204. 68 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspicious Response Gode Bl ock 3
87.70. 61. 110 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
37.142.68.103 |[Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
79.183.223.126 |[Israel 147.237.0.19 |[nadimatal .idf.il D stributed Suspicious Response Gode Bl ock 2
31.154.152. 110 | srael 147. 237. 72. 166 |aka. i df . i | m“;:zriidzfcij I')‘Er‘tmh‘:]?rﬁu: ot act s, asix Bock |2
37.237.204.215 |irag 147.237.77.216|dover. i df .i |l Mil ti pl e Wauthorized URL Access from 37.237.204. 215 Bl ock 2
109. 253.138. 89 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
37.26.146.182 |[Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 2
66. 249. 69. 46 Lhited Sates|147.237.77.243|(nobi | e.i df . il D stributed Suspici ous Response Code Bl ock 1
212.76.107.57 |Israel 147.237.77.216|dover . i df . il Mil tipl e Unaut hori zed URL Access from 212. 76. 107. 57 B ock 1
198. 20. 69. 74 Lhited Sates|147.237.77. 176 [mat pash. i df . i | Distributed Uhaut horized URL Access on 147.237.77. 176/ B ock 1
46.120. 190. 200 |Israel 147.237.77.243|nobi | e.i df . i | Uhaut hori zed LRL Access to nobil e.idf.il/nekudot/i ndex B ock 1
157. 55. 12. 70 Uhited Sates|147.237.77.216|dover.idf.il Dstributed Waut hori zed URL Access on waw i df.il/error. htm B ock 1
207.241. 237. 227|Wnited Sates|147. 237. 72. 166 |aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/giyus/ general B ock 1
66. 249. 64. 233 Lhited Sates|147.237.77.216|dover.idf .il Mul tipl e Whaut horized URL Access from 66. 249. 64. 233 B ock 1
46.116.243.125 |Israel 147.237.72. 166 |aka. i df . i | %ﬁgﬁag_&cﬁpjeclﬂ“fg - Protocol vidlation None 1
93.172. 236. 188 I srael 147.237.76.42 |refuah.idf.il e 4;";“;“;25;1 T hecess on Bock |1
66.249.75.218 |lnited Sates|147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to navy. i df.il/yohal an/ mai n/ mai n. asp B ock 1
Unaut hori zed URL Access to
212.76.107.57 |lsrael 147.237.77.216|dover. i df . il ww, i df . i 1/1133-19538- he/ dover . aspx&a=u&ved=0ahukew u95i nhar | a|B ock 1
hvdvr gkhbOr bs4qf ggnmae&usg=af gj cnhcprmeonr 0o3vof gvpr | nnhxr ngxg
199. 30.25. 157 |lnited Sates|147.237. 77. 216 |dover. i df . il D stributed Whaut hori zed URL Access on waw idf.il/error.htm B ock 1
157.55.39.47  |Whited Sates|147. 237. 77. 170 |maar achot . i df . i | m“tn:;;chitﬁfﬁcﬁssdfﬁi | e8] 2/ 112622, pf xix XX Bock |1
80.179.225.42 |Israel 147.237.77. 234 |hal ag. i df .i | o ;';;“tﬁdZﬁffmggsfiiaglﬁﬁf T Bock |1
66. 249. 64. 233 Lhited Sates|147.237.77.216|dover.idf .il Lhaut horized URL Access to ww idf.il/atal B ock 1
212. 66. 40. 76 kr ai ne 147.237.77.216|dover.idf .il Uhaut hori zed URL Access to wawidf.il/mazi' a=0 B ock 1
46.117.248.198 |Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ styl e/ shar ed/ reset . css Bl ock 1
37.26.146.139 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mbde None 1
79.181.64.160 |l srael 147.237.76.42 |refuah.idf.il ?;t ;g?”;gd 4;;“;'15;5;1 dL/’?; :;CECSSSS on Bock |1
202.69. 11. 247  |Paki stan 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: Qpen Mbde None 1
65. 26. 25. 127 Lhited Sates|147. 237. 77. 216 |dover . i df . i | Untraceabl e SSL Sessi ons: (pen Mode None 1
37.237.204.215 |[iraqg 147.237.77.216|dover.idf .il Uhaut hori zed URL Access to wawidf.il/ar/' B ock 1
173.247.228.10 |[Uhited Sates|147.237.77.74 |lawidf.il PHP Attenpt Bl ock 1
66.249.66.182  [United Sates|147. 237.0. 16 ;Ty; |k0Sher kravt.d murz;-olzci)szhee?’-t?;\vip?fzfs.si It/ot enpl at es/ | ogi n/ | ogi n. aspx Bl ock 1
212.76.107.57 [Israel 147.237.76.42 |refuah.idf.il Ml tipl e Unaut hori zed URL Access from 212. 76. 107. 57 Bl ock 1
37.26.146.154 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mbde None 1
79.182.122.65 |Israel 147.237.77. 234 |hal ag. i df . i | ?4? ;';;”;‘;dZéﬂj"r’tn:;:;iiat’:a/ﬁf'fsef 1‘_’% . Bock |1
203.133.171.95 ::)Ea ic of 147.237.76.200 ei tan. aka. i df . i mn;vxtna:a;k??t;r. i I| /Itre]npl at es/ sendt of ri end/ sendt of ri end. aspx None !
65. 55. 210. 31 Whited Sates|147.237. 77. 216 |dover. i df . i | D stributed Unaut hori zed LRL Access on wanidf.il/error.htm B ock 1
40.77.167. 72 Uhited Sates|147.237.72. 156 |anan. i df . i | Unaut hori zed URL Access to list.ips.gov.il/robots.txt Bl ock
173.247.228.10 |Uhited Sates|147.237.77.74 |lawidf.il Lhaut hori zed URL Access to v | aw i df.il/wp- I ogin. php Bl ock
2.52.189.239 [Israel 147.237.77. 234 |hal ag. i df . i | ?4? ;';;”;‘;dZéﬂj"r’tn:;:;iiat’:a/ﬁf'fsef 1‘_’% . Bock |1
66.249. 66. 188  |United States|147. 237.0. 16 ?yl lkOSher'kr VI, ot hori zed LR Access to v ny- kosher - kravi . i df i 1/robots. txt B ock 1
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