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03-05-2016-17:04:09 to 03-05-2016-18:04:09

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site Signature Device Action Count
81. 218. 65. 210 | srael 147.237.77. 216 dover.idf.il ock Wdp Al _Nets drop 6
82. 145, 223. 150 Eur ope 147.237.77.216 dover.idf.il B ock | p VWb In dr op 5
134.147. 203. 115 Ger many 147.237. 76. 86 navy.idf.il Bock Np Al Net drop 2
134. 147. 203. 115 Cer many 147.237.77.178 e. nat pash. i df .i | B ock Np Al Net drop 2
54.72.182. 187 Irel and 147.237.77. 216 dover.idf.il Bl ock Up Al Nets drop 1
69. 25. 27. 116 Lhited Sates 147. 237.72. 156 anan. i df .| ock_Wp Al _Nets drop 1
69. 25. 27. 118 Lhited Sates 147. 237.72. 156 anan. i df .| ock_Wp All Nets drop 1
52. 31. 84. 220 Lhited Sates 147.237.0. 34 tikshuv.idf.il B ock Np Al Net dr op 1
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|Top Attackers In IPS|

Attacker Address |Attacker Country|Target Addr ess |Site Sgnature

159. 122. 255. 247 [Net her | ands 147.237.0.19 |nadi matal .idf.il 20086: HTTP. Mii ebl ackcat Security Scanner B ock 5
159. 122. 255. 247 |Net her | ands 147.237.0.17 |mny-kosher-kravi .idf.i| |20086: HITP. Mi ebl ackcat Security Scanner Bl ock 5
79.178.25.73 | srael 147.237.0.34 |tikshuv.idf.il C1000138: HTTP. prefix 1.01 in the URL B ock 4
178.12. 105. 6 Ger many 147.237.77. 216 |dover.i df .i | CL000074: HTTP. naj estic bot B ock 3
162. 210. 196. 129 |thited Sates 147.237.72. 156 |anan. i df . i | C1000074: HITP. naj estic bot B ock 2
106. 120. 173. 159 |Chi na 147.237.77.233 |atal .idf.il Cl000071: HTTP. User Agent Sogou+web+spi der Bl ock 1
159. 122. 255. 247 [Net her | ands 147.237.0.17 |mny-kosher-kravi .idf.i| [20085; HITP. Miebl ackcat Security Scanner Initial Request [Bl ock 1
159. 122. 255. 247 |Net her | ands 147.237.0.19 |nadimatal .idf.il 20085: HITP. Mii ebl ackcat Security Scanner Initial Request |Bl ock 1
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|Top Attackers In |D|

At acker

Attacker Address |Target Address ount ry Signature
195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
L ET DC5 Large anount of TCP ZeroWndow - Possible Niller2
80. 246.130. 69  |147.237.77. 233 |l srael atal.idf.il 2
DDos attack

59. 45. 79. 117 147. 237. 77. 121 |Chi na e navy.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237. 76. 202 |Chi na e.halag.idf.il ET SCAN Potential SSH Scan 1
37.139.27.231 |147.237. 76. 148 [Net her | ands ggcenter. aka. i df . il ET SCAN NVAP -sS w ndow 1024 1

ET SCAN Behavi oral Uhusual Iy fast inbound Tel net

186.170. 45. 27  [147.237.76.30 |Col onbi a hi nush. i df .i | , . 1
Gonnections, Potential Scan or Brute Force
159. 122. 255, 247|147. 237.0. 17  |Net her| ands mny-kosher-kravi .idf.il |ET WEB_SERVER Mui ebl ackcat scanner 1
85. 93. 5. 65 147. 237. 77. 243 |Ger many nobi | e.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.77.19 [China | awforumidf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.0.33 |China idf.il ET SCAN Potential SSH Scan 1
Russi an o ET SCAN Behavi oral Lhusual Iy fast inbound Tel net
37.1.137.250 147.237.0. 33 ) idf.il , . 1
Federation Gonnections, Potential Scan or Brute Force
159. 122. 255. 247|147. 237.0. 19  [Net her| ands nedi matal .idf.il ET WEB _SERVER Mui ebl ackcat scanner 1
L ET SCAN Behavi oral Uusual Iy fast inbound Tel net
95.243.175. 138 |147.237.76.31 |italy nakchal .i df.il 1

Gonnections, Potential Scan or Brute Force
82.117.208. 243 |147.237.77. 227 e hanaz.idf.il ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature

95.211.133.73  |Netherl ands 147.237.72. 156 |anan. i df .i| SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1452

95.211.133.73 |Netherl ands 147.237. 76. 147 [chi nuch. aka. i df . i ||SYN At t ack SYN -> SYN-ACK -> Ti nmeout rej ect 1375

95.211.133.73 |Netherl ands 147. 237. 76. 147 |chi nuch. aka. i df . i I|fSYN At t ack rej ect 212

95.211.133.73 |Netherl ands 147.237.72. 156 |anan. i df .il SYN Attack rej ect 135

37.46.38.72 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 28
Sreaming Engine: TGP Invalid i i ssi

82.80. 144. 186 |l srael 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. drop 21
Ret r ansni ssi on Packet dropped.

2.52.4.148 I srael 147.237.72. 156 |anan.i df .il SYN Att ack SYN -> SYN-ACK -> RST rej ect 11

37.46.38.72 | srael 147.237.76.42 |refuah.idf.il drop First packet isn't SYN drop 10

reaming BEngine: TCP Invali i i ssi

198.204.249. 34 |[lhited Sates  |147.237. 72. 166 |aka idf . il Streamng Engine: TCP Invalid invalid segnent retransmissi on drop 10
Ret r ansmi ssi on Packet dropped.

37.46.38.72 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence noni t or 8

46. 19. 85. 16 I srael 147.237.77. 176 |natpash.idf.il  |SYN At tack SYN -> SYN-ACK -> RST rej ect 8

66.249.93. 148 |Whited Sates 147.237.77.74 |lawidf.il dr op Frst packet isn't SN drop 8

46. 19. 86. 17 I srael 147.237. 72. 166 [aka.i of .i Bad TCP sequence Inval i d ACK nunber noni t or 7

46. 19. 86. 109 I srael 147.237.72. 166 |aka.i of .il Bad TCP sequence Inval i d ACK nunber noni t or 7

2.54.149. 87 I srael 147. 237. 72. 166 |aka.i of .i Bad TCP sequence Invalid ACK nunber noni t or 6

212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 6

2.54.149. 87 I srael 147.237.72. 166 |aka.idf .il Bad TCP sequence Invalid sequence nunber noni t or 6

reanmn ine: TCP Invali i i ssi

85. 250. 125. 164 |Israel 147. 237. 72. 166 |aka. i df .| Streaming Engine: TCP Invalid invalid segnent retransmissi on drop 6
Ret r ansni ssi on Packet dropped.

2.54.149. 87 I srael 147. 237. 72. 166 |aka.i of .i | SYN At tack SYN -> SYN-ACK -> RST rej ect

2.54.149. 87 I srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect

Russi an Do Streaming BEngine: TCP Invalid |invalid segnent retransmission.

141.8.132. 112 Federat i on 147.237.72. 166 |aka.idf.il Ret 1 ansni ssi on Packet dr opped. drop 6

2.54.149. 87 I srael 147.237.72. 166 |aka.i of .il Bad TCP sequence Inval i d ACK nunber alert

5.102.242.238 |[lIsrael 147.237. 77. 216 |dover.i df .i | Bad TCP sequence Invalid ACK nunber noni t or

2.52.132.133 I srael 147. 237. 72. 166 |aka.i of .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect

37.46.38. 72 I srael 147.237.76.42 |refuah.icf.il  [Bad TCP sequence SN retransmt wth different monitor (4

w ndow scal e

Sreaning Engine: TGP Invalid i i ssi

85.64.200.19 | srael 147. 237. 72. 167 |i shuri maka.i of .| 9 =9 Invalid segnent retransmssion. |, 4
Ret r ansni ssi on Packet dropped.

149.78.41.114  |Israel 147.237.77. 233 |atal i cf i Bad TCP sequence SNretransmt with i fferent moni tor |4

w ndow scal e
’ . . SYNPAXK retransmt with different .

1.39.13.84 I ndi a 147.237.77. 216 |dover.idf.il Bad TCP sequence i ndow scal e noni t or 4

2.52.4.148 I srael 147.237.72. 156 |anan.i df .il Bad TCP sequence Inval i d ACK nunber alert

66.249.93.142 |lhited Sates 147.237.77.74 |lawidf.il drop First packet isn't SN drop
Sreaning Engine: TCP Invalid i i ssi

46.121.102. 202 | srael 147.237.72. 166 |aka. i of . i | 9 =9 Invalid segnent retransmssion. |, 4
Ret r ansni ssi on Packet dropped.

2.52.4.148 | srael 147.237.72. 156 |anan.idf . il Bad TCP sequence Inval i d ACK nunber noni t or 4

2.52.4.148 I srael 147.237. 72. 156 |anan. i df .i| Bad TCP sequence Invalid sequence nunier noni t or 4

188. 120. 148. 251 |l srael 147.237.72. 156 |anan.i df .il Bad TCP sequence Invalid ACK nunber nonitor |4

1.39. 13. 84 I ndi a 147.237.77. 216 [dover.idf il SYN Attack SYN -> SYN-ACK -> RST rej ect 4
Sreaning Engine: TGP Invalid i i ssi

79.179.32.215 |israel 147. 237.72. 166 |aka i df . i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi

109. 65. 243,209 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmission. drop 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi

79.182.50.252 | srael 147. 237.72. 166 |aka i df . i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.

2.52.132.133 I srael 147.237.72. 166 |aka.i of .il Bad TCP sequence Inval i d ACK nunber noni t or 3
Sreanming Engine: TCP Invalid i i sSi

185.3.147.90  |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

31.168.112.46 |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i sSi

79.176.158.45 |l srael 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

109.67.12.20  |israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TQP Invalid i i sSi

79.183.12.95  |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.

2.52.132.133 I srael 147.237.72. 166 |aka.idf .il Bad TCP sequence Invalid sequence nunber noni t or 3

Russi an . . |Streanming Engine: TCP Invalid |invalid segnent retransnission.

93. 158. 152. 49 erati on 147. 237. 76. 147 |chi nuch. aka. i df .i | Ret 1 ansmi ssi on Packet dr opped. drop 3
Sreaning Engine: TCP Invalid i i ssi

79.177.114. 253 | srael 147. 237.72. 166 |aka i f .11 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi

109. 253. 194. 89 I srael 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. |4 3
Ret r ansmi ssi on Packet dropped.

37.46.38.72 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber aert 3
Sreaming Engine: TGP Invalid i i ssi

5. 29. 43. 246 I srael 147.237.72. 166 |aka.i df . i 9 =g Invalid segment retransmission. drop 3

Ret ransm ssi on

Packet dropped.
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|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry Target Address |[Site Sgnature Acti on ‘Count
149. 88. 207. 241 |Israel 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut hori zed Method for Known URL from 149. 88. 207. 241 Bl ock 4
141. 105. 80. 2 Lebanon 147.237.77. 216 |dover . i df . i | O stributed Lhauthori zed URL Access on waw i df.il/error.htm B ock 3
66.249. 64.233 |lLhited Sates [147.237.77. 216 |dover.idf .il Mil tipl e Unaut horized URL Access from 66. 249. 64. 233 B ock 3
141. 105. 80. 1 Lebanon 147.237.77.216|dover.idf .i | Dstributed Uhaut hori zed URL Access on wawidf.il/error.htm Bl ock 3
185. 89. 217. 234 147.237.77. 216 |dover . i df . i | O stributed Lhauthori zed URL Access on waw i df.il/error.htm B ock 3
2.54. 47. 199 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 2
149. 88. 207. 241 |Israel 147.237.72. 166 |aka. i df . i | Unhaut hori zed Met hod HEAD for www aka. i df . i/ mai n/sachar/defaul t.aspx  |B ock 2
185.32.179.15 |[lIsrael 147.237.0.19 |nadimatal .idf.i|DOstributed Suspicious Response Code B ock 2
46.118. 156. 202 |Lkrai ne 147.237.77. 216 |dover.i df . il Mil tipl e Unhauthorized URL Access from 46. 118. 156. 202 B ock 2
77.125.88.233 |lsrael 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod PCST for ww aka. idf.il/mai n/sachar/fag. aspx B ock 2
157. 55. 39. 41 Lhited Sates |147.237.77. 216 |dover.idf .il O stributed Lhauthori zed URL Access on waw i df.il/error.htm B ock 2
37.142.68. 21 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 2
2.52.163.228 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
213.57.150.63 |Israel 147.237.77.234|hal ag. i df . i | Unaut hori zed URL Access to 147.237. 77. 234/ i nages/ shar ed/ bul | et 1. gi f B ock 1
66. 249. 64. 51 Uited Sates [147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ si p_storage/ fil es/ 6/ 2306.j pg |B ock 1
176.13.14.173  |Israel 147.237.77. 176 |mat pash. i df . i | Unaut hori zed URL Access to v cogat . i df .il/894-ar B ock 1
66.249.75.226 |lhited Sates |147.237.76.86 [navy.idf.il Unaut hori zed LRL Access to navy.idf.il/edi niyonan/ enl ar ge. asp B ock 1
46.117.76.123 |Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
198. 204. 249. 34 |lhited Sates |147. 237. 72. 166 |aka. i df . i | mu;;aori'dzf?lbg‘t ;C;f;éd(/’ wser cont.rol f header upper/ B ock 1
109. 253. 200. 211 ]I srael 147.237.77.243|nobi | e. i df . i | Uhaut hori zed LRL Access to nobile.idf.il/nekudot/i ndex B ock
216. 65. 160. 141 [Canada 147.237.77. 216 |dover.idf.il Unt raceabl e SSL Sessi ons: (pen Mbde None
66. 249. 64. 61 Lhited Sates [147.237.76.42 |refuah.idf.il Unaut hori zed LRL Access to 147.237.76. 42/ sip_storage/fil es/ 6/2726.jpg |B ock
2.54.149.108 [Israel 147.237.77. 234 |hal ag. i df . i | i;t ;g?”;‘;dZﬁi?ggzsfiiaﬁlﬁffﬁ l‘_”;i . Bl ock 1
149.78.41.114  |lIsrael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1136- he/ atal . aspx Bl ock 1
68.180. 228.112 |nited Sates |147.237.77.216|dover.idf.il Paraneter Type Mol ati on PageNumin waw i df . il/1133- he/ dover. aspx B ock 1
207.46.13.5 Lhited Sates |147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/robots. t xt B ock 1
157. 55. 39. 40 Lhited Sates [147.237.77.216|dover.idf .il Distributed Uhaut hori zed URL Access on wawidf.il/error.htm Bl ock 1
130. 185. 155. 74 |Sweden 147.237.0.34 |tikshuv.idf.il |PHP Attenpt B ock 1
66.249.64.190 |lnited Sates [147.237.72. 166 |aka.idf .il Uhaut hori zed URL Access to waw aka. i df.il/famly B ock 1
185. 89. 217. 230 147.237.77. 216 |dover. i df .i | Distributed Lhauthorized UR. Access on waw idf.il/error.htm Bl ock 1
37.46.38.72 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ styl el shar ed/ reset . css B ock 1
149.78.98.229 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to wwwe aka. i df.il/main/ B ock 1
Paraneter Type Mol ation
46.118. 156. 202 |kraine 147.237.77. 216 |dover . i df . i | ct| 00$Cont ent Pl acetbl der 1$ucAr ti cl eLobbyCont r ol $dat epi cker in B ock 1
waw i df . i | /1133-he/ dover . aspx
207.241.229.198|Wnited Sates [147.237.72. 166 |aka. i df . il Uhknown Paraneter docid in aka.idf.il/brothers/skira/default.asp None 1
130. 185. 155. 74 |Sweden 147.237.0.34 [tikshuv.idf.il [Uauthorized URL Access to wwu tikshuv.idf.il/wp-1ogin. php B ock 1
185. 89. 217. 233 147.237.77. 216 |dover . i df . i | Ostributed Lhaut hori zed URL Access on waw idf.il/error. htm Bl ock 1
149.88.71.234 |Israel 147. 237.72. 166 |aka. i df . i | (SSsLstJit égff@iﬁ;ﬁ”giﬂ &;DET?;E‘;QC:LXON'SIE;O” None 1
85. 65. 44. 215 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to v aka. i df . il /nai n/ gi yus/ control s/ at uda/ B ock 1
Unaut hori zed URL Access to
46.118. 156. 202 |Lkrai ne 147.237.77.216|dover.idf .il v i df . i1/t enpl at es/ homepage/ honepage. aspx/ t enpl at es/ soci al /tw tter.as |B ock 1
px
207.241.229.198|Wnited Sates [147.237.72. 166 |aka. i df . il Lhknown Paraneter docid in aka.idf.il/ituriniasp/ di spl ayonesol dier. asp None 1
176.13.13. 81 I srael 147.237.77.233|atal .idf.il Paraneter Type Mol ation search in atal .idf.il/1440-he/atal . aspx B ock 1
66. 249. 66. 29 Uhited Sates [147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1234-he/ at al . aspx B ock 1
40.77. 167. 20 Lhited Sates |147.237.77. 216 |dover.i df.il Distributed Uhaut hori zed URL Access on waw idf.il/error.htm Bl ock 1
109. 186. 190. 103|I srael 147.237.72. 166 |aka. i df . i | Ml tipl e Unauthorized Method for Known URL from 109. 186. 190. 103 B ock 1
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