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03-05-2016-16:04:01 to 03-05-2016-17:04:01

|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address  |Site |Signature |Device Action  |Count |
81. 218. 65. 210 | srael 147.237.77. 216 dover.idf.il ock Wp Al _Nets drop 3
54.72.182.187 Irel and 147.237.77. 216 dover.idf.il Bl ock_Udp All _Nets dr op 1
52. 31. 84. 220 Lhited Sates 147.237.0. 15 kasher-kravi .idf.il Bock Np All Net drop 1
178. 32. 137. 188 Italy 147. 237. 76. 199 e. nakchal .idf.il Block Np Al Net drop 1
52. 31. 84. 220 Lhited Sates 147.237.0. 34 ti kshuv. i df .i | Block Np All Net drop 1
178. 32. 137. 188 Italy 147.237.77. 179 e mazi.idf.il Block Np All Net drop 1




03-05-2016-16:04:01 to 03-05-2016-17:04:01

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site ‘Sgnature Devi ce Action |Count
109. 253. 136. 246 |l srael 147.237.0. 34 ti kshuv.idf.il |Cl1000138: HITP. prefix 1.01 in the URL B ock 2
5.29.107.7 I srael 147.237.0. 34 tikshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 2
46.116. 208. 172 | srael 147.237.0. 34 tikshuv.idf.il [Cl000138: HITP. prefix 1.01 in the LR Bl ock 2
106. 120. 173. 159  |Chi na 147.237.77.233 |atal .idf.il C1000071: HTTP. User Agent Sogou-+web+spi der B ock 1




03-05-2016-16:04:01 to 03-05-2016-17:04:01

|Top Attackers In |D|

Attacker Address |Target Addr ess Attacker Qountry Signature

195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
199. 101. 186. 245 147.237.0. 33 Lhited Sates idf.il ET SCAN NVAP -f -sS 1
159. 122. 220. 108 147.237.72. 166 Net her | ands aka.idf.il ET SCAN Potential SSH Scan 1
94. 102. 48. 193 147. 237.72. 166 Net her | ands aka.idf.il ET SCAN Potential SSH Scan 1
218. 246. 0. 97 147. 237.76. 201 Chi na eatal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
91.236.74.6 147. 237. 8. 45 Pol and eeitanidf.il ET SCAN NMAP -sS wi ndow 1024 1
213.136.91. 26 147. 237.77. 234 Ger many hal ag.idf.il ET SCAN Potential SSH Scan 1
82.166. 184. 187 147. 237. 76. 198 I srael e.yohal an.idf.il ET SCAN NMAP -sS wi ndow 2048 1
213.136.91. 26 147.237.77. 179 Ger many e mazi.idf.il ET SCAN Potential SSH Scan 1
82. 166. 184. 187 147. 237.76. 198 I srael e.yohal an.idf.il ET SCAN NVAP -f -sS 1
213.136.91. 26 147. 237. 8. 50 Ger many e.tikshuv.idf.il ET SCAN Potential SSH Scan 1
209. 126. 116. 147 147.237.72. 217 Lhited Sates eidf.il ET SCAN NMAP -sS wi ndow 1024 1
199. 101. 186. 245 147.237.0. 33 Lhited Sates idf.il ET SCAN NMAP -sS wi ndow 1024 1
113. 176. 83. 10 147.237.0.19 Mi et nam nadi matal .idf.il VEB- Q3 redirect access 1
94. 102. 48. 193 147. 237.72. 166 Net her | ands aka.idf.il ET SCAN NMAP -sS wi ndow 1024 1
218. 246. 0. 97 147. 237. 76. 198 Chi na e.yohal an.idf.il ET SCAN NVAP -sS wi ndow 1024 1
82.200. 142. 180 147. 237.76. 198 Kazakst an e.yohal an.idf .il ET SCAN NMAP -sS wi ndow 3072 1
213.136.91. 26 147.237.77. 227 Ger many e. hanaz. i df .il ET SCAN Potential SSH Scan 1
82. 166. 184. 187 147. 237. 76. 198 I srael e.yohal an.idf.il ET SCAN NVAP -sS wi ndow 1024 1
213.136.91. 26 147.237.76.31 Ger many nakchal .idf.il ET SCAN Potential SSH Scan 1
213.136.91. 26 147.237.8. 14 Ger many e.orchot.idf.il ET SCAN Potential SSH Scan 1
199. 101. 186. 245 147.237.0. 33 Lhited Sates idf.il ET SCAN NMAP -sS wi ndow 2048 1




03-05-2016-16:04:01 to 03-05-2016-17:04:01

|Top Attackers In FW |

At acker

ountry ‘Target Address |Ste Signature
95.211.133.73 |Netherlands [147.237.72. 156 |aman.idf .i | SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 1291
95.211.133.73 |Netherlands |147.237.76. 147 |chinuch. aka. i df .i | SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 931
95.211.133.73 |Netherlands |147.237.76. 147 |chi nuch. aka. i df .i | SYN Attack rej ect 919
95.211.133.73 |Netherlands |147.237.72. 156 |anan.idf.il SYN Attack rej ect 567
141.0. 12. 126 Nor way 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 26
e SWNretransmit wth different .
109. 253. 140. 48 |l srael 147.237.77.234 |halag.idf .il Bad TCP sequence wi ndow scal e moni t or 18
46.117. 175. 126 |1 sr ael 147.237.76.86 [navy.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 12
79. 183. 210. 248 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 10
109. 65. 34. 241 |Israel 147.237.72. 166 |aka. i of .| Bad TCP sequence SN retransmt wih different monitor |8
w ndow scal e
Sreamng Engine: TP Invalid i i ssi
213.8.204.31 |israel 147. 237. 76. 200 |ei tan. aka.i of . i g =g Invalid segnent retransmssion. |y 8
Ret r ansmi ssi on Packet dropped.
109. 64.123.38 |israel 147.237.77. 233 [atal i il Bad TCP sequence SN retransmt wih different moni tor |7
w ndow scal e
85. 250. 20. 4 I srael 147.237.76.86 |navy.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect
212.143. 142. 56 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop
reamn ine: TCP Invali i i ssi
176.13.21. 148 |Israel 147. 237. 72. 166 |aka i of . i | Streamng Engi ne: TCP alid finvalid segnent retransnissi on drop 6
Ret r ansmi ssi on Packet dropped.
95.211.133.73 |Netherlands |147.237. 76. 147 |chi nuch. aka. i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 6
reamng BEngi ne: TCP Invali i i ssi
46.19.85.230 |l srael 147.237.77. 243 |nobi l e i df .1 Streaning Engine: TCP Invalid finvalid segnent retransmssion. |, 6
Ret r ansmi ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
87.70.41.120 |israel 147. 237.77. 243 |nubi | e.i df i g =g Invalid segnent retransmssion. 6
Ret r ansmi ssi on Packet dropped.
reamng BEngine: TCP Invali i i ssi
2.52.2.22 I srael 147. 237.72. 166 |aka i of . i | Streaning Engi ne: TCP alid invalid segnent retransnission drop 6
Ret r ansmi ssi on Packet dropped.
46. 19. 85. 35 I srael 147.237.76.42 [refuah.idf.il Bad TCP sequence I'nval i d AGK nunber aert 6
Sreaning Engine: TGP Invalid i i ssi
2.52.164.24  |israel 147.237.0.19 |nadimatal .idf.il 9 =g Invalid segnent retransmssion. o 6
Ret ransmi ssi on Packet dropped.
46. 19. 85. 35 I srael 147.237.76.42 [refuah.idf.il Bad TCP sequence I'nval i d AGK nunber monitor |6
46. 19. 85. 35 I srael 147.237.77. 216 |dover. i df . i | Bad TCP sequence I'nval i d AGK nunber monitor |5
95.211.133.73 [Netherlands [|147.237.72. 156 |anan.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout alert 4
91.200. 12. 106 |[Wkrai ne 147.237.0.34 |tikshuv.idf.il dr op SAMrul e drop 4
91. 200. 12. 106 [Wkrai ne 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 4
reamng BEngi ne: TCP Invali i i ssi
46.19.86.111 |l srael 147.237.72. 166 |aka. i df . i Streaning Engi ne: TCP Invalid invalid segnent retransmissi on, drop 3
Ret r ansmi ssi on Packet dropped.
46. 19. 85. 35 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber aert 3
Sreaning Engine: TGP Invalid i i ssi
79. 180. 139. 116 |I srael 147. 237.72. 166 |aka i of . i | 9 =9 Invalid segnent retransmssion. 3
Ret ransmi ssi on Packet dropped.
109. 64. 210. 63 |Israel 147.237.72. 166 |aka i df .i | SYN Att ack SYN - > SYN-ACK -> Ti neout rej ect 3
Sreaming Engine: TCP Invalid i i ssi
5.28.159. 138 |Israel 147.237.72. 166 |aka. i df . g =g Invalid segnent retransmssion. . 3
Ret ransmi ssi on Packet dr opped.
95.211.133.73 |Netherlands [147.237.76. 147 |chi nuch. aka.idf il SYN Att ack SYN -> SYN-ACK -> Ti neout aert 3
Sreamng Engine: TP Invalid i i ssi
77.125.161. 178 |I srael 147.237.72. 166 |aka. i of .11 g =g Invalid segnent retransmssion. 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i Ssi
185. 120. 125. 26 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransmssion. 3
Ret r ansmi ssi on Packet dropped.
Sreamng Engine: TP Invalid i i ssi
185.3.147. 226 |Israel 147.237.72. 166 |aka. i of .11 g =g Invalid segnent retransmssion. 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i Ssi
79.183. 153. 124 |I srael 147.237.72. 166 |aka. i df . i g =g Invalid segnent retransmssion. g 3
Ret r ansmi ssi on Packet dropped.
176.13.9.242 |[lIsrael 147.237.77. 233 |atal .idf.il Bad TCP sequence I'nval i d AGK nunber noni t or
80. 178.168.22 |l srael 147.237.76.31 |nakchal .idf.il Bad TCP sequence I'nval i d AGK nunber noni t or
Sreaning Engine: TQP Invalid i i SSi
79. 176. 178. 208 |I srael 147.237.72. 166 |aka. i df .| 9 =g Invalid segnent retransmssion. g 3
Ret r ansmi ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
54.147.176. 220 |Uhited Sates |147.237.72. 166 |aka. i df.il g =g Invalid segnent retransmssion. 2
Ret ransmi ssi on Packet dr opped.
46.19.85.151  [lIsrael 147.237. 72. 156 |anan. i df .i | drop First packet isn't SN drop 2
109. 66. 23. 127 |l srael 147.237.72. 166 |aka. i df . i | SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 2
95.211.133.73 |Netherlands [147.237.72. 156 |anan.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 2
193.33.148.6 |Denmark 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 2
46. 19. 86. 35 I srael 147.237.76.31 |nakchal .idf.il Bad TCP sequence I'nval i d AGK nunber nonitor |2
Sreaning Engine: TGP Invalid i i ssi
84.108. 86. 101 |l srael 147.237.77. 243 |nobile. i of . | 9 =9 Invalid segnent retransmssion. o 2
Ret ransmi ssi on Packet dropped.
79.182.208.36 |l srael 147.237.77. 233 |atal .idf. il SYN Att ack SYN -> SYN-ACK -> RST rej ect 2
5.102.195.94 |Israel 147. 237.77. 226 ‘i":‘”NCha”atz'aka"df' Bad TOP sequence Inval i d ACK number moni tor |2
176.13.9.242  |israel 147.237.77. 233 |atal .idf.il Bad TCP sequence I'nval i d ACK nunber alert
46. 19. 86. 35 | srael 147.237.76.31 |nakchal .idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect
109. 66. 17. 167 |Israel 147.237. 77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect




03-05-2016-16:04:01 to 03-05-2016-17:04:01

|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry ‘Target Address |Site dgnature Action ‘Count
79.183. 225. 158 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 152
2.52.184. 139 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 91
2.52.164. 24 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 38
157. 55. 2. 139 gﬁ;ttg: 147.237.77. 216 |dover.i df .i | D stributed Unaut hori zed LRL Access on wanidf.il/error. htm B ock 3
213. 8. 204. 64 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode B ock 3
168. 63. 137. 102 g‘;tt:: 147.237.77. 216 |dover.idf .i | DO stributed Unaut hori zed URL Access on waw idf.il/error.htm B ock 3
199. 30. 25. 106 ;ﬂ;ttee: 147.237.77.216|dover. i df . i | D stributed Unaut horized LRL Access on wawidf.il/error. htm B ock 3
37.142. 64. 94 I srael 147.237.77.216|dover. i df .i | D stributed Unaut hori zed LRL Access on wawidf.il/error. htm Bl ock 3
46. 19. 86. 132 I srael 147.237.77.216|dover.i df .i | D stributed Unaut horized LRL Access on waidf.il/error. htm B ock 3
109. 65. 34. 241 |Israel 147.237.72. 166 [aka. i df . i | Mil tipl e Unknown HTTP Request Method from 109. 65. 34, 241 B ock 2
109. 65. 34. 241 |Israel 147.237.72. 166 [aka. i df . i | Mitiple Illegal Byte Code Character in Mthod from 109. 65. 34. 241 Bl ock 2
37.59.29. 19 France 147.237.0.34 [tikshuv.idf.il [Paraneter Type Molation catld in vwwtikshuv.idf.il/sitel general . aspx B ock 2
109. 65. 34. 241 |Israel 147.237.72. 166 [aka. i df . i | Ml tiple Abnornal |y Long Header Line from 109. 65. 34. 241 B ock 2
109. 65. 34. 241 |Israel 147.237.72. 166 [aka. i df . i | Mil tiple Ml formed HTTP Header Line from 109. 65. 34. 241 Bl ock 2
109. 65. 34. 241  |Israel 147.237.72. 166 [aka. i df . i | Mil tiple Abnormal |y Long Request from 109. 65. 34. 241 B ock 2
109. 65. 34. 241 |Israel 147.237.72. 166 [aka. i df . i | Mil tiple Mal formed URL from 109. 65. 34. 241 B ock 2
66. 249. 64. 233 g‘;tt:: 147.237.77. 216 |dover.i df .i | DO stributed Unhaut hori zed URL Access on waw idf.il/error.htm B ock 2
109. 65. 34. 241 |l srael 147.237.72. 166 |aka. i df . i | Mitiple Illegal Byte Code Character in Header Name from 109. 65. 34. 241 B ock 2
109. 253. 130. 119]I srael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 2
109. 65. 34. 241 |Israel 147.237.72. 166 |aka. i df . i | Mil tiple NLLL Character in Header Nane from 109. 65. 34. 241 B ock 2
109. 65. 34. 241 |l srael 147.237.72. 166 |aka. i df . i | Mitiple Illegal Byte Qode Character in Header Val ue from109. 65. 34. 241 B ock 2
Ill1egal Byte Gode Character in Header Nane
109. 65. 34. 241  |Israel 147.237.72. 166 [aka. i df . i | G of cWAaye-* ;[ [#22]] y[ [ #20] ] %4EX j adw] [ #23] ] Ca-b(+=31+Ea°r~/ éf ypw [B ock 1
13EPQ , "Fovo} [ [ #24] ] KLe «[ [ #30] ] zi QRty®YA " [ [ #18] ] X%»0” i
185. 89. 217. 231 147.237.77.74 |law i df il UL i's Above Foot Drectory o . Bock |1
ww | awidf.il/../inages/ 1. hel navi gation/navigation arrow gif
68. 180. 228. 112 ;“;tteeg 147.237.77.216|dover . i df .i | Paranet er Type M ol ation PageNumin vww i df . il/1380- he/ dover . aspx B ock 1
65. 55. 210. 250 g‘;tt:: 147.237.77. 216 |dover.i df .i | DO stributed Unhaut hori zed URL Access on waw idf.il/error.htm B ock 1
37.26.146.173 |[Israel 147.237.72. 156 |anman. i df . i | SSL Wntraceabl e Connection - Qpen Mde None 1
109. 65. 34. 241 |l srael 147.237.72. 166 |aka. i df . i | Mal formed URL B ock 1
Ui ted NULL Character in Method
173.20.245.205 g o 147.237.76.86 |navy.idf.il CLI#O]T[[#011[[#0]] @x Ui~ [[#30]]6KBbo§%[ #27] ] &n> 89vE—G» AEAUS. Yoe|H ock 1
y<3i ™1 ANF AU (0J! [ [ #26] | x- @R | | ABQI=U
109. 64. 123. 38 | srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1135- he/ at al . aspx B ock 1
66. 249. 64. 233 ;h;:ee: 147.237.77. 216 |dover . i df .i | Lhaut hori zed URL Access to waw idf.il/anan B ock 1
109. 65. 34. 241 |Israel 147.237.72. 166 |aka. i df . i | Too Many Headers per Request - 31 Headers Bl ock 1
46.120. 68.255 |Israel 147.237.77.233|atal .idf.il PHP Attenpt B ock 1
109. 65. 34. 241 |Israel 147.237.72. 166 [aka. i df . i | Illegal Byte Gode Character in Header \al ue B ock 1
188.247.73. 231 |Jordan 147.237.77. 216 |dover . i df .i | Unaut hori zed URL Access to wa i df.il/1361-13185-ar B ock 1
68. 180. 228. 175 ;“;tteeg 147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147.237. 76. 42/ 994- 9628- he/ r ef uah. aspx Bl ock 1
NULL Character in Header Nanme at
109. 65. 34. 241 |l srael 147.237.72. 166 [aka. i df . i | G of gWAaye-* ;[ [#22]] y[ [ #20] ] %4EX | adw| [ #23] ] CA-b(+=31+Ea°r~/ éf ypw [B ock 1
13EPQ, AFovo} [ [ #24] 1 KLe «[ [ #30] ] i QRy®Y/4 " [ [#18] ] %»0" i
66. 249. 64. 37 g;g: 147.237.72. 156 [aman. i df . i | Uhaut hori zed LRL Access to list.ips.gov.il/list7.htm B ock 1
219.94.129.86 [Japan 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to refua.atal.idf.il/bl og/ wo-admn/ B ock
109. 65. 34. 241 |Israel 147.237.72. 166 [aka. i df . i | Abnormal |y Long Header Line request header nane Bl ock
Ui ted Unknown HTTP Request Met hod
173.20.245.205 |g o 147.237.76.86 |navy.idf.il L [[#0]1[[#0]][[#0]] @x Ui [[#30]] 6KRbo§% [ #27]] &n> 89VE-G» AEAUS. Yee|Bl ock 1
y<3i ™1 ANF A (0! [ [ #26] ] x- @i |1 A)0=U in URL
66. 249. 64. 235 ;“;tteeg 147.237.77. 216 |dover . i df . i | Distributed Unaut hori zed URL Access on 147.237.77. 216/ B ock 1
Unknown HTTP Request Met hod
. . & NTsi #012YZRPH-S, ¥e Y[ [ #4] 1 [ [#29] ] { .« B3I [[#5] 1 L[ [ #26]]"* Nt €k-W [ #18
109. 65. 34. 241 |l srael 147.237.72. 166 |aka. i df . i | - - i B ock 1
1TLI#8]TL[#5] 1 A[[#1]] [[#22]] H[#0] ] R €$#012+q| [ #26] | ¢™KAB( [ #2] ] = [ [#24]]1 %
X Yx
46.120.68.255 |Israel 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to wa atal .idf.il/xnirpc. php B ock 1
Illegal Byte de Character in Mt hod
. . @ NTsi #012YZRPH-AS, ¥e Y[ [ #4] 1 [ [#29]1{ .2 B3I [[#5]] L[ [#26]] "1 Kt €k-W] [ #18
109. 65. 34. 241 |l srael 147.237.72.166 |aka. i df . i | - - . B ock 1
1TLT#8IT[[#5] 1 AL [#1] 1 [[#22] ] H [#0]] R é$#012+q [ #26] ] ¢™AR( [ #2] ]+ [ [ #24]]1%
X Y«
173. 20. 245. 205 g‘;tt:: 147.237.76.86 |navy.idf.il Abnornal |y Long Request met hod B ock 1
76.237.90. 77 ;ﬂ;ttee: 147.237.77.216|dover. i df . i | SSL Whtraceabl e Connection - (pen Mde None 1
66. 249. 64. 42 g‘;tt:: 147.237.72. 156 |anan. i df . i | Lhaut hori zed LRL Access to list.ips.gov.il/robots. txt B ock 1
NULL Character in Method
. . @ NTsi #012YZRPH-AS, ¥e Y[ [ #4] 1 [ [#29]1{ .2 B3I [[#5]] L[ [#26]] " Nt €k-W} [ #18
109. 65. 34. 241 |l srael 147.237.72. 166 |aka. i df . i | - : . Bl ock 1
1T00#8] TL[#5] 1 A[[#1]] [[#22]] H [#0] ] R €$#012+q| [ #26] | ¢™KABR( [#2] ] = [ [#24]] %
X Y«
109. 65. 34. 241  |Israel 147.237.72. 166 [aka. i df . i | Abnormal |y Long Request net hod B ock 1
. . Unhaut hori zed URL Access to
176.9.58.227 Ger many 147.237.76.42 [refuah.idf.il refua atal .idf.il/shared usercontroal s/ header upper/ Bl ock !
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