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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |
197. 117.70. 37 Ageria 147.237.77. 216 dover.idf.il B ock_UWp Al _Nets drop 225

81. 218. 65. 210 | srael 147.237.77. 216 dover.idf.il B ock_Udp Al _Nets dr op 6
134.147. 203. 115 CGer many 147.237.0. 33 idf.il Bock Np Al Net drop 2
181.199. 135. 122 Peru 147.237.0. 35 akaws. i df. il JLM Under Attack Con_Tcp drop 2

85. 25. 43. 94 Ger many 147.237.77. 74 lawidf.il B ock Np Al _Net drop 1

198. 20. 87. 98 Lhited Sates 147.237. 76. 39 nobi le.neitav.idf.il |Bock Udp All Nets drop 1
71.6.167. 142 Lhited Sates 147.237.0. 35 akaws. i df.il B ock_Up Al _Nets drop 1
74.82.47.5 Lhited Sates 147.237.77.170 naar achot . i df .il B ock_Udp Al _Nets dr op 1
54.72.182.187 Irel and 147.237.77. 216 dover.idf.il B ock Wp Al Nets drop 1




03-05-2016-15:04:08 to 03-05-2016-16:04:08

|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address ‘S gnature Devi ce Action |Count
79.176. 144. 42 I srael 147.237.0. 34 ti kshuv.idf.il |Cl1000138: HITP. prefix 1.01 in the URL B ock 15
109. 65. 72. 232 I srael 147.237.0. 34 tikshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 2

49, 246. 230. 40 Chi na 147.237.77.74 lawidf.il 8479: HITP. Suspi ci ous HTTP Request B ock 2
109. 64. 41. 47 I srael 147.237.0. 34 ti kshuv.idf.il |Cl1000138: HITP. prefix 1.01 in the URL B ock 2
10.0.0.9 147.237.0. 34 tikshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 2
188. 165. 15. 97 France 147.237.77. 234 hal ag.idf.il Cl000146: HITP. AnrefBot craw er Bl ock 1
106. 120. 173. 159  |Chi na 147.237.77.233 |atal .idf.il C1000071: HTTP. User Agent Sogou-+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
132.252.173. 4  |147.237. 77. 216 |Ger many dover.idf.il GPL SCAN nmap TCP 2
213.136.91.26 |147.237.77. 179 |Ger many e nazi.idf.il ET SCAN Potential SSH Scan 1
108. 171. 183. 52 [147.237.77.176|Wited Sates |natpash.idf.il ET SCAN Behavi oral Lhusual ly fast inbound Tel net Connections, 1
Potential Scan or Brute Force
210. 14. 157. 131 |147.237. 76. 197 |Chi na e. hinush.idf.il ET SCAN Potential SSH Scan 1
104. 128. 144. 131|147. 237. 8. 28 |Canada e.nobi | e-ks.idf.il ET SCAN NMAP -sS wi ndow 4096 1
210.14.157. 131 [147.237.76.30 |China hi nush. i df . il ET SCAN Potential SSH Scan 1
58.253.96.122 [147.237.8.50 [China e tikshuv.idf.il ET SCAN NVAP -sS w ndow 4096 1
210. 14.157. 131 |[147.237.0.34 |[China tikshuv.idf.il ET SCAN Potential SSH Scan 1
195. 216. 176. 244|147. 237.76. 38 |Latvia e.eneitav.idf.il ET SCAN NMAP -sS wi ndow 1024 1
179. 43. 141. 234 |147.237.8.46 |Sntzerland e. chinuch.idf.il ET SCAN Potential SSH Scan 1
179. 43. 141. 234 |147.237.0.33 |Sntzerland idf.il ET SCAN NMAP -sS wi ndow 1024 1
159. 122. 220. 108|147. 237. 0. 15  |Net her| ands kosher-kravi .i df .i | ET SCAN NMAP -sS wi ndow 1024 1
223.4.174.30 147.237.0.16 |China ny-kosher-kravi.idf.il |ET SCAN Potential VNC Scan 5900- 5920 1
i ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
120. 142. 24. 238 |147.237.0. 34 ok‘f’rea RepUbTC iy o i i i1 Potential Soan or Brite For?:/e 1
213.136.91.26 |147.237. 72. 166 |Ger many akaidf.il ET SCAN Potential SSH Scan 1
104. 128. 144. 131|147. 237. 76. 176 |Canada test.ncore.idf.il ET SCAN NVAP -sS w ndow 1024 1
210. 14. 157. 131 [147.237. 76. 196 |Chi na esvivaidf.il ET SCAN Potential SSH Scan 1
95.130.13.220 [147.237.77. 176 |France nat pash. i df . i | ET SCAN NVAP -sS w ndow 1024 1
210. 14.157. 131 |[147.237.0.35 |[China akavs. i df . i | ET SCAN Potential SSH Scan 1
58.253.96. 122 [147.237.8.50 |China e tikshuv.idf.il ET SCAN NMAP -sS wi ndow 3072 1
198. 20. 69. 98 147.237.77. 227 |Uhited Sates |e. hanaz.idf.il ET DRCP Dshiel d B ock Listed Source 1
179. 43. 141. 234 |147.237.0.34 |Sntzerland tikshuv.idf.il ET SCAN NVAP -sS w ndow 1024 1
176. 228. 159. 63 [147.237. 77. 216 |I srael dover.idf.il portscan: TGP D stributed Portscan 1
223.4.174. 30 147.237.0.33 |China idf.il ET SCAN Potential VNC Scan 5900- 5920 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature
Syrian Arab s .
188. 139. 228. 62 Republ i ¢ 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber alert 35
Syrian Arab R . )
188. 139. 228. 62 Republ ¢ 147.237. 77. 216 |dover.idf .i | Bad TCP sequence Invalid ACK nunber monitor |35
reamn ine: TCP Invali i i ssi
87.71.36.165  |Israel 147. 237. 76. 200 |ei tan. aka i df .i | Strean 9 Eng e: T Invalid|invalid segnent retransnission drop 12
Ret r ansn ssi on Packet dropped.
46. 19. 85. 91 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence Invalid ACK nunber alert 10
46. 19. 85. 91 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 10
46. 19. 85. 103 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber aert 9
46. 19. 85. 103 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence Invalid ACK nunber nonitor |9
reamng BEngine: TCP Invali i i ssi
109.65.15.44  |israel 147. 237. 77. 243 |nobi | e. i of . | Streaning Engi ne: TCP Inval i d|invalid segnent retransnission drop 6
Ret ransnm ssi on Packet dropped.
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
Sreanming Engine: TGP Invalid i i ssi
2.54.140.143  |israel 147.237. 77. 243 |nobi l e.i df .1 9 =g Invalid segnent retransmssion. |, 6
Ret ransm ssi on Packet dropped.
87.70.38.8 | srael 147.237.77.74 |lawidf.il dr op Frst packet isn't SN drop 6
Sreanming Engine: TGP Invalid i i ssi
109. 253. 223. 162|i srael 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. | 6
Ret r ansm ssi on Packet dropped.
reamn ine: TCP Invali i i ssi
109. 67. 251. 146 |Israel 147.237.72. 166 |aka.i df . i1 Streamng Engi ne: TCP alid|invalid segnent retransnission drop 6
Ret r ansn ssi on Packet dropped.
79.176. 144. 42 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 4
46. 19. 85. 103 I srael 147.237.77. 233 |atal .idf. il Bad TCP sequence Invalid ACK nunber nonitor |4
Sreanming Engine: TCP Invalid i i ssi
207.46.13.111 |Uited Sates  |147.237.72. 166 |aka i f il 9 =g Invalid segnent retransmssion. |, 4
Ret r ansm ssi on Packet dropped.
2.54.42.106 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence Invalid ACK nunber nonitor |4
5.102. 195. 96 I srael 147.237. 72. 156 |anan.i df .i | Bad TCP sequence Invalid ACK nunber nonitor |4
46. 19. 85. 103 I srael 147.237.77. 233 |atal .idf .il Bad TCP sequence Inval i d ACK nunber aert 4
Sreanming Engine: TGP Invalid i i ssi
31.168. 197. 204 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. |, 3
Ret ransm ssi on Packet dropped.
Russi an S Streaming Engi ne: TCP Inval i d|invalid segnent retransnission.
141.8.132. 112 Federat i on 147.237.72. 166 |aka. i df.il Ret 1 ansni ssi on Packet dr opped. drop 3
Sreanming Engine: TGP Invalid i i ssi
109. 160. 207. 158|1 srael 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. |, 3
Ret ransm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
37.26.147.237 |israel 147. 237. 72. 167 |i shuri maka. i df .i | 9 =g Invalid segnent retransmssion. |, 3
Ret r ansm ssi on Packet dropped.
5.102. 195. 8 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber nonitor |3
reamn ine: TCP Invali i i ssi
46.19.86.119  |Israel 147.237.72. 166 |aka.i df . i Streamng Engi ne: TCP alid|invalid segnent retransnission drop 3
Ret r ansn ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi
79.181.104. 175 |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. |, 3
Ret r ansn ssi on Packet dropped.
reamn ine: TCP Invali i i ssi
77.125.145.103 |Israel 147.237.72. 166 |aka.i df . i1 Streamng Engi ne: TCP alid|invalid segnent retransnission drop 3
Ret r ansn ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi
31.210.180.11 |israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. |, 3
Ret r ansm ssi on Packet dropped.
87.70.38.8 I srael 147.237.77.74 |lawidf il Bad TCP sequence SYNRACK retransmt with moni tor (3
di fferent w ndow scal e
46. 19. 85. 170 I srael 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |[reject 3
reamng BEngine: TCP Invali i i ssi
149.78.25.78  |Israel 147. 237.77. 243 |nobi l e. i f . Streaning Engi ne: TCP Invalid|invalid segnent retransmission. | 3
Ret ransnm ssi on Packet dropped.
Sreanmng Engine: TCP Invalid i i ssi
79.178.183.86 | srael 147.237.72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. |, 3
Ret r ansm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
109. 253. 198. 250|I srael 147.237.72. 166 |aka.i df . 9 =g Invalid segnent retransmssion. |y 3
Ret ransnm ssi on Packet dropped.
Sreanmng Engine: TCP Invalid i i ssi
87.70.38.8 I'srael 147.237.72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. |, 3
Ret r ansm ssi on Packet dropped.
reamng BEngine: TCP Invali i i ssi
2.54.8.170 I srael 147. 237. 72. 166 |aka. i df . Streaning Engi ne: TCP Inval i d]invalid segnent retransnission drop 3
Ret ransnm ssi on Packet dropped.
Sreanmng Engine: TCP Invalid i i ssi
79.181. 243. 238 | srael 147. 237.72. 166 |aka. i of . i1 9 =g Invalid segnent retransmssion. |, 3
Ret r ansm ssi on Packet dropped.
Russi an L Sreaning Engine: TCP Invalid|invalid segnent retransnission.
130. 193. 51. 68 erati on 147.237. 72. 166 |aka.i of .il Ret  ansmi ssi on Packet dr opped. drop 3
Sreanmng Engine: TCP Invalid i i ssi
77.126.218. 220 |israel 147. 237.72. 166 |aka. i of . i1 9 =g Invalid segnent retransmssion. |, 3
Ret r ansm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
109. 65.56. 66  |Israel 147.237.72. 166 |aka. i f .11 9 =g Invalid segnent retransmssion. | 3
Ret ransnm ssi on Packet dropped.
Sreanmng Engine: TCP Invalid i i ssi
79.180.223.90 | srael 147. 237.72. 166 |aka. i of .11 9 =g Invalid segnent retransmssion. |, 3
Ret r ansm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
109. 253. 207. 233|i srael 147.237.72. 166 |aka.i df . 9 =g Invalid segnent retransmssion. |y 3
Ret ransm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
37.26.148.154 |Israel 147. 237.72. 166 |aka. i of .11 9 =g Invalid segnent retransmssion. |, 3
Ret r ansm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
2.54.21. 62 I sr ael 147.237.72. 166 |aka.i df . 9 =g Invalid segnent retransmssion. |y 3
Ret ransm ssi on Packet dropped.
Sreanmng Engine: TCP Invalid i i ssi
79.182.115.25 | srael 147. 237.72. 166 |aka. i of .11 9 =g Invalid segnent retransmssion. |, 3
Ret r ansm ssi on Packet dropped.
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Signature
Sreaning Engine: TGP Invalid

Inval i d segnent retransnission.

77.127.163.56 | srael 147.237.72. 166 |aka.i df . > = dro
Ret r ansn ssi on Packet dropped. P
Sreanming Engine: TGP Invalid i i sSi

109. 65. 153. 187 | srael 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. |
Ret r ansm ssi on Packet dropped.

89.138.79.137 [ srael 147.237.77. 226 "} chanatz.aka. 1M 1pad TGP sequence Inval i d ACK nunber alert
Sreanming Engine: TGP Invalid i i ssi

2.54.175.144  |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. |
Ret r ansm ssi on Packet dropped.

79. 180. 227. 198 |l srael 147.237.72. 166 |aka.idf il SYN At tack SYN -> SYN-ACK -> RST rej ect
Sreanmng Engine: TCP Invalid i i ssi

46.19.86.210  |israel 147.237.72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. .

Ret ransni ssi on

Packet dropped.
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry |Target Address |Site Sgnature Acti on ‘Count
79.183. 225. 158 |l srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Qode B ock 188
2.54.52. 82 I srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code B ock 121
2.54.171. 82 I srael 147.237.0.19 |[madimatal .idf.il |DOstributed Suspicious Response Code B ock 61
131. 253.25. 237 |Uhited Sates 147.237.77.216|dover. i df .i | Ostributed Wauthorized URL Access on waw idf.il/error.htm Bl ock 6
65.55.210.255 [lhited Sates 147.237.77. 216 |dover.idf .i | D stributed Uhaut hori zed URL Access on waidf.il/error. htm B ock 6
37.26.149.166 |[Israel 147.237.0.19 |[madimatal .idf.il |DOstributed Suspicious Response Code B ock 6
192.118.10.10 |Israel 147.237.77.216|dover. i df . i | Mil ti pl e Unaut horized URL Access from 192. 118. 10. 10 B ock 4
109. 253. 209. 164/l sr ael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code B ock 3
109. 253. 209. 164|I srael 147.237.77.243|nobi l e. i df . i | Lhaut hori zed LRL Access to nobile.idf.il/nekudot/index B ock 3
2.52.63.118 | srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Qode B ock 2
37.142. 64. 94 | srael 147.237.77. 216 |dover.idf .i | D stributed Uhaut hori zed URL Access on waidf.il/error. htm B ock 2
169. 229. 3. 91 Lhited Sates 147. 237.76. 39 Ime| le.neitav. idf. i Mitiple Illegal Byte Gode Character in Method from169.229.3.91 |Bl ock 1
66.249.65.217 |lhited Sates 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to 147.237.72.166/ robot s. t xt B ock 1
115. 239. 212. 198|Chi na 147.237.77.216|dover . i df . i | D stributed Lhaut hori zed URL Access on waww i df.il/error. htm B ock 1
199. 30. 25. 46 Lhited Sates 147.237.77.216|dover . i df . i | D stributed Uhaut hori zed URL Access on wawidf.il/error. htm B ock 1
84.109. 241. 204 |israel 147. 237.72. 166 |aka. i df . i | 'Olulri%asl ' i?ﬂ;g?iﬂgﬁfggféogcﬁi/ fm’j W kapat 2/ /1 es#012 B ock 1
68.180. 228. 112 [United Sates 147. 237.77. 216 |dover . i df . i | L e el Jf’lzg"r?é/a;c')\?; _ngz)':“mi n Bock |1
169. 229. 3. 91 Lhited Sates 147.237.77.74 [lawidf.il Mil tiple Aobnornmal |y Long Request from 169.229. 3. 91 Bl ock 1
169. 229. 3. 91 Lhited Sates 147. 237.76. 39 ImeI le.neitav. idf. | Distributed Abnormal |y Long Request B ock 1
82.102.221. 227 [ASStNan 1147 937.77. 216 |dover. i df i | Unaut hori zed URL Access to 147.237. 77. 216/ B ock 1
Territory, Gecupied
169. 229. 3. 91 Lhited Sates 147.237.77. 170 |maar achot . i df . i | Mitiple Illegal Byte Gode Character in Method from169.229.3.91 |B ock 1
169. 229. 3. 91 Lhited Sates 147.237.76.86 |navy.idf.il Abnormal |y Long Request net hod B ock 1
66. 249. 66. 23 Lited Sates 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1396-he/ atal . aspx |B ock 1
208.115.113.89 [lhited Sates 147.237.77. 216 |dover.idf . il Ml ti pl e Uhaut hori zed URL Access from 208. 115. 113. 89 B ock 1
84.228.195. 232 |Israel 147.237.77. 234 |hal ag. i df .i | o rz';;”t;dzglﬂ‘;ggzsfiiaﬁlﬁﬁsef T Bock |1
68.180. 229. 239 [Lnited Sates 147.237.72. 166 |aka. i df . i | m“;grii jfe.di |%n$f§7io:g/ R B ock 1
169. 229. 3. 91 Lhited Sates 147.237.77.74 [lawidf.il Mitiple Illegal Byte Gode Character in Method from169.229.3.91 |B ock 1
46. 19. 86. 139 | srael 147.237.77. 216 |dover. i df . i | D stributed Lhaut hori zed URL Access on waww i df.il/error. htm B ock 1
169. 229. 3. 91 Lhited Sates 147. 237.76. 39 ImeI le.neitav. idf. | Dstributed Ml fornmed UR B ock 1
184. 105.139. 68 |United Sates 147.237.77. 243 |nobi | e. i df . i | Unaut hori zed URL Access to 147.237. 77. 243/ Bl ock 1
83.134.162. 103 |Bel gi um 147.237.77. 216 |dover . i df . i | PHP At tenpt B ock 1
169. 229. 3. 91 Lhited Sates 147.237.76.86 |navy.idf.il Ill1egal Byte Gde Character in URL B ock 1
66.249.66.64  |Lited Sates 147.237.77. 170 |mar achot . i df . i | Llﬂiu;ggr '727"3‘17375 dﬁ?‘ﬁz;&/ 112424, pel B ock 1
2. 54. 140. 143 I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 1
149. 78. 54. 92 I srael 147.237.72. 156 [anan. i df . i | Unaut hori zed URL Access to www aman. i df . il/gen204 B ock 1
208.115.113.89 |Uhited Sates 147.237.77. 216 |dover . i df . i | porane €t Lyﬁz\g-?:e%g\?er%jsi)gm n Bock |1
86. 2. 89. 55 Lhited Kingdom |[147.237.77.216|dover.idf.il O stributed Unaut hori zed URL Access on wanidf.il/arr/ B ock 1
Unknown Par anet er
79.182. 30. 85 I srael 147.237.72. 166 |aka. i df . i | ct1 00$ct | 00$cphMai n$TochenPl acetol der $bt nAt udaPrint in None 1
v aka. i df . i |/ nai n/ gi yus/ at uda/ asnacht a. aspx
169. 229. 3. 91 Lhited Sates 147.237.77.74 [lawidf.il Mil tiple Mal formed URL from 169. 229. 3. 91 Bl ock 1
169. 229. 3. 91 Lhited Sates 147. 237.76. 39 ImeI le.neitav. idf. i D stributed Wknown HTTP Request Met hod B ock 1
110. 34.178.35  |Thai l and 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
185. 100. 84. 82 147.237.77. 216 |dover . i df .i | LR s Fbove Foor Brectory sl eyl qery-1.4.2 rinjs Bock |1
83.134. 162. 103 |Bel gi um 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to wwidf.il/xnrpc. php Bl ock 1
169.229. 3. 91 Lhited Sates 147.237.76.86 |navy.idf.il Mitiple Illegal Byte Gode Character in Mthod from169.229.3.91 |H ock 1
66. 249. 66. 67 Lhited Sates 147.237.77. 170 [maar achot . i df . i | Ml tipl e Unaut horized URL Access from 66. 249. 66. 67 B ock 1
149. 255.228.30 |[Iraqg 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to wwwidf.il/arr/ Bl ock 1
87.70.41. 46 I srael 147.237.77.216|dover. i df .i | Lhaut hori zed URL Access to wwidf.il/https: /v idf.il/ Bl ock 1
208.115.113.89 [Lhited Sates 147.237.77. 216 |dover . i df . i | mﬂt::riiﬁf‘ib:’;‘” :fgC;Siszai?omsi el s/ atar Bl ock 1
169. 229. 3. 91 Lhited Sates 147.237.77.74 |lawidf.il Mil ti pl e Unknown HTTP Request Method from 169. 229. 3. 91 Bl ock 1
169.229.3.91  |wnited Sates 147, 237. 76,39 |00 | € MBI taV. T df . ifMitiple 111 egal Byte Code Character in Header Nee from B ock 1

169. 229. 3. 91
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