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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address |Signature Device Action Count
81. 218. 65. 210 | srael 147.237.77. 216 dover.idf.il Bl ock_UWp Al _Nets drop 6
134. 147. 203. 115 Ger many 147.237.72.14 dover.idf.il (ol d) B ock Np Al Net dr op 2
74.82.47.9 Lhited Sates 147.237.77. 61 e.cogat.idf.il B ock Wp Al Nets drop 1
74.82.47.53 Lhited Sates 147.237.77.19 lawforumidf.il B ock Udp Al Nets drop 1
67.249. 19. 253 Lhited Sates 147.237.76. 202 e halag.idf.il B ock Wp Al Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry et Address |Sgnature Devi ce Action |Count |
109. 64. 41. 47 I srael 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the LR B ock 5
46.121.214.54 I srael 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the URL B ock 4
195. 154. 185. 20 France 147.237.77.170 |m@arachot.idf.il |Cl000074: HTTP. majestic bot Bl ock 4
195, 154. 185. 20 France 147.237.72.166 |aka.idf.il CL000074: HTTP. naj estic bot B ock 2
108. 59. 8. 80 Lhited Sates 147.237.77.216 |dover.idf.il C1000074: HITP. naj estic bot B ock 2
195. 154. 185. 20 France 147.237.77. 74 lawidf.il C1000074: HTTP. naj estic bot Bl ock 2
46.165. 197. 141 Ger many 147.237.77.216 |dover.idf.il CL000074: HTTP. naj estic bot B ock 2
69. 30.213. 138 Lhited Sates 147.237.77.216 |dover.idf.il C1000074: HITP. naj estic bot B ock 2
149. 88. 84. 77 | srael 147.237.0. 34 tikshuv.idf.il C1000138: HTTP. prefix 1.01 in the URL Bl ock 2
195, 154. 185. 20 France 147.237.77.216 |dover.idf.il CL000074: HTTP. naj estic bot B ock 2
162. 210. 196. 97 Lhited Sates 147.237.77.216 |dover.idf.il C1000074: HITP. naj estic bot B ock 2
46.19.86.3 | srael 147.237.0. 34 tikshuv.idf.il C1000138: HTTP. prefix 1.01 in the URL Bl ock 2
106. 120. 173. 159 |Chi na 147.237.77.233 |atal .idf.il Cl000071: HTTP: User Agent Sogou+web+spi der B ock 1
69. 30. 215. 130 Lhited Sates 147.237.77.216 |dover.idf.il C1000074: HITP. naj estic bot B ock 1




03-05-2016-14:04:03 to 03-05-2016-15:04:03

|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Country |Ste |Signature |Count ‘
195. 34. 150. 18 147.237.77.216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
37.26. 149. 166 147.237.0.19 I srael nadi matal .idf.il |ET SCAN Possible SSL Brute Force attack or Ste Gaw 2
159. 122. 220. 108  |147. 237.76. 86 Net her | ands navy.idf.il ET SCAN Potential SSH Scan 1
95. 130. 13. 220 147. 237. 0. 200 France mu.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237.76. 86 Chi na navy. i df.il ET SCAN Potential SSH Scan 1
186. 226. 85. 69 147.237.77.233 |Razl atal.idf.il ET SCAN NVAP -sS w ndow 1024 1
177. 43. 249. 41 147.237.8. 24 Brazil elifestyle.idf.il |[ET SCAN NVAP -sS w ndow 3072 1
177. 43. 249. 41 147.237.8. 24 Brazil elifestyle.idf.il |[ET SCAN NVAP -f -sS 1
159. 122.220. 108 |147.237.76.198 |Netherl ands eyonaanidf.il |ET SCAN Potential SSH Scan 1
159. 122. 220. 108  |147. 237. 0. 200 Net her | ands mu.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.76.201 |China eatal.idf.il ET SCAN Potential SSH Scan 1
209. 126. 116. 147 |147.237.77.121 |lnited Sates e navy.idf.il ET SCAN NVAP -sS wi ndow 1024 1
194. 187. 249. 70 147. 237.76. 42 Eur ope refuah.idf.il ET SCAN NVAP -sS w ndow 1024 1
186. 226. 85. 69 147.237.77.176 |Rrazil nat pash. i df i | ET SCAN NVAP -sS wi ndow 1024 1
177. 43. 249. 41 147.237.8. 24 Brazil elifestyle.idf.il [ET SCAN NVAP -sS wi ndow 2048 1
159. 122. 220. 108  |147.237.77. 74 Net her | ands lawidf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address

A tacker

‘ Target Address
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Signature
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SN retransmt wth different

93.173.224. 145 |Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence . noni t or 46
w ndow scal e
. . SYNretransmit wth different .

46.121.195. 152 |Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence i ndow scal e noni t or 12
Sreaming Engine: TP Invalid i i ssi

37.26.146.158 |l srael 147. 237. 72. 167 |i shuri maka. i df . i 9 =g Invalid segnent retransmssion. drop 12
Ret r ansm ssi on Packet dropped.

46. 19. 85. 133 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Invalid ACK nunber noni t or 6
Sreaming Engine: TGP Invalid i i ssi

149.78.27.109 | srael 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. drop 6
Ret r ansm ssi on Packet dropped.
Sreamng BEngine: TCP Invalid i i ssi

66.249.65.18  |United Qates |147.237.77. 243 |nobile.idf il 9 =9 Invalid segnent retransnission drop 6
Ret r ansm ssi on Packet dropped.

188. 120. 154. 107|l srael 147.237. 72. 156 |anan. i df . i | Bad TCP sequence Invalid ACK nunber noni t or 5

46.19. 85. 133 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Invalid ACK nunber aert 5

79.179. 34. 153 |Israel 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 5

84.108. 27. 223 | srael 147.237.72. 166 |aka. i df .i dr op First packet isn't SN drop 5
Sreanmng Engine: TCP Invalid i i ssi

84.108.177. 131 | srael 147. 237.77. 243 |mobi l e, i f . 9 =9 Invalid segnent retransmssion. drop 4
Ret r ansm ssi on Packet dropped.

82.80.177.191 |Israel 147.237.77. 216 |dover. i df . i SYN Attack SYN -> SYN-ACK -> Ti neout rej ect

5.22.134. 221 I srael 147. 237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or
Sreamng BEngine: TCP Invalid i i ssi

100.65.94.9  |israel 147.237.72. 166 |aka. i df .i 9 =9 Invalid segnent retransnission drop 3
Ret r ansm ssi on Packet dropped.

reamng Engi ne: TCP Invali i i ssi

79.180.1.202  |israel 147.237.72. 166 |aka. i df . i Streamng Engine: TCP Invalid Jinvalid segnent retransnission drop 3
Ret r ansm ssi on Packet dropped.

14.97.254.163 |india 147.237.77. 216 |dover. i df i SYN At ack SYN -> SYN-ACK -> RST rej ect 3
Sreamng BEngine: TCP Invalid i i ssi

2.54. 165. 15 I srael 147. 237.72. 166 |aka i of . i | 9 =g Invalid segnent retransmission. drop 3
Ret r ansm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

84.228.6.221  |israel 147. 237. 72. 166 |aka. i f . i 9 =9 Invalid segnent retransmssion. drop 3
Ret r ansm ssi on Packet dropped.
Sreamng BEngine: TCP Invalid i i ssi

37.26.147.206 |Israel 147. 237.72. 166 |aka i of . i | 9 =g Invalid segnent retransmission. drop 3
Ret r ansm ssi on Packet dropped.

5.22.135. 189 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber noni t or 3
Sreaming Engine: TGP Invalid i i ssi

37.142.68.29  |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmission drop 3
Ret r ansni ssi on Packet dropped.

5.22.134.198 I srael 147. 237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 3
Sreamng BEngine: TCP Invalid i i ssi

46.19.85.213  |israel 147.237.72. 167 |i shuri maka. i of . 9 =9 Invalid segnent retransnission drop 3
Ret r ansm ssi on Packet dropped.

109. 64.85.134 |Israel 147.237.76.31 |nakchal.idf.il [SYN Attack SYN -> SYN-ACK -> RST rej ect 3
Sreanming Engine: TCP Invalid i i ssi

46.19. 85. 13 I'srael 147. 237. 72. 166 |aka. i f . i 9 =9 Invalid segnent retransmssion. drop 3
Ret r ansm ssi on Packet dropped.
Sreamng BEngine: TCP Invalid i i ssi

79.178.179. 206 |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmission. drop 3
Ret r ansm ssi on Packet dropped.

84.108.27.223 |Israel 147.237. 72. 166 |aka.i of .i Bad TCP sequence noni t or 3
Sreaming Engine: TGP Invalid i i ssi

176.13.0.135  |israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmission drop 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TP Invalid i i ssi

2.54.20. 220 I srael 147.237.72. 166 |aka. i df .| 9 =g Invalid segnent retransmssion. drop 3
Ret r ansm ssi on Packet dropped.

37.26.146.224 |Israel 147. 237. 72. 156 |aman. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect

149. 88. 247. 157 |Israel 147.237.0.34 |tikshuv.idf.il [SYN Attack SYN -> SYN-ACK -> RST rej ect
Sreamng Engine: TCP Invalid i i ssi

46.116.18.11  |israel 147. 237.77. 243 |mobi l e, i f . i 9 =9 Invalid segnent retransmssion. drop 2
Ret r ansm ssi on Packet dropped.
Sreamng BEngine: TCP Invalid i i ssi

93.172.22.40  |israel 147.237.76.86 |navy.idf.il 9 =g Invalid segment retransmssion. drop 2
Ret r ansm ssi on Packet dropped.

31.210.188.75 |[Israel 147.237. 72. 166 |aka.i of .i Bad TCP sequence Invalid ACK nunber noni t or 2
Sreaming Engine: TGP Invalid i i ssi

46.121.60.101 |Israel 147.237. 77. 243 |robi | e. i df . i | 9 =9 Invalid segnent retransmssion. drop 2
Ret r ansni ssi on Packet dropped.

84.108.27.223 |Israel 147. 237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or

37.26.149.166 |lIsrael 147.237.0.19 |nadimatal.idf.il[Bad TCP sequence noni t or

5.102. 195. 96 I srael 147.237. 72. 156 |anan.i df . i | Bad TCP sequence Invalid ACK nunber noni t or
Sreaming Engine: TP Invalid i i ssi

37.142.237.119 |Israel 147. 237. 77. 243 |nobi | e. i of . i | 9 =g Invalid segnent retransmssion. drop 2
Ret r ansm ssi on Packet dropped.

84.108.27.223 |Israel 147.237.72. 166 |aka. i df .i| SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 2

46.19. 86. 11 I srael 147.237.77.233 |atal .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 2

37.142.247.26 |Israel 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 2

37.46.39. 161 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 2

106. 38. 241. 106 |Chi na 147.237. 72. 166 |aka. i of .i drop SAMrule drop 2

46.19. 86. 231 I srael 147.237. 72. 166 |aka.i of .i | Bad TCP sequence Invalid ACK nunber noni t or 2

74.82.47.18 Wited Sates [147.237.77.235|sviva idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1

208.115.113.89 |lhited Sates |147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1

5.22.135.189 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1

87.70. 82. 226 | srael 147.237.72. 166 |aka. i df il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 1

185. 3. 147. 29 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
37.26.149.166 |lsrael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 66
87.69. 87. 20 I srael 147.237.72. 166 |aka. i df . i | Ml tipl e Unaut horized Method for Known URL from 87.69. 87. 20 B ock 6
66. 249. 66. 25 g"alt:g 147.237.77.216|dover.i df . il Ml tipl e Unaut horized URL Access from 66. 249. 66. 25 B ock 3
207. 241. 229. 49 g“;:s 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/eitan/pratinipirteyerua B ock 2
84.108.27.223 |[Israel 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 2
65. 55. 210. 164 g;g: 147.237.77.216|dover.idf.il Ostributed Wnaut horized URL Access on waw i df.il/error.htm B ock 1
169. 229. 3. 91 ;h;:ee: 147.237.0.19 |madimatal .idf.il Distributed Unknown HTTP Request Met hod B ock 1
14.97.254.163 |india 147.237.77.216|dover. i df . il Mil tipl e Unaut horized URL Access from 14. 97. 254. 163 B ock 1
212.34.23.48 Jor dan 147.237.77. 216 |dover . i df . il D stributed Aonormal |y Long Request B ock 1
Lhi ted . . Unaut hori zed URL Access to
157.55.39.47  |g oo 147.237.77. 170 [n@aar achot . i df . i | wi maar achot i df i1/ pdf/ fi 1 es/ 2/ 112922, pdf xix x’xxxexd Bl ock 1
. . Unaut hori zed Met hod HEAD for
87. 69. 87. 20 I srael 147.237.72. 166 |aka. i df . i | v aka, i df i |/ i r/ gi yus/ nai | box. asp B ock 1
Lhi ted www. chamat z. aka. i .
169. 229. 3. 91 147. 237.77. 226 . Mil tiple Milformed URL from 169. 229. 3. 91 B ock 1
Sates df.il
169. 229. 3. 91 g“;:s 147.237.72. 156 [aman. i df . i | Ill1egal Byte (de Character in Header Nane B ock 1
66. 249. 66. 67 g"alt:g 147.237.77. 170 [maar achot . i df . i | Unaut hori zed URL Access to 147.237.77.170/ pdf/fil es/ 7/ 107537. pdf |B ock 1
169. 229. 3. 91 g“;:s 147.237.0.15 |kosher-kravi.idf.il |Milformed URL [[#6]] Riur[[#18]]i«[#7]]1b fO B ock 1
. . D stributed Unaut hori zed LRL Access on
37.142.243.213 |Israel 147.237.77.233(atal .idf.il 147, 237.77. 233/ 1134- hel at al . aspx B ock 1
. . Miltiple Untraceabl e SSL Sessi ons from 149. 88. 71. 234 (Pr ot ocol
149.88.71.234 |lIsrael 147.237.72. 166 [aka. i df . i | vi ol ati on (SSL CONN APPLI CATI ON DATA EXCHANGE) ) None 1
169. 229. 3. 91 g"alt:g 147.237.76.31 |nakchal .idf.il Illegal Byte Qode Character in Method B ock 1
66. 249. 65. 18 g“;:s 147.237.77.243|nobi l e. i df . i | O stributed Suspicious Response Gode B ock 1
169. 229. 3. 91 g];::: 147.237.0.19 |[nadimatal .idf.il Illegal Byte (de Character in Header Nane B ock 1
169. 229. 3. 91 g“;:s 147.237.0.15 |kosher-kravi.idf.il |Abnornally Long Request nethod B ock 1
14.97.254.163 |India 147.237.77. 216 |dover.idf.il Uhaut hori zed LRL Access to waw i df.il/shared/ clientscripts/perty= B ock 1
212. 34.23. 48 Jor dan 147.237.77.216|dover.i df . il Dstributed Ml forned URL Bl ock 1
93.173. 224. 145 |Israel 147.237.72. 166 |aka. i df . i | Ostributed I11egal Byte Qode Character in LR B ock 1
Lhi ted www. chamat z. aka. i )
169. 229.3.91 Sates 147.237.77. 226 df il Ml tiple Unknown HTTP Request Method from 169. 229. 3. 91 B ock 1
Lhi ted . .
169. 229. 3. 91 Sates 147.237.72. 156 [aman. i df . i | Mal for med URL B ock 1
66. 249. 66. 126 g"alt:g 147.237.77. 170 |maar achot . i df . i | Unaut hori zed URL Access to 147.237.77.170/ robots. t xt B ock 1
Ui ted Unknown HTTP Request Met hod
169. 229. 3. 91 P 147.237.0.15 |kosher-kravi.idf.il |I[[#4]]°A20_i16[[#14]]T0E T-Ay10j &' vesTAKF[ [#8]1t<*! in URL’ Bl ock 1
[[#6]] Brr[[#18]]i-Y[#7]]b [0
i - kosher - kravi . i df
40.77.167. 74 g‘;tt:: 147.237.0. 16 niyl Uhaut hori zed URL Access to wwu ny- kosher-kravi.idf.il/ B ock 1
207.241.229. 215 g‘;tt:: 147.237.72. 166 |aka. i df . i | Uhaut hori zed LRL Access to aka.idf.il/giyus/ kadat zhel p B ock 1
. . S Uhtraceabl e Gonnection - Protocol violation
149. 88.71. 234 |l srael 147.237.72. 166 [aka. i df . i | (SSLCONN APPLI CATI ON DATA EXCHANGE) None 1
Unknown Par anet er
84.108. 81. 16 I srael 147.237.72. 166 [aka. i df . i | ct 1 00$ct | 00$cphMai n$TochenPl acehbl der $ct | 13$ct | 01$ct | 03$chl Questi o |None 1
n$17 in ww aka. i df.il/nai n/ gi yus/ questi onnaire. aspx
i www. chamat z. aka. i
169. 229. 3. 91 Lshlmt:s 147.237.77. 226 df il Mil tiple Abnornal Iy Long Request from 169. 229. 3. 91 B ock 1
169. 229. 3. 91 ;h;:ee: 147.237.0.19 |madimatal .idf.il Mitiple Illegal Byte Gode Character in Mthod from 169. 229. 3. 91 B ock 1
Lhi ted .. . Illegal Byte de Character in Mthod
169. 229. 3. 91 P 147.237.0.15 |kosher-kravi .idf.il [ [#4]]° AN, 11 6] [ #14] ] J0E J-A7T0) & vosTAK [ [ 48] ]t <" ! Bl ock 1
37.26.146.158 |[Israel 147.237.72. 167 i shurimaka. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
212.34.23.48 Jor dan 147.237.77.216|dover . i df . il D stributed Whknown HTTP Request Met hod B ock
93.173. 224. 145 |l srael 147.237.77.233|atal .idf.il Lhaut hori zed URL Access to 147.237.77. 233/ 1136- he/ at al . aspx B ock
. wawv chamat z. aka. i NULL Character in Method y
169. 229. 3. 91 g“;tteeg 147. 237.77. 226 . [[#3]1: [[#12] 1 u=[ [ #0] ] af - TR[ #1] ]2 GAGJA"! ™t | q=[ [#0] ] [[#8]] A{ [ #26]] — |B ock 1
df il Xt [[#24]]] [ [#7] ] Enfei<t 79[ [ #15] ] u6<t
169. 229. 3. 91 g"alt:g 147.237.72. 156 [anan. i df . i | Mitiple Illegal Byte Gde Character in Method from169. 229. 3. 91 B ock 1
66. 249. 66. 133 LSthlatt:sd 147.237.76.200(ei tan. aka. i df.il Unknown Paraneter &SortDir in v ei tan. aka.idf.il/938-en/eitan. aspx |[None 1
. . Unaut hori zed Met hod HEAD for
46.121.195. 152 |Israel 147.237.72. 166 [aka. i df . i | v aka. i df i |/ nai iV gi yus/ gener al . aspx Bl ock 1
169. 229. 3. 91 LSthlatt:sd 147.237.0.19 |nadimatal .idf.il O stributed Aonormal |y Long Request B ock 1
207. 241. 229. 215 g];::: 147.237.72. 166 [aka. i df . i | Uhknown Paraneter catid in aka.idf.il/nain/rabanut/general . aspx None 1
. . D stributed Unhaut hori zed URL Access on
150. 70.173.41  |Japan 147.237.77.233|atal . i df .il 147. 237.77. 233/ 1134- hel at al . aspx Bl ock 1
84.108.177.131 [israel 147.237.77.243|nobi l e.i df . i | D stributed Suspicious Response Code B ock 1
i www. chamat z. aka. i
169. 229. 3.91 Lsh'mt:: 147.237.77. 226 df il Mitiple Illegal Byte Gode Character in Header Narme from 169. 229. 3. 91 |B ock 1
66. 249. 66. 47 Lsh'mt:: 147.237.0.34 |tikshuv.idf.il Lhaut hori zed URL Access to tikshuv.idf.il/main/kapatz/defaul t.aspx B ock 1
169.229. 3. 91 g;g: 147.237.0.19 |[nadimatal .idf.il NULL Character in Method «- €[ [#2]]+@| Ga#o( [#22]]yA»-[[#0]] nIE |B ock 1
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At t acker .
Attacker Address Qount ry Target Address |Site Sgnature
169.229. 3. 91 g;::: 147.237.0.15 |kosher-kravi.idf.il 'llegal Byte Qe Character in Query Sring on T[#6]] 5w

r[#18]]i-U[#7]]b fO Bl ock 1
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