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03-05-2016-13:04:03 to 03-05-2016-14:04:03

|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |[Site |Signature |Device Action [Count |
212.199. 241. 250 | srael 147.237.76. 31 nakchal .idf.il ock Wdp Al _Nets drop 7
81. 218. 65. 210 | srael 147.237.77. 216 dover.idf.il Bl ock_Udp All _Nets dr op 3
176.77. 33. 24 Russi an Federation 147.237. 76. 86 navy.idf.il JLMPurple Gon Linmt Htp drop 3
176. 77. 33. 24 Russi an Federation 147. 237. 76. 86 navy.idf.il JLM Under Attack GCon Htp drop 2
185. 130. 5. 224 147.237.77. 176 matpash.idf.il |Bock Wdp Al Nets drop 1




03-05-2016-13:04:03 to 03-05-2016-14:04:03

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry get Address |Site ‘Sgnature Devi ce Action |Count
5.29.75. 74 I srael 147.237.0. 34 ti kshuv.idf.il |Cl1000138: HITP. prefix 1.01 in the URL B ock 4
91.121.101.78 France 147.237.77.216 |dover.idf.il C1000074: HITP. naj estic bot B ock 2
46.121.214.54 | srael 147.237.0. 34 tikshuv.idf.il [Cl000138: HITP. prefix 1.01 in the LR Bl ock 2
106. 120. 173. 159  |Chi na 147.237.77.233 |atal .idf.il C1000071: HTTP. User Agent Sogou-+web+spi der B ock 1
37.57.0.201 Wkrai ne 147.237.72.166 |aka.idf.il C1000016: HITP. adninistrator in R B ock 1
119.74.148. 71 S ngapor e 147.237.77.216 |dover.idf.il C1000008: HTTP: Xenu User Agent Bl ock 1
85.96. 117. 149 Tur key 147.237.77.216 |dover.idf.il |CLO00016: HTTP. adnministrator in UR B ock 1




03-05-2016-13:04:03 to 03-05-2016-14:04:03

|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry Signature

195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
85. 96. 117. 149 147.237.77. 216 Tur key dover.idf.il SERVER- WEBAPP admi n. php access 1
218. 246. 0. 97 147.237.77.121 Chi na e navy.idf.il ET SCAN NVAP -sS wi ndow 1024 1
159. 122. 220. 108 147. 237.77. 234 Net her | ands hal ag.idf.il ET SCAN Potential SSH Scan 1
218. 246. 0. 97 147.237.77. 227 Chi na e. hanaz.idf .il ET SCAN NVAP -sS wi ndow 1024 1
208.67. 1. 185 147.237.76. 31 Lhited Sates nakchal . i df il ET SCAN Potential SSH Scan 1
159. 122. 220. 108 147.237.77. 235 Net her | ands sviva idf.il ET SCAN NVAP -sS wi ndow 1024 1




03-05-2016-13:04:03 to 03-05-2016-14:04:03

|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry Target Address ‘Ste ‘Signature Action ‘Count

176.77.33. 24 Russi an Federation 147.237.76.86 |navy.idf.il dr op First packet isn't SN drop 62
Sreamng Engine: TCP Invalid i i ssi

46.19. 86. 27 I srael 147. 237.76. 200 |ei tan. aka. i of .| 9 =9 Invalid segnent retransmssion. |y ., 39
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i ssi

217.132.27.156 | srael 147.237.0.34  |tikshuv.idf.il 9 =g Invalid segnent retransmssion. g ., 21
Ret ransmi ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

31.154. 164. 142 | srael 147. 237.76. 200 |6i tan. aka. i of .| 9 =9 Invalid segnent retransmssion. |, ., 12
Ret r ansni ssi on Packet dr opped.

176. 77. 28. 43 Russi an Federation 147.237.76.86 |navy.idf.il dr op First packet isn't SN drop 11

95. 28. 95. 130 Russi an Federation 147.237.76.86 |navy.idf.il drop First packet isn't SN drop 10

e SN retransmit wth different .

87.71.26.43 I srael 147.237.77.233|ata .idf.il  |Bad TCP sequence wi ndow scal @ moni tor |9

5. 164. 126. 92 Russi an Federation 147.237.76.86 |navy.idf.il dr op First packet isn't SN drop 9

85. 65. 234. 243 |Israel 147.237.76.31 [nakchal .idf.il [SYN Attack SYN -> SYN-ACK -> RST rej ect 9

46. 19. 86. 219 I srael 147.237.0.34 [tikshw.idf.il |Bad TCP sequence Inval id ACK nunber noni t or 7

46. 19. 86. 219 I srael 147.237.0.34 |tikshw.idf.il |Bad TCP sequence Invalid ACK nunber aert 7

212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 6
Sreanming Engine: TGP Invalid i i ssi

2.54. 136. 49 I srael 147. 237.76. 200 |ei tan. aka. i df . | 9 =g Invalid segnent retransmssion. |, 6
Ret ransni ssi on Packet dropped.

. . SWNretransmt wth different .

109. 253. 219. 190|I srael 147.237.77.233|atal .idf.il Bad TCP sequence Vi ndow scal e noni t or 6
Sreanming Engine: TGP Invalid i i ssi

37.26.146.142 |israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. |, 6
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

2.54.33.125 I srael 147. 237.72. 166 |aka. i f .11 9 =g Invalid segnent retransmssion. | 6
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi

46.117.107. 241 |Israel 147. 237.76. 200 |ei tan. aka. i df . | 9 =g Invalid segnent retransmssion. |, 4
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

84.111. 136. 140 I srael 147. 237. 76. 200 |ei tan. aka. i of . 9 =g Invalid segnent retransmssion. | 4
Ret r ansni ssi on Packet dropped.

37.46.38.96 I srael 147.237.76.86 |navy.idf.il |Bad TCP sequence Invalid ACK nunber nonitor |4

119.136.94. 214 |China 147.237.77. 216 |dover.iof .11 [Bad TCP sequence S retransmt with different monitor 4

w ndow scal e

Sreaming Engine: TGP Invalid i i ssi

176.13.6.154  |israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. |y ., 3
Ret r ansni ssi on Packet dr opped.

reanmn ine: TCP Invali i i ssi

80. 230. 220. 48 |Israel 147.237.72. 166 |aka it i1 | €AM NG Engine: TCP Invalid |invalid segnent retransnission drop 3
Ret r ansni ssi on Packet dropped.

37.238.116.94 |lraq 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 3

reaming BEngine: TCP Invali i i ssi

109. 65.129. 61 | srael 147.237.72. 166 |aka i1 | €AM NG Engine: TCP Invalid |invalid segrent retransmssion. | op 3
Ret ransni ssi on Packet dropped.

94.230. 86. 148 |l srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d ACK nunber moni tor |3

46. 19. 86. 86 I srael 147.237.76.86 |navy.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 3

37.46.38. 96 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 3
Sreamng Engine: TCP Invalid i i ssi

217.132. 236. 96 |Israel 147.237.72. 166 |aka. i of .11 9 =9 Invalid segnent retransmssion. |y ., 3
Ret r ansni ssi on Packet dr opped.

46.19. 85. 133 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval id ACK nunber aert 3
Sreamng Engine: TCP Invalid i i ssi

109. 65.248.18 |Israel 147. 237.72. 166 |aka. i f .11 9 =g Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.

188. 161. 3. 178 ga:lcisgi':éa” Territory. 1147. 237. 77. 176 |nat pash. i ot i1 |dr op First packet isn't SN drop 3
Sreamng Engine: TCP Invalid i i ssi

2.52.34. 254 | srael 147. 237.72. 166 |aka. i f .11 9 =g Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi

79.177. 152. 205 |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. |, 3
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

213. 8. 95. 23 | srael 147. 237.72. 166 |aka. i f .11 9 =g Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi

46.19.86.251  |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. |, 3
Ret ransni ssi on Packet dropped.

46.19. 85. 133 | srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 3
Sreaming Engine: TGP Invalid i i ssi

46.19.86.196  |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. |y ., 3
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i ssi

79.177.187.198 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. |, ., 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi

109. 65. 90. 245 [ srael 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. |, ., 3
Ret r ansni ssi on Packet dr opped.

46.117.175. 126 |l srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 3
Sreamng Engine: TCP Invalid i i ssi

109. 253. 214. 1021 srael 147.237.72. 166 |aka i f .11 9 =9 Invalid segnent retransmssion. |, ., 3
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i ssi

109. 65.126.20 |Israel 147. 237. 72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. g ., 3
Ret ransni ssi on Packet dropped.

46. 19. 86. 86 I srael 147.237.76.86 |navy.idf.il |Bad TCP sequence Inval i d ACK nunber moni tor |2
Sreaming Engine: TGP Invalid i i ssi

37. 46. 38. 96 I srael 147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. |, 2
Ret ransni ssi on Packet dropped.

106. 38. 241. 106 |Chi na 147.237.72. 166 |aka i df .i | drop SAMrule drop 2

87.71.23.123 | srael 147.237.72. 166 |aka.idf .il dr op First packet isn't SYN drop 2

188. 120. 154. 107l srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 2




03-05-2016-13:04:03 to 03-05-2016-14:04:03

Attacker Address |Attacker Qountry

Target Address ‘ Ste

‘Signature

Sreanming Engine: TCP Invalid

Inval i d segnent retransnission.

46.121.60.101 |Israel 147.237.77. 243 |nobi I e.i df . i1 > dro
Ret r ansnmi ssi on Packet dropped. P

185.3.147.123 |l srael 147.237.72.166 |aka i df .i | Bad TCP sequence Invalid ACK nunber noni t or

31.210.186.84 |lsrael 147.237.72. 156 |anan.i df .i | Bad TCP sequence Inval id ACK nunber noni t or




03-05-2016-13:04:03 to 03-05-2016-14:04:03

|Top Attackers In V\AF|

At acker

Devi ce

Count ry Target Address |Site Sgnature Action ‘Count

85.96.117. 149 |Turkey 147.237.77.216|dover. i df .i |l Mil tipl e Unaut horized URL Access from 85.96. 117. 149 B ock 5
85.96.117. 149 [Turkey 147.237.77.216|dover . i df . il PHP At t enpt B ock 4
66.249.66.25 [Lited Sates 147.237.77.216|dover . i df . i Uhaut hori zed URL Access to wwwidf.il/error. htm B ock 4
2.54.53.17 I srael 147.237.0.19 |nadimatal .idf.il|DOstributed Suspicious Response Code B ock 3
134.249.81.88 |Wraine 147.237.77.216|dover. i df .i | Uhaut hori zed LRL Access to wwidf.il/nazi/ B ock 3
46.118. 155. 216 |krai ne 147.237.76.42 |refuah.idf.il Ml tipl e Unhaut hori zed URL Access from 46. 118. 155. 216 B ock 3
207.46.13. 107 |Lhited Sates 147.237.77.216|dover. i df .i |l D stributed Lhaut hori zed URL Access on ww i df.il/error.htm B ock 3
79.177.36.193 |lsrael 147.237.77.216|dover. i df .i | D stributed Uhaut hori zed URL Access on waidf.il/error.htm B ock 3
109. 253. 135. 40 |I srael 147.237.0.19 [nadimatal .idf.il|Ostributed Suspicious Response Code B ock 3
85. 96. 117. 149 [Turkey 147.237.77. 216 |dover. i df .l Mil tiple Admn B ocking from 85.96.117. 149 Bl ock 3
110. 38.219. 97 |Paki stan 147.237.77.216|dover.i df . il Untraceabl e SSL Sessi ons: (pen Mde None 2
2.52.16.117 I srael 147.237.0.19 [nadimatal .idf.il|Ostributed Suspicious Response Code B ock 2
89.138.72.219 |Israel 147.237.72. 166 |aka. i df . i | Dstributed I11egal Byte Qxde Character in URL Bl ock 2
79.25.105.88 |[italy 147.237.72. 167 |i shuri maka. i df . i|untraceabl e SSL Sessi ons: Qpen Mbde None 2
87.70.56. 94 I srael 147.237.0.19 [nadimatal .idf.il|Ostributed Suspicious Response Code B ock 2
169.229.3.91 [Lhited Sates 147.237.76.42 |refuah.idf.il Mil tiple Aobnormal |y Long Request from 169.229. 3. 91 Bl ock 1
68.180. 229. 239 |Lhited States  |147.237.72. 166 [aka. i df . i | m“;?;rii jfe.‘:: |L/F;Lon/:;|:$scotrg/ do_ mur/ gener al . aspx Bl ock 1
46.120.72. 243 |Israel 147. 237. 72. 166 |aka. i df . i | m”;’kv‘:ﬁr?ﬁtng mcégfﬁjit;agzﬁgzﬁgfcphsachar$Ct' 13in None 1
157.55.39.58 |lhited Sates  [147.237.72.166|aka. i df.i | Unknown Par anet er 4f 9c0c80 i n ww aka. i df . i |/ mai n/ hone/ def aul t . aspx |None 1
37.57.0.201 kr ai ne 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to waw aka.idf.il/user/ B ock 1
169.229.3.91 |lhited Sates 147.237.77. 176 |mat pash. i df . i | Mitiple Illegal Byte Gode Character in Mthod from169. 229. 3. 91 B ock 1
87.71.26.43 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1136- he/ at al . aspx B ock 1
79. 180. 205. 123 |l srael 147.237.77.216|dover.idf.il Uhaut hori zed URL Access to wawidf.il/https:/vwnidf.il/ B ock 1
169.229.3.91 [lLhited Sates 147.237.76.200|eitan. aka. i df.il |lllegal Byte Qode Character in LR B ock 1
66.249.69.81 [Lnited Sates  |147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1405- he/ at al . aspx B ock 1
169.229.3.91 |thited Sates 147.237.72. 166 [aka. i df . i | Illegal Byte Gde Character in Header Val ue B ock 1
46.117. 107. 241 |I srael 147.237.76.200|ei tan. aka. i df . i | m; ?L:neik:h?‘;h?rl i/ztiipﬁ Qcﬁ::e;’:ge/ homepage. aspx B ock 1
176. 77. 28. 43 Eéj:;:t”l o 147.237.76.86 |navy.idf.il Mil tipl e Unaut hori zed URL Access from 176.77.28. 43 B ock 1
169.229.3.91 |lhited Sates 147.237.77. 176 |mat pash. i df . i | Abnormal |y Long Request et hod B ock 1
169.229.3.91 |lhited Sates  [147.237.76.42 |refuah.idf.il Mitiple Illegal Byte Gode Character in Method from169.229. 3. 91 B ock 1
68.180.230.29 |Uhited Sates 147, 237.77. 176 |nat pash. i df . i | marz;‘; pe M /Oéfgf’;’ef?gg;@;sgx Bl ock 1
46.121.232.50 |lsrael 147.237.72. 156 |anan. i df . i | Too Many Cookies in a Request - 101 cooki es B ock 1
157.55.39.208 |Wited Sates  [147. 237.77. 176 |mat pash. i df . i | iﬁ;ﬁlgf’;ze‘j URL Access to ww cogat . idf.i1/1927-en/ cogat . aspx gaza |g 1
38.111.147.83 |Uited Sates 147.237.77. 216 |dover.idf.i |l Unaut hori zed URL Access to waw i df.il/894-he Bl ock 1
169.229.3.91 |[ihited Sates  [147.237.77.176|nat pash.i df .i | Mitiple Illegal Byte Qode Character in URL from169.229.3.91 B ock 1
79.181. 115. 176 |l srael 147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waw i df. i/ newsitel english/ nain. asp B ock 1
169.229.3.91 [Whited Sates 147.237.76.200(ei tan. aka. i df.i| |NULL Character in UR Bl ock 1
169.229.3.91 |wnited Sates  [147.237.72.166|aka. i df .i | Mal for med URL Bl ock 1
66.249.69.89 [Wited Sates 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/robots. t xt B ock 1
119. 136. 94. 214 |Chi na 147. 237.77. 216 |dover . i df . i | m:zfpf)f)’e z)ﬁ;EJEg;f;Zntrol of header upper/ B ock 1
46.118. 155. 216 |krai ne 147.237.76.42 |refuah.idf.il Ostributed PHP At tenpt B ock 1
185.89. 217. 227 147.237.77.74 [lawidf. il vL\:/l\;N |I pribc(i)fv.ei IFlb.o.t/ iI?Ta:gZ(:st/T};\e/ navi gat i on/ navi gati on arrow gi f B ock !
169.229.3.91 |[ihited Sates  [147.237.77.176|nat pash.i df il Illegal Byte Gode Character in Header Name B ock 1
169.229.3.91 |thited Sates 147.237.76.42 |refuah.idf.il Mitiple Illegal Byte Gode Character in URL from 169.229. 3. 91 B ock 1
54. 244, 49. 197 |Uited Sates 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77. 233/ 1403- he/ at al . aspx Bl ock 1
162.243.188. 75 |Lhited Sates  [147.237.77.74 |lawidf.il Unaut hori zed URL Access to / Bl ock 1
91.108. 88. 154 |Ger many 147.237.77. 216 |dover. i df . i | mir ;fb_“itﬁdneﬂ?‘:te?gr:gfie‘:h/u:; f;sess on B ock 1
46.19.85.244  |lsrael 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237. 77. 233/ 1501- he/ at al . aspx B ock

169.229.3.91 |thited Sates 147.237.77. 176 |mat pash. i df . i | Mil tipl e Unknown HTTP Request Method from 169. 229. 3. 91 B ock 1
79.181.173.28 |lsrael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1

03-05-2016-13:04:03 to 03-05-2016-14:04:03




