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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site ‘Sgnature Devi ce Action |Count
79.182. 151. 228 I srael 147.237.0. 34 ti kshuv.idf.il |Cl1000138: HITP. prefix 1.01 in the URL B ock 6
199. 58. 86. 209 Lhited Sates 147.237.77.216 |dover.idf.il C1000074: HITP. naj estic bot B ock 4
79.179. 221. 139 | srael 147.237.0. 34 tikshuv.idf.il [Cl000138: HITP. prefix 1.01 in the LR Bl ock 2
87. 68. 249. 53 I srael 147.237.0. 34 ti kshuv.idf.il |Cl1000138: HITP. prefix 1.01 in the URL B ock 2
62. 210. 148. 247 France 147.237.77.216 |dover.idf.il C1000074: HITP. naj estic bot B ock 2
62.212.73.211 Net her | ands 147.237.77.216 |dover.idf.il C1000074: HTTP. naj estic bot Bl ock 2
123. 126. 113. 80 Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP. User Agent Sogou-+web+spi der B ock 1
151. 80. 31. 149 Italy 147.237.77.233 |atal .idf.il C1000146: HTTP. AhrefBot craw er B ock 1
31. 154. 163. 198 | srael 147.237.0. 34 tikshuv.idf.il [Cl000138: HITP. prefix 1.01 in the LR Bl ock 1
31. 154, 249. 157 I srael 147.237.0. 34 ti kshuv.idf.il |Cl1000138: HITP. prefix 1.01 in the URL B ock 1
106. 120.173.159  |China 147.237.77.233 |atal .idf.il Cl000071: HTTP. User Agent Sogou+web+spi der B ock 1




03-05-2016-12:04:05 to 03-05-2016-13:04:05

|Top Attackers In |D|

Attacker Address ‘Target Addr ess |Attacker Country |9te |Signature |Count |
195. 34. 150. 18 147.237.77.216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
104. 128. 144. 131 147.237.76. 196 Canada e.svivaidf.il ET SCAN NVAP -sS wi ndow 3072 1
209. 126. 116. 147 147. 237. 8. 50 Lhited Sates e tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 1
179. 43. 141. 234 147. 237.72. 217 Shi t zerl and eidf.il ET SCAN Potential SSH Scan 1
218. 246. 0. 97 147.237.76. 201 Chi na e.atal.idf.il ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address [Ste Signature
reamn ine: TCP Invali i i ssi
2.54.136. 49 | srael 147. 237. 76. 200 |ei tan. aka i df .i | Strean 9 Er?g e T Invalid finvalid segnent retransmssion drop 141
Ret ransmi ssi on Packet dropped.
o SWNretransmit wth different .
89. 139. 162. 197 |l srael 147.237.77. 234 |hal ag.idf.il Bad TCP sequence wi ndow scal @ noni tor |54
109. 67. 248.43 |l srael 147.237. 72. 166 |aka.i df .i 1 drop First packet ism't SN drop 44
109. 67. 248. 43  |Israel 147.237.72. 166 |aka.idf .il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 32
107. 167. 103. 223|wnited Sates [147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 27
reamn ine: TCP Invali i i ssi
79.181.173.28 [ srael 147.237.72. 166 |aka. i df .i | Streanm g Engi ne P Invalid finvalid segnent retransnissi on drop 24
Ret ransmi ssi on Packet dr opped.
109. 67. 248.43 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence nonitor |20
100.67.248.43 I srael 147.237. 72. 166 [aka i f .i Bad TCP sequence SINWACK retransmt with monitor |20
di fferent w ndow scal e
109. 67.248.43 |l srael 147.237.72. 166 [aka.i df .i Bad TCP sequence Inval i d AGK nunber noni tor |14
e SYNretransmt wth different .
85. 65. 0. 210 I srael 147.237.77. 234 |halag.idf .i Bad TCP sequence wi ndow scal e noni t or 11
109. 67. 248.43 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACGK nunber alert 10
o SWNretransmit wth different .
79.177.189.86 |lIsrael 147.237.77. 216 |dover.idf .i | Bad TCP sequence wi ndow scal @ nonitor |9
Sreaning Engine: TGP Invalid i i SSi
149. 78. 156. 160 | srael 147. 237.76. 200 |ei tan. aka.i df . i 9 =g Invalid segnent retransmssion. |, 8
Ret ransmi ssi on Packet dr opped.
5.22.135. 163 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence Invalid ACK nunber nonitor |7
reamng BEngine: TCP Invali i i ssi
109. 253. 135. 247|i srael 147.237.72. 166 |aka. i df . Streaning Engi ne: TCP Invalid |invalid segnent retransnissi on. drop 6
Ret ransm ssi on Packet dropped.
Sreaning BEngine: TGP Invalid i i ssi
2.54.172.206  |Israel 147.237.77. 243 |mubile.i o i1 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansmi ssi on Packet dr opped.
reamng BEngine: TCP Invali i i ssi
79.176.41.157 |Israel 147.237.72. 166 |aka. i df . Streaning Engi ne: TCP Invalid |invalid segnent retransnissi on. drop 6
Ret ransm ssi on Packet dropped.
Sreaning BEngine: TGP Invalid i i ssi
79.176.115.11  |Israel 147. 237.72. 166 |aka. i of .11 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansmi ssi on Packet dr opped.
2.54.5.181 I srael 147.237.72. 156 |anman. i df . i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 6
Sreaning Engine: TCP Invalid i i ssi
185.32. 179. 161 |l srael 147. 237. 77. 243 |mobi l e. i . i 9 =9 Invalid segnent retransmssion. | 6
Ret ransmi ssi on Packet dr opped.
79.177.189.86 |l srael 147.237.76.31 |nakchal i df i Bad TCP sequence S retransmt wth different monitor (6
w ndow scal e
Sreaning Engine: TCP Invalid i i ssi
109. 65. 147. 253 |l srael 147. 237, 72. 166 |aka i of . i 9 =9 Invalid segnent retransmssion. | 6
Ret ransmi ssi on Packet dr opped.
37.46.38.96 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
46.19.86.3 I srael 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
52. 68. 53. 81 Lhited Sates |147.237.0.17 ?]i']y'kOSher'kra""'d drop First packet ismt SWN drop 5
37.46. 38. 96 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 5
. . SWretransmit wth different .
89.138.97.231 |lsrael 147.237.77. 233 |atal .idf.il Bad TCP sequence vi ndow scal e noni t or 5
103. 244. 13. 108 |Bangl adesh 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 5
46.117.62.143 |[Israel 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 5
52.68.53. 81 Lhited Sates |147.237.0.15 |kosher-kravi.idf.il drop Frst packet isn't SN drop 5
46. 19. 85. 242 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence Inval i d ACK nunber alert 4
46. 19. 85. 242 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 4
Sreaning Engine: TCP Invalid i i ssi
109.66.32.55  |Israel 147.237.72. 166 |aka. i of . i 9 =9 Invalid segnent retransmssion. |, 3
Ret ransmi ssi on Packet dr opped.
reamng BEngine: TCP Invali i i ssi
79.182. 153. 134 |Israel 147.237. 72. 166 |aka. i df . Streaning Engi ne: TCP Invalid |invalid segnent retransnissi on. drop 3
Ret ransm ssi on Packet dropped.
212.64.175.89 |Spain 147.237.77. 216 |dover.idf .il SYN At t ack SYN -> SYN-ACK -> RST rej ect 3
Sreaning Engine: TGP Invalid i i ssi
5.22.135.249  |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segrent retransmssion. |, 3
Ret ransm ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
79.178.14.196 | srael 147. 237.72. 166 |aka i of . i 9 =9 Invalid segnent retransmssion. |, 3
Ret ransmi ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i ssi
109. 253. 159. 138|l srael 147.237.77. 243 |nobil e.i df . 9 =g Invalid segrent retransmssion. |, 3
Ret ransm ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
2.54.1.71 I'srael 147. 237.72. 166 |aka i of . i 9 =9 Invalid segnent retransmssion. |, 3
Ret ransmi ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i ssi
109. 67. 102. 191 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segment retransmssion. |, 3
Ret ransm ssi on Packet dropped.
Sreaning BEngine: TCP Invalid i i ssi
185.3.146.61 |l srael 147. 237.72. 166 |aka i of . i 9 =9 Invalid segnent retransmssion. |, 3
Ret ransmi ssi on Packet dr opped.
: o SYN+ACXK retransmt wth .
212.64.175.89 |Spain 147.237. 77. 216 |dover. i df .i Bad TCP sequence di fferent vi ndow scal e noni t or 3
Sreaning BEngine: TCP Invalid i i ssi
79.179. 100. 244 i srael 147. 237.72. 166 |aka i of . i 9 =9 Invalid segnent retransmssion. |, 3
Ret ransmi ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i ssi
2.54. 2. 238 I srael 147.237.72. 166 |aka.i df . i 9 =g Invalid segrent retransmssion. |, 3
Ret ransm ssi on Packet dropped.
Sreaning BEngine: TCP Invalid i i ssi
109. 67. 201. 225 |Israel 147. 237, 72. 166 |aka i of . i 9 =9 Invalid segnent retransmssion. | 3
Ret ransmi ssi on Packet dr opped.
185. 3. 146. 91 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence Inval i d ACK nunber nonitor |3
Sreaning Engine: TGP Invalid i i SSi
62. 0. 84. 109 I srael 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. | 3
Ret ransmi ssi on Packet dr opped.
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A tacker .

Attacker Address count ry Target Address [Ste Signature
Sreaning BEngine: TQP Invalid i i ssi

82.166. 102. 126 |l srael 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. | 3
Ret r ansmi ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi

149. 88. 3. 13 I srael 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. |, 3
Ret ransmi ssi on Packet dr opped.
Sreaning Bngine: TQP Invalid i i ssi

79.180.189. 62 |l srael 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. | 3
Ret r ansmi ssi on Packet dropped.
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry |[Target Address |Site dgnature Action ‘Count
46. 19. 86. 245 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 36
176.13.22.160 |lIsrael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 3
. . Uhaut hori zed URL Access to
192. 115. 99. 130 |l srael 147.237.77. 170 |maar achot . i df . i | naar achot i df i 1/ pdf /111 es/ Of 109290, pl B ock 2
: . ] Unaut hori zed URL Access to
72.9.148. 10 Lhited Sates 147.237.76.86 |navy.idf.il v navy. i df . i |/ 994- 8613- he/ navy. aspx. aspx Bl ock 2
95.185.201.50 [Saudi Arabia 147.237.77.216|dover.idf .l Uhaut hori zed URL Access to wanidf.il/arr/ B ock 1
82.102. 221, 227 |Aestiman 1147 237 77.216|dover.i df . i | Unaut hor i zed URL Access to waw i df.il/php B ock 1
Territory, Gecupied
169. 229. 3. 91 Lhited Sates 147.237.77.233|atal .idf.il Ill1egal Byte Qode Character in URL /eb[[#11]]8d, % B ock 1
Unknown Par anet er
46.120. 145.67 |l srael 147.237.72. 166 [aka. i df . i | ct | 00$ct | 00$cphMai n$cphSachar $enpl oyment St at eshont h i n None 1
wan aka. i df . i1/ nai n/ sachar/ paysl i ps. aspx
- T —————
169.229.3.91  |Wited Sates 147.237.76.30 |hi nush. i df.il Illegal Byte Qode Character in URL «+)> UBE §} 20 B ock 1
j [[#1]] 9w
. . Unaut hori zed URL Access to
87. 70. 68. 166 I srael 147.237.72. 156 [aman. i df . i | - Cid i1/ bt ps: /v il Bl ock 1
173.247.228.10 |Uited Sates 147.237.77. 176 |mat pash. i df . i | Dstributed PHP Attenpt Bl ock 1
] . . Paraneter Type Mol ati on PageNumin
68.180.228. 112 |lhited Sates 147.237.77. 216 |dover . i df . i | v i df i 1/ 1779- he/ dover . aspx Bl ock 1
5.164.192. 16 Russi an Federation |147.237.72.166|aka.idf.il Unaut hori zed URL Access to 147.237.72. 166/ gi yus/ f oruni asp/ |B ock 1
169. 229. 3. 91 Lhited Sates 147.237.77.216|dover. i df . il Illegal Byte Gode Character in Method .73 Eb< e B ock 1
. . S Uhtraceabl e Gonnection - Protocol violation
149. 88.71. 234  |Israel 147.237.72. 166 |aka. i df . i | (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 1
. . D stributed Unaut hori zed URL Access on
84.108.240.97 |Israel 147.237.77. 234 |hal ag. i df . i | 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. g f Bl ock 1
: . . Unaut hori zed URL Access to
207.46.13.107 [lLited Sates 147.237.77.216|dover.idf.il ww i o i1/t al 1/ zkor/ vi ew text . asp Bl ock 1
169. 229. 3. 91 Lhited Sates 147.237.77.233|atal .idf.il Il1legal URL Path Encoding /«b[[#11]]8d, % Bl ock 1
62. 84. 70. 202 Lebanon 147.237.77.216|dover.i df . il D stributed Lhaut hori zed LRL Access on wwwidf.il/arr/ Bl ock 1
169.229. 3. 91 Lhited Sates 147.237.76.30 |hinush.idf.il Mal formed URL ««)>i UIBERi §! @] 1#[[j 62R-" Daw! B ock 1
. . . Uhaut hori zed URL Access to
89.137.180. 5 Rormani a 147.237.77.216|dover. i df . il waw i df i1 /i p_storagel files/ 2/ 4912 png Bl ock 1
173.247.228.10 |Uited Sates 147.237.77. 176 |mat pash. i df . i | Uhaut hori zed URL Access to waw cogat . idf.il/wp-1ogin. php B ock 1
31.168.16.116 |[Israel 147.237.77.216|dover . i df . i Lhaut hori zed URL Access to wawidf.il/https:/wwidf.il/ B ock
169.229. 3. 91 Lhited Sates 147.237.77.216|dover. i df . il Illegal Byte Gode Character in LR B ock
157.55.39.58  |United Sates 147.237.72. 166 |aka. i df . i | thauthorized LR Access to wiiaka. Tdf. 11/ mal /gl yus/x Bock |1
. . D stributed Unaut hori zed URL Access on
85. 65. 0. 210 I srael 147.237.77. 234 |hal ag. i df . i | 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. g f Bl ock 1
207. 241. 237. 223|nited Sates 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to aka.idf.il/eitan/pratinipirteyerua B ock 1
169. 229. 3. 91 Lhited Sates 147.237.77.233|atal .idf .il Mil tiple Abnormal |y Long Request from 169. 229. 3. 91 B ock 1
66. 249. 64. 61 Lhited Sates 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ robots. t xt B ock 1
169. 229. 3. 91 Lhited Sates 147.237.76.30 |hinush.idf.il Ml tiple Abnormal |y Long Request from 169. 229. 3. 91 B ock 1
. . DO stributed Unaut hori zed URL Access on
89.138.97.231 [Israel 147.237.77.233(atal .idf.il 147, 237.77. 233/ 1134- hel at al . aspx B ock 1
79.176.115.11 |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed LRL Access to aka.idf.il/main/ B ock 1
37.26.148.161 | srael 147.237.72. 166 |aka. i df . i | m;;)p' e Untraceabl e S Sessions from37.26.148. 161 (Qen 0 1
169. 229. 3. 91 Lhited Sates 147.237.77.216|dover . i df . i Unknown HTTP Request Method f.Z3[EbP«"« in URL B ock 1
_ m ny- kosher - kr avi . i
169. 229.3.91 Lhited Sates 147.237.0. 17 df il Abnornal |y Long Request met hod B ock 1
213.204.93.10 |Lebanon 147.237.77.216|dover. i df .il SSL Untraceabl e Connection - Cpen Mde None 1
. . Unaut hori zed URL Access to
85. 250. 92. 92 I srael 147.237.72. 166 |aka. i df . i | i aka. i of i1/ i r sachar/ undef i ned Bl ock 1
169.229.3.91  |United Sates 147.237.77.233|atal . i df .i | Mitiple 11legal Byte Gde Character in Method from Bock |1
169. 229. 3. 91
: . . Unaut hori zed URL Access to
66. 249. 66. 37 Lhited Sates 147.237.77.216|dover . i df . il 147. 237, 77. 216/ 1133- 14880- he/ dover . aspx B ock 1
169.229.3.91  |United Sates 147.237.76.30 |hi nush. i df . | Mitiple 11legal Byte Gde Character in Method from Bock |1
169. 229. 3. 91
. . D stributed Lhauthorized URL Access on
89. 139. 162. 197 |l srael 147.237.77.234|hal ag. i df . i | 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. g f Bl ock 1
. . Uhaut hori zed URL Access to
79.177.189.86 |Israel 147.237.76.31 |nakchal .idf.il 147.237.76. 31/ si p. st or agel fi | es/ 8/ 1668. doc B ock 1
185.32.179. 161 |l srael 147.237.77.243|nobi l e.i df . i | Distributed Suspicious Response Code B ock 1
169. 229. 3. 91 Lhited Sates 147.237.77.233|atal .idf .il Ill1egal Byte Qode Character in Query String on /<b[[#11]]18d,% |B ock 1
m ny- kosher - kravi . i
169. 229.3.91 Lhited Sates 147.237.0. 17 of niyl Illegal Byte Gode Character in Method B ock 1
213.204.93.32 |Lebanon 147.237.77.216|dover.idf .l Unt raceabl e SSL Sessi ons: (pen Mode None 1
86.62.174.218 |Norway 147.237.77. 216 |dover.idf.il Unaut hori zed URL Access to waw i df.il/894-ar B ock 1
Unknown HTTP Request Met hod
169. 229. 3. 91 Lhited Sates 147.237.77.233|atal .idf .il [[#31]]1"U T5"[[#18]] t{ c@aY#ngl &1°[[#30]] i $QEiIn LR B ock 1
[+b[[#11]]8d, %
-kosher-kravi . i df.
66.249. 66. 188 |lhited Sates 147.237.0.16 :?l Unhaut hori zed URL Access to ww ny- kosher-kravi.idf.il/ B ock 1
Unknown HTTP Request Met hod
169. 229. 3. 91 Lhited Sates 147.237.76.30 |hinush.idf.il [[#20]] [ [#16] ] HEO¥. Zy¢# [ #31] ] &i - 7" ?bAgo*°8A\ [ [#19] ] <A~ in |B ock 1

LR =) > UBERI §! @] ] 1#[[j &R-~ Daw]
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