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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site Signature Device Action Count
81. 218. 65. 210 | srael 147.237.77. 216 dover.idf.il B ock_Wp Al _Nets drop 3
185.94.111. 1 147.237.72. 217 e idf.il B ock Np All _Net drop 1
54.72.182.187 Irel and 147.237.77. 216 dover.idf.il B ock Wp Al Nets drop 1
202.58. 137. 76 Australia 147.237.77. 216 dover.idf.il B ock Wp Al Nets drop 1
202. 58. 137. 96 Australia 147.237.77. 216 dover.idf.il B ock_Ulp Al _Nets drop 1
146. 185. 239. 100 Russi an Federation 147.237. 72. 156 anan.idf.il bl ock-sp-traf 1 drop 1
49. 148. 65. 214 Phi | i ppi nes 147.237.77.176 nat pash. i df . i | B ock_Wp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry get Address ‘S gnature Devi ce Action |Count
176.228.142.171  |lIsrael 147.237.0. 34 ti kshuv.idf.il |Cl1000138: HITP. prefix 1.01 in the URL B ock 6
109. 253.218.210 |l srael 147.237.0. 34 tikshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 2
144.76.7.107 Ger many 147.237.76. 86 navy.idf.il C1000074: HTTP. naj estic bot Bl ock 2
77.127.151. 216 I srael 147.237.0. 34 ti kshuv.idf.il |Cl1000138: HITP. prefix 1.01 in the URL B ock 2
144.76. 7. 107 Ger many 147.237.77.216 |dover.idf.il C1000074: HITP. naj estic bot B ock 2
106. 120. 173. 159  |China 147.237.77.233 |atal .idf.il C1000071: HTTP:. User Agent Sogou-+web+spi der B ock 1
123. 126. 113. 80 Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP. User Agent Sogou-+web+spi der B ock 1
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|Top Attackers In |D|

At acker

Attacker Address |Target Address count ry Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
159. 122. 220. 108(147. 237.0. 33  |Nether| ands idf.il ET SCAN NVAP -sS wi ndow 1024 1
117.135.131. 60 [147.237.0.16 |China ny-kosher-kravi.idf.il [ET SCAN Potential SSH Scan 1
209. 126. 116. 147|147.237.0.16 |lhited Sates  |ny-kosher-kravi.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
196.47.173.21 |147.237.77.178|te Dlvoire  |e natpash.idf.il ET SCAN NMAP -sS wi ndow 2048 1
182.18.143. 75 |147.237.76.197|India e. hinush.idf.il ET SCAN NVAP -sS w ndow 1024 1
159. 122. 220. 108|147. 237. 8. 46  |Net her| ands e. chinuch.idf.il ET SCAN NMAP -sS wi ndow 1024 1
132 66,231 153 |147. 237. 77 2331 5 el atal idh il ET DOB5 Large anount of TCP ZeroVWWndow - Possible Nkiller2 1

DDos attack

82.166. 184. 187 |147.237. 77. 226 |l srael waw chanat z. aka. i df . i | [ET SCAN NVAP -sS wi ndow 3072 1
218. 246. 0. 97 147.237.0. 200 |China . i df . i | ET SCAN NMAP -sS wi ndow 1024 1
196. 47.173.21 |147.237.77.178|Qte DIvoire  |e matpash.idf.il ET SCAN NVAP -sS w ndow 3072 1
196.47.173.21 |147.237.77.178|te Dlvoire |e. natpash.idf.il ET SCAN NVAP -f -sS 1
182.18.143.75 |147.237.76.197|India e hinush.idf.il ET SCAN NMAP -sS wi ndow 4096 1
159. 122. 220. 108|147. 237.8.50 |Netherl ands e tikshuv.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry ‘Target Address |Ste Signature i\tnif;
2.54.189. 226 | srael 147.237.0.19 |madimatal .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 15
41. 43.67. 139 Egypt 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 9
reamn ine: T i i ssi
77.125.115.172 |Israel 147.237.72. 166 |aka i df . Streamng Engi ne: TCP Invalid segnent retransmssion. | 9
Inval i d Retransnission Packet dropped.
S reamng Engi ne: TCP i i ssi
84.94.17.214  |israel 147. 237. 76. 200 |ei tan. aka. i of . | mng tngine- 1 Invalid segnent retransmssion. | 8
Inval i d Retransnission Packet dropped.
S reamng Engi ne: TCP i i ssi
84. 228. 147. 226 I srael 147.237.76. 200 |6i tan. aka. i df .i mng Engine: 1 Invalid segnent retransmssion. | 6
Inval i d Retransnission Packet dr opped.
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
S reaning Engi ne: TCP Inval i d segnent retransnission
66.249. 64.163 |lLhited Sates 147.237.76.86 |navy.idf.il ) - " dro 6
W Inval i d Retransnission Packet dropped. P
31.13. 160. 118 ga:lcisgi':éa” Territory s 47, 237. 77. 176 |t pash. i of . i dr op First packet isn't SN drop 6
2.54.189. 226 I srael 147.237.0.19 |nadi matal .idf.il Bad TCP sequence Inval i d ACK nunber nonitor |5
2.54.189. 226 I srael 147.237.0.19 |nadi matal .idf.il Bad TCP sequence Invalid sequence nunber mnitor |5
2.54.189. 226 I srael 147.237.0.19 |nmadi matal .idf.il SYN Att ack SYN -> SYN-ACK -> Tineout |reject 5
2.54.189. 226 I srael 147.237.0.19 |nadi matal .idf.il Bad TCP sequence Inval i d ACK nunber aert 5
187.161. 12. 223 [Mexi co 147.237.76.44 |e.refuah.idf.il Geo-1 ocation enforcenment |0!ocation inbound drop 4
enf or cenent
Sreamng Engi ne: TCP Invali d segnent retransnission
66.249. 64.169 |Lhited Sates 147.237.76.86 [navy.idf.il ) o " |dro 4
W Inval i d Retransnission Packet dropped. P
S reanming Engi ne: TCP i i ssi
199.30.24.77  |wited Sates 147. 237. 76. 200 |ei tan. aka. i df . i | M Nng Engine: 1 Invalid segnent retransmssion. | 4
Inval i d Retransmission Packet dr opped.
Streamng Engi ne: TCP Invalid segnent retransnission
66.249.64.172 |Lhited Sates 147.237.76.86 [navy.idf.il . - " |drof 4
W Inval i d Retransnission Packet dropped. P
2.54.189. 226 I srael 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect
132. 66. 231. 153 |l srael 147.237.77. 233 |atal .idf. il Bad TCP sequence Invalid ACK nunber noni t or
S reaming Engi ne: TCP i i ssi
109. 253. 214. 213|l srael 147. 237.72. 166 |aka i of . i | M Nng Engine: 1 Invalid segnent retransmssion. | 3
Inval i d Retransmission Packet dr opped.
86. 2. 212. 220 Uhi ted Ki ngdom 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 3
S reamng Engi ne: TCP i i ssi
77.125.241. 104 |Israel 147.237.72. 166 |aka i df . mng gl ne. 1 Invalid segnent retransmssion. | 3
Inval i d Retransnission Packet dropped.
109. 253. 218. 210]lI srael 147.237.0.34 |tikshuv.idf.il Bad TCP sequence Invalid ACK nunber monitor |3
Pal estinian Territory S L
31.13.160. 118 Qccupi ed 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 3
S reamng Engi ne: TCP i i ssi
66.249.65.65  |Uited Sates 147. 237. 72. 166 |aka i of . i mng tngine. 1 Invalid segnent retransmssion. | 2
Inval i d Retransnission Packet dropped.
109. 253. 218. 210|l srael 147.237.0.34  |tikshuv.idf.il Bad TCP sequence Invalid ACK nunber aert 2
106. 38. 241. 106 |Chi na 147.237.72. 166 |aka.i df i drop SAMrule drop 2
132. 66. 231. 153 |l srael 147.237.77. 233 |atal .idf. il Bad TCP sequence Inval i d ACK nunber aert 2
187.161. 12. 223 [Mexi co 147.237.76.34 |yohal an.idf.il drop drop 2
184. 105. 247. 203|lnited Sates 147.237.76. 200 |ei tan. aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
87. 69. 189. 34 I srael 147. 237.72. 156 |anan. i df .i | SYN Attack SYN -> SYN-ACK -> Tineout |reject 1
64.19.78.242  |lhited Sates 147.237. 77. 216 |dover . i of . i Bad TCP sequence SN retransmt wih different opnivor |1
w ndow scal e
184. 105. 139. 87 |[lhited Sates 147.237.72. 156 |aman. i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
5.29.99.9 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Invalid ACK nunber nonitor |1
213.57.161.22 |Israel 147. 237.77. 170 |naar achot . i df . i | Bad TCP sequence Inval i d ACK nunber aert 1
74.82.47.31 Lhited Sates 147.237.77.233 |atal .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
184. 105. 247. 207|Wited Sates 147.237.72. 217 |e.i df .i | Geo- | ocation enforcenent |0 !ocation inbound drop 1
enf or cenent
46.117.44.170 |Israel 147. 237. 77. 170 |maar achot . i df . i | Bad TCP sequence Inval i d ACK nunber aert 1
178.63.105.85 |Ger many 147.237.0. 17 ;nlnly kosher-kravi.id | o SAMrul e drop 1
94.230.86.130 |lsrael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
188. 120. 154. 198! srael 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d ACK nunber nonitor |1
184. 105. 139. 111|Wited Sates 147.237.77. 121 |e. navy. i f .i Geo- | ocati on enf or cenent Sﬁ?;):g;i'n?” I nbound drop 1
8.37.227.69 Anonyrous Proxy [147.237.77.216 |dover.idf.il Bl ock HTTP Non Conpliant |Response out of state monitor |1
87.69. 68. 182 I srael 147.237. 72. 156 |anan.i df .i | Bad TCP sequence Inval id ACK nunber aert
216. 218.206. 76 |Lhited Sates 147.237.8.27 |e.madimatal.idf.il  |Geo-location enfor cenent Sﬁ?olrggi:]f”  nbound drop 1
74.82.47.35 Lited Sates 147.237.0.19 |nadi matal .idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
184. 105. 247. 240|Uhited Sates 147. 237.72. 156 |anan. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 1
46.117.44.170 |l srael 147.237.77. 170 |maarachot . i df . i | Bad TCP sequence Inval i d ACK nunber noni t or 1
178. 63.105.85  |Ger many 147.237.8.46 |e.chinuch.idf.il drop SAMrul e drop 1
79.179.131.27 |lIsrael 147. 237.77. 216 |dover.idf . i SYN Attack SYN -> SYN-ACK -> RST rej ect 1
188. 120. 154. 232|I srael 147.237.72. 166 |aka.i df i Bad TCP sequence Inval i d ACK nunber noni tor |1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
66. 249. 66. 25 Lhited Sates |147.237.77.216|dover.idf.il D stributed Unaut horized LRL Access on wawidf.il/error. htm B ock 2
187.161. 12. 223 |Mexi co 147.237.76.30 |hinush.idf.il Uhaut hori zed URL Access to /tmunbl ock. cgi B ock
68.180.228.170 |lhited Sates [147.237.72.156|anan. i df.i | Uhaut hori zed URL Access to list.ips.gov.il/robots.txt B ock

178.57. 13. 153 E?';;gom 147.237.77. 216 |dover. i df . i | fwa?ztferl Jﬁfﬂ;gi} SZnIn e endl sendtof ri end. aspx B ock 1
64.19. 78. 242 Lhited Sates [147.237.77.216|dover.idf.i | Unaut hori zed URL Access to 147.237.77.216/ B ock
187.161. 12. 223 |Mexi co 147.237.76.31 |nakchal .idf.il Uhaut hori zed URL Access to /tnunbl ock. cgi B ock

68.180. 230. 224 [lhited Sates |147.237.76.31 |nakchal .idf.il muagg];fef‘ de.RiLI fggﬁi; el doc mur/ doc . asp Bl ock 1
178.57.13.153 LK}i“r:geélﬂom 147.237.77. 216 [dover . i df . i | \Tax;\rwarlmcéitferl I%p:m;f:tlill (s)gnldt Io?ri end/ sendt of ri end. aspx Bl ock !
66.87.123.134 |lhited Sates |147.237.77.216|dover.idf.il Lhtraceabl e SSL Sessi ons: Qpen Mde None 1
207.241.229.49 |wnited Sates [147.237.72.166 |aka.idf.il Unknown Paraneter docid in aka.idf.il/ituriniasp/dipl oma asp None 1
93. 160. 60. 22 Denmar k 147.237.77.216|dover.idf .il Unaut hori zed URL Access to www i df .il/1503-en/ dover. aspx. B ock
180.76.15.161 [china 147.237.76.42 [refuah.idf.il ot iorized SR Aoeess 10 aspx B ock 1
207.241. 237. 223|nited Sates  [147.237.72.166 |aka.idf .il Unknown Paraneter docid in aka.idf.il/iturintasp/ displ ayonesol dier.asp [None 1
119.73.253.5 S ngapor e 147.237.77.216|dover . i df .i | D stributed Unaut horized LRL Access on wawidf.il/error. htm B ock 1
37.26.148.220 |[Israel 147.237.72. 166 |aka. i df . i | SSL Wntraceabl e Connection - Qpen Mde None 1
184. 105. 247. 196|thited Sates |147.237.72. 167 |i shuri maka. i df . ifunaut hori zed URL Access to 147.237.72. 167/ B ock 1
66. 249. 66. 40 Lhited Sates |147.237.77.216|dover.idf.il D stributed Wauthorized URL Access on 147.237.77. 216/ B ock 1
157.55.39.133 |Lhited Sates |147.237.77.176|nat pash.idf.i|  |Uhauthorized URL Access to www cogat.idf.il/894-en B ock 1
40.77.167.72 Lhited Sates [147.237.72.156|anan. i df.i | D stributed Whaut horized URL Access on list.ips.gov.il/robots.txt B ock 1
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