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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country |Target Address |Site |Signature |Device Action |Count |
81. 218. 65. 210 | srael 147.237.77. 216 dover.idf.il ock Wp Al _Nets drop 6
185.94.111. 1 147.237.0. 35 akaws. i df.il B ock Np Al Net drop 1
216. 218. 206. 67 Lhited Sates 147.237.0. 34 tikshuv.idf.il B ock Wp Al Nets drop 1
162. 216. 114. 158 Lhited Sates 147. 237. 0. 200 ndu. i df i | Block Udp All Nets drop 1
185.94.111. 1 147.237. 8. 50 e.tikshuv.idf.il B ock Np Al Net drop 1
216. 218. 206. 119 Lhited Sates 147. 237. 72. 166 aka.idf.il ock Wip Al Nets drop 1
184. 105. 139. 67 Lhited Sates 147.237.72. 167 i shurimaka.idf.il ock Wp Al _Nets drop 1
185.94.111. 1 147.237.77. 226 W chanat z. aka. i df . i | B ock Np Al Net drop 1
184. 105. 139. 67 Lhited Sates 147.237.77.212 e. dover.idf.il B ock Wp Al Nets drop 1
209. 126. 122. 102 Lhited Sates 147. 237. 8. 46 e. chinuch.idf.il Bl ock Udp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry rget Address |Site |Sgnature Devi ce Action |Count
176. 104. 37. 122 krai ne 147.237.77.216  |dover.idf.il| |CLO00074: HTTP. majestic bot B ock 2
188. 165. 214. 26 France 147.237.77. 216 dover.idf.il |Cl000074: HITP. majestic bot B ock 2
106. 120. 173. 159 Chi na 147.237.77. 233 atal.idf.il [Cl000071: HTTP. User Agent Sogou+web+spi der Bl ock 1
192. 168. 1. 159 147.237.77.216  |dover.idf.il| |CLO00074: HTTP. majestic bot B ock 1
123. 126. 113. 80 Chi na 147.237.72. 166 aka.idf.il Cl000071: HTTP. User Agent Sogou+web+spi der B ock 1
175. 9. 139. 65 Chi na 147.237.77.216 |dover.idf.il |22280: HITP. Jooma Qhject Injection Wl nerability B ock 1
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Target Address
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195. 34. 150. 18 [147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
66.102. 9. 17 147.237.72. 167 |Wnited Sates |ishurimaka.idf.il ET SCAN NVAP -sA (2) 2
96.45.10. 173|147 237 0.19 |canada vadi matal idh il ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
189. 202. 241. 84 (147. 237. 77. 226 |Mexi co ww chanat z. aka. i df il |ET SCAN NVAP -sS w ndow 3072 1
91. 201. 236. 114 [147. 237. 77. 212 |krai ne e. dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
119.188. 7. 134 |147. 237. 76. 200 |Chi na eitan aka.idf.il ET SCAN Potential SSH Scan 1
58.253. 96. 122 [147.237. 76. 198|Chi na e.yohal an. i df .il ET SCAN NMAP -sS wi ndow 3072 1
119.188. 7. 134 |147.237. 76. 197 |Chi na e. hi nush. i df . i | ET SCAN Potential SSH Scan 1
45.32.182.189 [147.237.0.33 idf.il ET SCAN Potential SSH Scan 1
119. 188. 7. 134 [147.237.76.30 |China hi nush. i df i ET SCAN Potential SSH Scan 1
104.192.0.20 |147.237.76.177|lhited Sates [ncore.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
104.192.0.19  |147.237.77.205|nited Sates |prishaidf.il ET SCAN Potential VWNC Scan 5900- 5920 1
104.192.0.19 |147.237.76.39 |lhited Sates [nobile. neitav.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
218.246.0.97 |147.237.0.17 [China mny-kosher-kravi.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
104.192.0.19 |147.237.72.156|lhited Sates [anan.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
193. 201. 227. 63 |147. 237.0.35 |Wkraine akaws. i df il ET SCAN Potential SSH Scan 1
91. 201. 236. 114 [147. 237. 77. 212 |kr ai ne e. dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
189. 202. 241. 84 (147. 237. 77. 226 |Mexi co wwwy chanat z. aka. idf . il [ET SCAN NVAP -sS w ndow 1024 1
119. 188. 7. 134 [147.237. 76. 199 |Chi na e. nakchal .idf.il ET SCAN Potential SSH Scan 1
45.32.182.189 (147.237.0.35 akavs. i df . i ET SCAN Potential SSH Scan 1
119.188.7.134 [147.237.76.86 |China navy.idf.il ET SCAN Potential SSH Scan 1
45.32.182.189 [147.237.0.19 madi matal .idf.il ET SCAN Potential SSH Scan 1
104.192.0.20 |147.237.77.170|lhited Sates |[naarachot.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
104.192.0.20 |147.237.0.15 |Uited Sates |kosher-kravi.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
104.192.0.19 [147.237.77.19 |lWited Sates |lawforumidf.il ET SCAN Potential VWNC Scan 5900- 5920 1
104.192.0.19 |147.237.72.167|lLhited Sates |[ishurimaka. idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature
2.54.164.133 | srael 147.237.0.19 |madimatal .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 10
- . . SYNWAXK retransnmit with .
192. 243.55. 131 |Doni ni ca 147. 237. 77. 216 |dover.idf .i | Bad TCP sequence different vindow scal e monitor |10
192. 243.55.136 |Donini ca 147. 237. 77. 216 |dover i df i Bad TCP sequence SYNFACK retransmt with moni tor  [9
di fferent w ndow scal e
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop
62. 210. 83. 105 |Fance 147.237.72. 166 |aka.idf . il dr op SAMrul e drop
192.243.55. 137 |Cominica 147.237.77. 216 |dover.i df .i | Bad TCP sequence SYNRACK retransmt with monitor |5
di fferent w ndow scal e
192. 243.55. 136 |Doni ni ca 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber nonitor |4
Sreaning Engine: TCP Invalid i i ssi
131.253.25.206 [Lhited Sates |147.237.76. 200 [eitan. aka i df .l g =g Invalid segnent retransmssion. | 4
Ret r ansm ssi on Packet dropped.
Sreaning Engine: TCP Invalid ' i ssi
109. 253. 140. 199i sr ael 147. 237.72. 166 |aka. i f .11 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
192. 243. 55. 136 |Doni ni ca 147.237. 77. 216 [dover. i df i SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 3
Sreaning Engine: TGP Invalid i i ssi
82.81. 75. 55 I srael 147. 237.72. 166 |aka. i of . i1 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
46.19.86.219  |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. . 3
Ret r ansni ssi on Packet dropped.
66. 102. 6. 243 Lhited Sates 147.237.77. 170 |naar achot . i df . i | dr op Frst packet isn't SN drop 3
Sreamng Engine: TCP Invalid i i ssi
207.46.13.111 |Wnited Sates |147.237.72. 166 |aka.idf.il 9 =9 Invalid segnent retransmssion. | 2
Ret r ansni ssi on Packet dropped.
192. 243. 55. 137 |Doni ni ca 147.237. 77. 216 |dover.idf .i | Bad TCP sequence Invalid ACK nunber noni t or
106. 38. 241. 106 |Chi na 147.237.72. 166 |aka.idf.il dr op SAMrul e drop
192. 243. 55. 131 |Doni ni ca 147.237. 77. 216 |dover.idf .i | SYN At ack SYN -> SYN-ACK -> Tinmeout |reject
Sreanming Engine: TQP Invalid i i SSi
37.142.68.102 |Israel 147, 237. 77. 243 |nobi | e. i of . i | 9 =g Invalid segnent retransmssion. | 2
Ret r ansni ssi on Packet dropped.
192. 243. 55. 137 |Domi ni ca 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 2
203.133.169. 17 |\ PRI 147 557 77 216 dover i of i1 SYN At t ack SYN -> SYN-ACK -> RST reect |2
192. 243. 55. 136 |Doni ni ca 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d ACK nunber aert 2
91.200.12.136  |lkrai ne 147.237.77. 216 |dover.idf.il drop SAMrul e drop 2
178.63.105.85 |Ger many 147.237.77. 179 |e.nazi .i df .i | drop SAMrul e drop 1
76.167.195.171 |lhited States  |147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber nonitor |1
46.121.136.142 [israel 147. 237. 72. 166 |aka.i of .il SYN At ack SYN -> SYN-ACK -> RST rej ect 1
184.105. 139. 116|Wited Sates |147.237.72. 166 |aka. idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
176.13. 8. 24 I srael 147.237.72. 166 [aka.i df .i Bad TCP sequence Inval i d ACK nunber nonitor |1
94.230.86.241 |lsrael 147.237.77. 216 |dover.idf. il Bad TCP sequence Invalid ACK nunber monitor |1
74.82.47.20 Lhited Sates |147.237.76. 197 |e. hi nush.i df . il Geo- | ocati on enf or cenment Geo-| ocati on i nbound drop 1
enf or cenent
185. 32. 179. 106 |l srael 147.237. 77. 216 |dover. i df .i SYN Attack SYN -> SYN-ACK -> RST rej ect
5.102.242.196 |lsrael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
184.105.139.71 |Whited Sates [147.237.76.31 |nakchal .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
77.237.138.202 |Czech Republic |147. 237. 77. 226 "‘;"I’“Cha"mz'aka"df Bl ock HTTP Non Conpl i ant Response out of state monitor |1
46.121.136. 142 [israel 147. 237.72. 166 |aka. i of i Bad TCP sequence SINGAK retransmt with moni tor |1
di fferent w ndow scal e
184. 105. 139. 116|Lhited Sates |147.237.72. 167 |i shurimaka.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect
178.63.105.85  |Ger many 147.237.8.45 |e.eitan.idf.il drop SAMrul e drop
192. 243. 55. 137 |Doni ni ca 147.237.77. 216 |dover.idf il SYN At t ack SYN -> SYN-ACK -> Timeout |reject 1
74.82.47.55 Lhited Sates |147.237.76.196|e. sviva idf. il Geo- | ocati on enf or cenment Geo-I ocat i on i nbound drop 1
enf or cenent
184.105.139.71 |Whited Sates [147.237.77.19 [lawforumidf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
Russi an s . Geo- | ocati on i nbound
146.185.239.102(- 1~ ~ . 147.237.8.14 |e.orchot.idf.il Geo- | ocati on enf or cenent enf or cerent drop 1
213.57.161.22 |lsrael 147.237.77. 170 |naar achot . i df . i | Bad TCP sequence Inval i d ACK nunber noni t or 1
184. 105. 139. 116|hited Sates |147. 237. 76. 198 |e. yohal an.i df . Geo- | ocati on enf or cenent gﬁ?;):ggi;'mo”  nbound drop 1
178. 63.105.85 |Ger many 147.237. 72. 156 |anan. i df . il dr op SAMrul e drop 1
106. 38. 241. 106 |Chi na 147.237. 77. 176 |nat pash. i df . | drop SAMrule drop 1
74.208.69.220 |Wited Sates |147.237.8.14 |e orchot.idf.il Geo- | ocati on enf or cenment Geo-I ocat i on i nbound drop 1
enf or cenent
184. 105. 139. 100|Uhited Sates |147.237.0.34 |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
146. 185. 239, 102 R‘Sf:;”ion 147. 237. 72. 156 |anan. i df . | SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
220. 181. 108. 184|Chi na 147.237.77.74 |lawidf.il SYN At ack SYN -> SYN-ACK -> RST rej ect 1
85. 64. 88. 197 | srael 147.237.77. 170 |naar achot . i df . i | Bad TCP sequence Inval i d ACK nunber noni t or 1
184. 105. 247. 231|Wited Sates [147.237.77.61 |e.cogat.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
2.54.164. 133 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 54
5.61.27.86 Lhited Sates [147.237.72.166|aka.idf .il Mil ti pl e Wnaut horized URL Access from 5. 61. 27. 86 B ock 5
] . . Unknown Par anet er nodul et ogo i n
207.241.229.33 |[Lhited Sates |[147.237.72.166aka.idf.il aka. i of .|/ i v/ il i v ogj . aspx None 1
www. chanat z. aka. i d
77.237.138. 202 | 2N 147.237.77.226], . Unaut hor i zed URL Access to / B ock 1
Republ i ¢ foil
203.133.168. 70 gﬁa ic of 147.237.72. 156 [anan. i df . i | Lhaut hori zed URL Access to list.ips.gov.il/nodiin/ defaul t.aspx Bl ock 1
; ] . Unhaut hori zed URL Access to
66. 249. 64.56 Uited Sates |147.237.76.42 [refuah.idf.il 147. 237. 76. 42/ shared/ cl i ent scri pts/scrol | er/jquery.jcarousel .js Bl ock !
207.241. 229. 215|nited Sates |147.237.72.166|aka. i df . i | Unknown Paraneter docid in aka.idf.il/kamar/klali/default.asp None 1
157. 55. 39. 41 Lhited Sates |147.237.77.216|dover.idf.il D stributed Unaut hori zed URL Access on waidf.il/error. htm Bl ock 1
5.61.27.86 Lhited Sates [147.237.72.166|aka.idf .il Unaut hori zed URL Access to aka.idf.il/wp-admin/ B ock 1
207. 46. 13. 70 Lhited Sates |147.237.77.176 |mat pash. i df . i | Unaut hori zed URL Access to 147.237.77.176/ robots. t xt B ock 1
66. 249. 69. 81 Lhited Sates |[147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77.233/1273-he/ atal . aspx  |B ock 1
207.241.237.227|ited Sates |[147.237.72.166|aka.idf.il Unknown Paraneter catid in aka.idf.il/main/snalinisnali maspx None 1
178. 33.39. 74 Ger many 147.237.77.216|dover.idf .l D stributed Suspici ous Response Code Bl ock 1
40.77.167.82  |wiited Sates |147.237.0.34 |tikshuv.idf.il Wnaut hori zed URL Access to B ock 1
wwy ti kshuv. i df.il/tenpl at es/ event s/ event s. aspx
207.46.13.107 |lnited Sates [147.237.77.216|dover.idf.il Lhaut hori zed URL Access to wawn i df.il/error. htm B ock 1
66. 249. 69. 97 Uited Sates |[147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1247-he/ atal . aspx  |B ock 1
213.57.39.74 I srael 147.237.76.39 [nobile.neitav.idf.il [SSL Wntraceabl e Connection - Cpen Mde None 1
185. 89. 101. 191 147.237.72. 166 [aka. i df . i | Unaut hor i zed Method HEAD for waw aka. i df . il/mai n/ gi yus/ B ock 1
46.117.196.79  |israel 147. 237, 72. 166 |aka. i df . i | Unknown ‘Pariamat er ct1 00%ct | 00$_CphMi| n$cphSachar $ct |23 in None 1
wwy aka. i df . i |/ nai n/ sachar/ paysl i ps. aspx
207.46.13.111 |whited Sates |[147.237.72.166|aka.idf.il Uhaut hori zed URL Access to aka.idf.il/main/giyus/gen...px B ock
68.180.228. 175 |[Wnited Sates |[147.237.76.42 [refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ robot s. t xt B ock 1
Lo . . Unaut hori zed URL Access to
192. 243.55. 137 |Domi ni ca 147.237.77.216|dover . i df . i | Wi i dff i 1/ 1283- 18863- en/ dover . aspx. B ock 1
66.249.64.51  |Wnited Sates [147.237.76.42 |refuah.idf.il thaut hor | zed URL Access to Bl ock 1

147. 237. 76. 42/ shared/ cl i ent scri pt s/ j query/ expand. j s
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