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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |signature |Device Action |Count |
81. 218. 65. 210 | srael 147.237.77. 216 dover.idf.il Bl ock_Ulp Al _Nets drop 3
212.179. 54. 237 | srael 147.237.77. 216 dover.idf.il Bl ock_Udp All _Nets dr op 3
54.72.182.187 Irel and 147.237.77. 216 dover.idf.il Bl ock UWdp All Nets drop 3
184. 105. 139. 120 Lhited Sates 147. 237.72. 156 anan. i df i Block Np Al Net drop 1
184. 105. 139. 76 Lhited Sates 147.237.77. 178 e. nat pash. i df . i Block Np Al Net drop 1
184.105. 139. 112 Lhited Sates 147.237.77. 19 lawforumidf.il Block Np Al _Net drop 1
184. 105. 139. 68 Lhited Sates 147. 237. 0. 35 akaws. i df . i | Block Np Al Net drop 1
184. 105. 247. 232 Lhited Sates 147.237.77.61 e.cogat.idf.il Bl ock_Udp All _Nets dr op 1
184. 105. 139. 88 Lhited Sates 147.237. 8. 50 e tikshuv.idf.il Block Np All Net drop 1
220. 118. 59. 253 Korea, Republic of 147. 237.76. 86 navy.idf.il Block Wdp All Nets drop 1
184. 105. 139. 112 Lhited Sates 147.237.77. 74 lawidf.il Block Np All Net drop 1
184. 105. 139. 68 Lhited Sates 147.237.77. 226 wan chanat z. aka. i df . i | Block Np Al _Net drop 1
198. 20. 87. 98 Lhited Sates 147.237.77. 19 lawforumidf.il Block Np Al _Net drop 1
184. 105. 139. 100 Lhited Sates 147.237.77. 216 dover.idf.il B ock Np Al _Net dr op 1
74.82.47.6 Lhited Sates 147.237.77. 243 nobi | e.idf.il Bl ock UWdp All Nets drop 1
184. 105. 139. 120 Lhited Sates 147.237. 8. 46 e.chinuch.idf.il Block Np All Net drop 1
184. 105. 139. 76 Lhited Sates 147. 237. 72. 166 aka.idf.il Block Np Al Net drop 1
200. 43. 219. 114 Argentina 147.237.0. 33 idf.il JLMPurple Gon Limt Htp drop 1
184. 105. 139. 104 Lhited Sates 147.237.0. 17 m ny- kosher -kravi .idf.il Block Np Al _Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry |Target Address |Site |Sgnature |Devi ce Action |Oount |
106. 120. 173. 159 [Chi na 147.237.77.233 |atal .idf.il |ClL000071: HTTP. User Agent Sogou+web+spi der B ock 6
197.41.75.76 Egypt 147.237.77.216 |dover.idf.il |12026: HITP. LA C DoS Tool (Q\LY enabl e when under DoS attack) [B ock 1
207.46.13.70 Lhited Sates 147.237.0.34  |ti kshuv. i df.i|C1000138: HTTP. prefix 1.01 in the URL Bl ock 1
123.126.113.80 |[China 147.237.72. 166 |aka.idf .il C1000071: HTTP. User Agent Sogou-+web+spi der B ock 1
151.80.31.113 [italy 147.237.0.34  |ti kshuv.i df.i|Cl000146: HTTP. AhrefBot craw er B ock 1
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|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry Signature

195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
223.79.6.99 147. 237. 76. 200 Chi na eitan aka idf.il ET SCAN NVAP -f -sS 1
196. 47.173. 21 147. 237. 8. 45 Qte Dlvoire eeitanidf.il ET SCAN NVAP -sS wi ndow 3072 1
112. 196. 49. 101 147.237.77. 216 Indi a dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
104. 128. 144. 131 147.237.77.179 Canada e.nazi.idf.il ET SCAN NVAP -sS wi ndow 3072 1
196. 47.173. 21 147. 237. 8. 45 Qte Dlvoire eeitanidf.il ET SCAN NVAP -sS wi ndow 4096 1
104. 215. 89. 20 147. 237.76. 38 Lhited Sates eeneitav.idf.il ET SCAN NVAP -sS wi ndow 3072 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address

dte

Signature

Country

SYNWAXK retransmt with

different w ndow scal e

192. 243.55. 134 |Doni ni ca 147.237.77. 216 |dover.idf . i1 Bad TCP sequence : . nonitor |18
different w ndow scal e
192. 243. 55. 134 |Domi ni ca 147.237.77. 216 |dover.idf. il Bad TCP sequence I'nval i d AGK nunber nonitor |12
192. 243, 55. 133 |Doni i ca 147. 237. 77. 216 |dover. i f il Bad TCP sequence SYNFACK retransmt with moni tor |12
different w ndow scal e
Sreamng Engine: TCP Invalid i i ssi
67.188.69. 167 |United Sates |147.237.77. 216 |dover.idf.il 9 =g Invalid segnent retransmssion. |, 12
Ret r ansmi ssi on Packet dropped.
192. 243.55. 134 |Doni ni ca 147. 237. 77. 216 |dover.idf .il SYN At ack SYN -> SYN-ACK -> Tineout |[reject 10
192. 243.55. 134 |Doni ni ca 147. 237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber aert 7
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 6
46. 19. 85. 141 | srael 147.237.77. 176 |nat pash. i df .i | drop First packet isn't SN drop 6
192. 243. 55. 133 |Doni ni ca 147. 237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber mnitor |5
192. 243. 55. 133 |Doni ni ca 147. 237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Tineout |[reject 4
192. 243. 55. 134 |Doni ni ca 147.237.77. 216 |dover. i df . i1 Bad TCP sequence nonitor |4
- . . SYNWAXK retransmt with .
192. 243.55. 138 |Domi ni ca 147.237.77. 216 |dover.idf.il Bad TCP sequence di fferent w ndow scal e noni t or 3
192. 243.55. 133 |Doni ni ca 147.237.77. 216 |dover.idf . i1 Bad TCP sequence I'nval i d AGK nunber alert 3
106. 38. 241. 106 [Chi na 147. 237.72. 166 |aka. i df .i | drop SAMrule drop 2
5.22.131.14 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d AGK nunber moni tor |2
192. 243.55. 133 |Doni ni ca 147.237.77. 216 |dover.idf . i1 Bad TCP sequence nonitor |2
192. 243. 55. 134 |Doni ni ca 147. 237.77. 216 |dover.idf.il drop First packet isn't SWN drop 2
178. 63.105.85  |Ger many 147.237.8.46 |e.chinuch.idf.il drop SAMrul e drop 1
103. 41. 177. 26 147.237.76.86 |navy.idf.il drop SMrule drop 1
212.71.235.23 E?';;gom 147.237.77.234 |hal ag.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
Anonynous . . . .
8.37.227.81 Pr oxy 147.237.77. 216 |dover.idf .il Bl ock HTTP Non Conpl i ant Response out of state noni t or 1
184.105. 139. 111|wnited Sates  [147.237.77. 226 ;””N chamatz. aka. 1df- 1 oy At t ack SYN -> SYN-ACK -> RST rej ect 1
139. 162. 152. 84 |Net her| ands 147. 237.72. 156 |anan. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 1
74.82.47.34 Lhited Sates |147.237.76. 44 |e.refuah.idf.il Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
178. 63.105.85  |Ger many 147.237.72. 167 |i shurimaka.i df . il drop SAMrul e drop 1
184. 105. 247. 211|nited Sates |147.237.76. 176 |test.ncore.idf.il SYN At ack SYN -> SYN-ACK -> RST rej ect 1
139. 162. 152. 84 |Net her| ands 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
74.82. 47.56 Lhited Sates |147.237.76. 197 |e. hirush. i df il Geo- | ocati on enf or cenent Geo-I ocat i on i nbound drop 1
enf or cenent
195. 62. 53. 168 RJSIS::t”ion 147. 237. 76. 200 |ei tan. aka. i of . i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
178.63.105.85 |Ger many 147.237.77. 216 |dover.idf.il drop SAMrul e drop
106. 38. 241. 106 |Chi na 147.237.77. 176 |nat pash. i df . i | drop SMrule drop
216.218.206.78 |Wited Sates |147.237.0.16 |ny-kosher-kravi.idf.il [SYN Attack SYN -> SYN-ACK -> RST rej ect 1
: C e SWNretransmit wth different
64.19. 78. 243 Uited Sates |147.237.77.233|atal.idf.il Bad TCP sequence wi ndow scal e aert 1
146. 185. 239, 102 RJSIS::t”ion 147.237.0.15 |kosher-kravi.idf.il  |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
76.189.160. 78 |lLhited States [147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d AGK nunber moni tor |1
197. 231. 221. 211|Li beria 147.237.0.35 |akavs.idf.il drop drop 1
Anonynous . . . .
8.37.227.68 Proxy 147.237.77. 216 |dover. i df . i1 Bl ock HTTP Non Conpli ant Response out of state monitor |1
184. 105. 139. 103|lhited Sates [147.237.76.39 |mobile.neitav.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
106. 38. 241. 106 |Chi na 147.237.77. 233 |atal .idf.il drop SMrule drop 1
216.218. 206. 119|Wni ted Sates |147.237.0.17 ?]I"Iy kosher-kravi-id |qyN At ack SYN -> SYN-ACK -> RST rej ect 1
64.19.78.243  |United Sates |147.237.77.233atal.idf. il Bad TCP sequence SiNretransmt with different ooy
w ndow scal e
178.63.105.85 |Ger many 147.237.0.07 | kosher-kravi.id |4 o SMrule drop 1
79.178. 3. 239 I 'srael 147.237.77. 216 [dover.idf.il SYN At ack SYN -> SYN-ACK -> RST rej ect
200. 43.219. 114 |Argentina 147.237.0.34  |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> Tinmeout [reject
8. 37. 227. 69 g”&;ymus 147.237.77. 216 |dover. i df .i Bl ock HTTP Non Conpl i ant Response out of state mnitor |1
184.105. 139. 107 |Uhited Sates [147.237.77.205 |prisha idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
130. 193. 51. 51 R‘Sf:;”ion 147. 237. 72. 166 |aka. i of . i | SYN Att ack SYN -> SYN-ACK -> Timeout |reject 1
192. 243.55. 135 |Donini ca 147. 237. 77. 216 |dover . i df .1 Bad TCP sequence SYNFACK retransmit with monitor |1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site dgnature Acti on ‘Oount
109. 65. 132. 170 |l srael 147.237.0.19 |madi matal . i df. i ||Suspici ous Response Code B ock 344
195. 154. 173. 103|France 147.237.77. 216 |dover. i df . i | Uhaut hori zed URL Access to wwwidf.il/nazi B ock 3
. . S3. Whtraceabl e Gnnection - Protocol violation
149.88.71.234 |lIsrael 147.237.72. 166 |aka. i df . i | (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 1
! . . . Uhaut hori zed URL Access to
66. 249. 65. 18 Lhited Sates |147.237.77.243|nobil e.i df .i | nobi | e, i . i 1/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1877 B ock 1
. . . . Uhaut hori zed URL Access to
157.55.39. 145 |lhited Sates [147.237.0.34 |ti kshuv.idf.il v ti kshuv. i o . i 1/ nai 1/ gi yus/ gi yus/ gener al . aspx B ock 1
37.26.148.129 |Israel 147.237.72. 166 |aka. i df . i | SSL Uhtraceabl e Connection - Qpen Mde None 1
68.180.228.112 [lnited Sates [147.237.77.216|dover.idf.il Par anet er Type M ol ati on PageNumin waw i df . i |/ 1362- he/ dover . aspx B ock 1
185. 106. 94. 30 147.237.77.74 [lawidf.il Unaut hori zed URL Access to 147.237.77. 74/ xni r pc. php B ock 1
40. 77. 167. 62 Lhited Sates |147.237.77.233|atal .idf.il Distributed Unaut hori zed URL Access on 147.237. 77. 233/ B ock 1
185. 112. 248. 32 147. 237. 76. 147 |chi nuch. aka. i df . i|Unaut hori zed URL Access to 147.237.76. 147/ B ock 1
64.19. 78. 243 Lhited Sates |147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77. 233/ B ock 1
. . Mil tiple Uhtraceabl e SS. Sessions from149. 88.71.234 (Protocol violation
149.88.71.234 |Israel 147.237.72. 166 |aka. i df . i | (SSL.CONN APPLI CATI ON_DATA EXCHANGE) ) None 1
192. 243. 55. 133 |Doni ni ca 147.237.77. 216 |dover.idf . il Uhaut hori zed URL Access to waw i df . il /newsite/ novi es/ yassi n7. B ock
66. 249. 65. 18 Lhited Sates |147.237.77.243|nobi | e. i df . i | Mil tipl e Unhaut horized URL Access from 66.249. 65. 18 B ock 1
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