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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country

|Target Address

| site |Signature |Device Action |Count |
81. 218. 65. 210 | srael 147.237.77. 216 dover.idf.il ock Wp Al _Nets drop 3
54.72.182.187 Irel and 147.237.77. 216 dover.idf.il ock_Udp All _Nets dr op 1
185. 130. 5. 224 147.237.0. 16 ny- kosher-kravi .idf.il Bl ock Wp Al Nets drop 1




03-05-2016-04:04:05 to 03-05-2016-05:04:05

|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnature Devi ce Action |Count
123. 126. 113. 80 Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP. User Agent Sogou+web+spi der B ock 1
207. 46. 13. 70 Lhited Sates 147.237.0. 34 tikshuv.idf.il |CL000138: HITP. prefix 1.01 in the URL Bl ock 1




03-05-2016-04:04:05 to 03-05-2016-05:04:05

|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
. ET DC5 Large anmount of TCP ZeroWndow - Possible Niller2
5.29. 189. 176 147.237.77. 233 |l srael atal.idf.il 2
DDos attack
209. 126. 116. 147|147. 237. 77. 235 |Lhited Sates [svivaidf.il ET SCAN NVAP -sS wi ndow 1024 1
185. 130. 5. 98 147.237.0. 17 mny-kosher-kravi.idf.il |[ET SCAN NVAP -sS w ndow 1024 1
, L SERVER APACHE Apache nod_ssl non- SSL connection to SSL port
66.249. 65. 167 |147.237.72. 166 |Whited Sates |aka idf.il ) . — 1
deni al of service attenpt
59. 45. 79. 117 147.237.77.19 |China | awforumidf.il ET SCAN Potential SSH Scan 1
36.37.226.117 |147.237.72.217 |Canbodi a eidf.il ET SCAN NVAP -sS w ndow 4096 1
36.37.226.117 |147.237.72. 217 |Canbodi a eidf.il ET SCAN NVAP -f -sS 1
_ . ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
113.53.181.13 |147.237.76.31 |Thailand nakchal i df i ) 1
Potential Scan or Brute Force
59. 45. 79. 117 147. 237.77.74 |China lawidf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237.76.31 |China nakchal .idf . il ET SCAN Potential SSH Scan 1
36.37.226.117 |147.237.72.217 |Canbodi a eidf.il ET SCAN NVAP -sS w ndow 2048 1




03-05-2016-04:04:05 to 03-05-2016-05:04:05

|Top Attackers In FW |

At acker

Count ry Target Address |Ste Signature

192.243.55.135 |ominica  |147. 237. 77. 216 |dover. i df il Bad TCP sequence ﬂ;ﬁ;{ﬁ;ggﬁ?&?th moni tor |16
192.243.55.132 |Dominica  |147.237. 77. 216 |dover. i df .i Bad TCP sequence wﬁﬁgggﬂggth monitor |13
192. 243. 55. 136 |Doni ni ca 147.237.77. 216 |dover.idf.il Bad TCP sequence I'nvalid ACK nunber noni t or 11
192. 243. 55. 132 |Doni ni ca 147.237.77. 216 |dover.i df .i Bad TCP sequence Inval i d AGK nunber noni t or 11
192.243.55.138 |Dominica  |147.237. 77. 216 |dover. i df .i Bad TCP sequence ;ﬂ?ﬁ;f\;;ggﬁl‘%gth moni tor |11
192. 243. 55. 132 |Doni ni ca 147.237.77. 216 |dover.i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 10
192. 243.55.136 |Dominica  |147.237. 77. 216 |dover. i df .i Bad TCP sequence wﬁﬁgggﬂggth moni tor |10
213.57.190. 27 |lIsrael 147.237.76. 42 |refuah.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 10
192. 243. 55. 136 |Domi ni ca 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 10
192. 243. 55. 138 |Doni ni ca 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d AGK nunber noni t or 9
192.243.55.134 |Dominica  |147. 237. 77. 216 |dover. i df il Bad TCP sequence ﬂ;ﬁ;{ﬁ;ggﬁ?&?th moni tor |9
192. 243. 55. 132 |Doni ni ca 147.237.77. 216 |dover.idf . il Bad TCP sequence I'nval i d AGK nunber alert

192. 243. 55. 134 |Doni ni ca 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or
212.143. 142. 56 || srael 147.237.77. 216 |dover.i df .i | dr op First packet isn't SN drop

192. 243.55.137 |Dominica  |147.237. 77. 216 |dover.i df .i Bad TCP sequence wﬁﬁgggﬁ%gth monitor |8
192. 243. 55. 136 |Doni ni ca 147. 237. 77. 216 |dover . i df . i | Bad TCP sequence I'nval i d ACK nunber aert 8
192. 243. 55. 135 |Doni ni ca 147.237.77. 216 |dover.i df .i Bad TCP sequence Inval i d AGK nunber monitor |7
192. 243. 55. 138 |Doni ni ca 147.237.77. 216 |dover. i df .i | SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 7
192. 243. 55. 135 |Doni ni ca 147.237.77. 216 |dover. i df .i | SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 7
192. 243. 55. 136 |Doni ni ca 147.237.77. 216 |dover. i df .i | Bad TCP sequence noni t or 6
192. 243. 55. 132 |Doni ni ca 147.237.77. 216 |dover.i df .il Bad TCP sequence noni t or 6
192. 243. 55. 134 |Doni ni ca 147. 237. 77. 216 |dover . i df . i | Bad TCP sequence menitor |6
192. 243. 55. 138 |Doni ni ca 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 6
192. 243. 55. 137 |Doni ni ca 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d AGK nunber noni t or 5
192. 243. 55. 138 |Doni ni ca 147. 237. 77. 216 |dover . i df . i | Bad TCP sequence I'nval i d ACK nunber aert 5
192. 243. 55. 136 |Domi ni ca 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 5
192. 243. 55. 134 |Doni ni ca 147.237.77. 216 |dover. i df .i | SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 5
192. 243. 55. 134 |Doni ni ca 147. 237. 77. 216 |dover . i df . i | Bad TCP sequence I'nval i d ACK nunber aert 5
192. 243. 55. 135 |Doni ni ca 147.237.77. 216 |dover.i df .i Bad TCP sequence Inval i d AGK nunber aert 4
192. 243. 55. 132 |Donmi ni ca 147.237.77. 216 |dover.idf .il dr op First packet isn't SN drop 4
192. 243. 55. 137 |Doni ni ca 147.237.77. 216 |dover. i df .i | dr op First packet isn't SN drop 4
192. 243. 55. 135 |Doni ni ca 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 4
176.13.14.44 |isradl 147. 237.77. 243 |nobi l e i o i Streaming Engine: TCP Invalid limvalid segnent retransmssion. |y 3

Ret r ansni ssi on Packet dr opped.
46.19.85.148 |Israel 147.237.77.74 |lawidf.il Bad TCP sequence I'nval i d ACK nunber monitor |3
109. 64. 223. 250 |I srael 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid invalid segnent retransmissi on drop 3
Ret r ansm ssi on Packet dropped.

192. 243. 55. 137 |Doni ni ca 147.237.77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 3
5.29.189.176 |[lIsrael 147.237.77. 233 |atal .idf il Bad TCP sequence Inval i d AGK nunber nonitor |3
192. 243. 55. 134 |Dom ni ca 147.237.77. 216 |dover.idf .il dr op First packet isn't SN drop 3
46.19. 85. 141 | srael 147.237.77. 176 |nat pash. i df . i | dr op Frst packet isn't SN drop 3
192. 243. 55. 137 |Doni ni ca 147.237.77. 216 |dover.i df .i Bad TCP sequence Inval i d AGK nunber aert 3
5.29.189.176 |lsrael 147.237.77. 233 |atal .idf.il Bad TCP sequence I'nval i d AGK nunber alert 2
213.57.96.78 |Israel 147.237.77. 234 |hal ag.i f i Bad TCP sequence mdﬁrsacr‘;"lt wth dfferent moni tor |2
192. 243. 55. 137 |Doni ni ca 147.237.77. 216 |dover.i df .i | Bad TCP sequence nmoni t or 2
106. 38. 241. 106 |Chi na 147.237.72. 166 |aka. i df .i dr op SAMrul e drop 2
192. 243. 55. 138 |Doni ni ca 147.237.77. 216 |dover.i df .i | Bad TCP sequence menitor |2
192. 243. 55. 135 |Doni ni ca 147.237.77. 216 |dover.i df .i | Bad TCP sequence nmoni t or 2
46.19.85.148  [lsrael 147.237.77.74 |lawidf.il Bad TCP sequence I'nval i d AGK nunber alert 2
65.181. 113. 88 |Uited Sates |147. 237. 77. 226 :W‘Chanmz'aka' Tt T 1 SyN At tack SYN -> SYN-ACK -> RST rej ect 1
202.101.62.39 |china 147.237.0.17 _”i’I"y' kosher-kravi .1 |qyn At t ack SYN -> SYN-ACK -> Timeout  |reject 1
184. 105. 139. 86 |Lhited Sates |147.237.8.14 e orchot.idf.il Geo- | ocati on enf or cenent i?;iggi;}fn  nbound drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

count ry Target Address |Site Sgnature Acti on ‘Count
66.102.8.233 |lhited Sates |147.237.77.216|dover.idf.il O stributed Whaut hori zed URL Access on v i df.il/error.htm B ock 3
. . . D stributed Unhaut hori zed URL Access on
91. 148. 128. 207 |Rul garia 147.237.77.216|dover.idf .i | vaw i i |/ 894- en/ i dff gdover . aspx Bl ock 2
Il'legal HITP \ersion
46.19.85.148 |Israel 147.237.77.74 [lawidf.il _pk_i d. 115. 5e0a=bh494af ac272dc9a7. 1457145624. 1. 1457145624. 145 |B ock 1
7145624.; pk_ses. 115. 5e0a=*
73.179.108. 221 |Lhited Sates [147.237. 72. 166 [aka. i df . i | SSL Uhtraceabl e Connection - (pen Mde None 1
66.102.8.238 |Lhited Sates |147.237.77.216|dover.idf.il D stributed Uhaut hori zed URL Access on waidf.il/error.htm B ock 1
. . D stributed Unaut hori zed LRL Access on
2.54.8.200 I srael 147.237.77.234|hal ag. i df . il 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. gi f B ock 1
192. 243. 55. 132 |Doni ni ca 147.237.77.216|dover . i df .i | Lhaut hori zed UR. Access to www i df.il/894-en/idf gdover. aspx B ock 1
_ ny- kosher - kravi . i df _ L
66. 249. 66. 185 |lLhited Sates |147.237.0. 16 O Uhaut hori zed URL Access to waww ny- kosher-kravi.idf.il/robots.txt Bl ock 1
. . Mal formed URL
46.19.85.148 |Israel 147.237.77.74 [lawidf.il "Dk ref. 115, 5e0a={ """, 1457145624, " ht t ps: / | ww goog e. co.i /] B ock 1
66.102.8.243 |Lhited Sates |147.237.77. 216 |dover.idf.il D stributed Lhaut hori zed URL Access on www i df.il/error.htm B ock 1
36.63.29.155 |China 147.237.77. 216 |dover . i df . i | Uhaut hori zed LRL Access to wawidf.il/englis B ock 1
) . . Lhaut hori zed URL Access to vww aka. i df . i |/ edi mifund/’ [ s,
207.46.13.185 |[Lhited Sates |147.237.72.166|aka.idf.i | . - . . o i Bl ock 1
BSOS LS BB
- kosher - kravi . i df i
66.249. 66.188 |United Sates [147.237.0.16 | Wnaut hori zed LRL Access to . . B ock 1
il wan ny- kosher -kravi . i df.il/tenpl ates/| ogi n/1 ogi n. aspx
46.19.85.148 |[lIsrael 147.237.77.74 |lawidf.il Unknown HTTP Request Met hod vs=56da4715632ba102000; in URL B ock 1
157.55.39.58 |Lhited Sates |147.237.72. 166 |aka. i df . i | Abnormal |y Long Request URL B ock 1
. . . SS. Whtraceabl e Gonnection - Protocol violation
66.249. 65. 167 |Lnited Sates [147.237.72. 166 |aka. i df . i | (SSL CONN LI ENT FELLO None 1
40.77.167.20 |Uhited Sates [147.237. 77. 216 |dover. i df .i | Lhaut hori zed URL Access to v idf.il/aman B ock
68.180.228. 112 |Lhited Sates |147.237.77.216|dover.idf .il Paraneter Type Mol ati on PageNumin vww i df.il/1133-he/ dover.aspx  |B ock
49. 224. 119. 223 [New Zeal and [147. 237. 72. 166 |aka. i df . i | thaut hori zed Method HEAD for B ock 1
ww aka. i df . i |/ mai n/ sachar/ vi enpaysl i p. aspx
157.55.39.58 |Lhited Sates |147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to waw aka.idf.il/g/yus B ock 1
66.249.66.25 |Lhited Sates |147.237.77.216|dover.idf.il Ml tipl e Unauthorized URL Access from 66.249. 66. 25 B ock 1
46.19.85.148  |Israel 147.237.77.74 |lawidf.il Abnormal |y Long Request net hod B ock 1
68.180.228. 112 |Lhited Sates |147.237.77.216|dover.idf .l Paraneter Type Miol ati on PageNumin waw i df .il/1380- he/ dover.aspx  |Bl ock 1
185. 106. 94. 30 147.237.76.86 |navy.idf.il Unaut hori zed URL Access to 147.237.76. 86/ xni rpc. php B ock 1
66.249.66.25 |Lhited Sates |147.237.77.216|dover.idf.il Uhaut hori zed LR Access to wwuidf.il/atal 1/izkor/ mai n. asp Bl ock 1
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