03-05-2016-03:04:05 to 03-05-2016-04:04:05

@
1"PT SwNn [ )

GOV

www.gov.il

|Top Targets |

IDF Under Attack

Daily Report

3204"

Number .
a 804"

At acks

§ 3 3 3 : $ ¥ N
3 Q@ ra;‘b @\6 3 }&\ Q& N O Qé X
o\\é\ NS & \"é\ c)(@ E > N &
S < Q O R & R
K &
>
&®
Top Tar get

[Top Attackers |

M dover.idf.il

M hal ag.idf.il
Mprishaidf.il

MW aka idf.il

W refuah.idf.il

M nakchal .idf.il

I tikshuv.idf.il
Matal.idf.il

mobi le.neitav.idf.i

M nat pash. i df . i |

Nunber
(6]
At acks

W 192. 243. 55. 137

192. 243. 55. 132
[ 192. 243. 55. 133
192. 243. 55. 136

Top Attackers

M 213.57.96.78
W 192. 243.55. 131
[ 192. 243.55. 138
W 192. 243.55. 135
46. 19. 85. 123
Il 185. 130. 5. 193




03-05-2016-03:04:05 to 03-05-2016-04:04:05

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action|Count]|
81. 218. 65. 210 | srael 147.237.77. 216 dover.idf.il B ock_UWp Al _Nets drop 6
104.172. 112. 17 Lhited Sates 147.237.77. 176 nat pash. i df . i | TCP handshake vi ol ation, first packet not syn |drop 5
212.179. 54. 237 | srael 147.237.72. 166 aka.idf.il B ock Wp Al Nets drop 3
134. 147. 203. 115 Ger many 147. 237.76. 196 e.svivaidf.il Block Np Al Net drop 2
54.72.182. 187 Irel and 147. 237.77. 216 dover.idf.il Bl ock Udp All Nets drop 1
204. 42. 253. 132 Lhited Sates 147.237.8. 45 eeitanidf.il B ock Wp Al _Nets drop 1
204. 42. 253. 132 Lhited Sates 147.237.76. 39 nobi | e.neitav.idf.il|B ock_ Udp Al _Nets drop 1




03-05-2016-03:04:05 to 03-05-2016-04:04:05

|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnature Devi ce Action |Count
123.126. 113. 162 Chi na 147.237.77. 216 dover.idf.il |ClLo0O0071: HTTP: User Agent Sogou+web+spi der B ock 4
123. 126. 113. 80 Chi na 147.237.72. 166 aka.idf.il Cl000071: HTTP. User Agent Sogou+web+spi der B ock 1




03-05-2016-03:04:05 to 03-05-2016-04:04:05

|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
5814317 58 |147. 237 76 30 |FOr€a Republic | . ET SCAN Behavi oral Uhusual |y fast inbound Tel net Connecti ons, 1
of Potential Scan or Brute Force
218. 246. 0. 97 147.237.76.30 |China hi nush. i df i ET SCAN NMAP -sS wi ndow 1024 1
201. 48. 50. 33 147.237.0.34 |Razil tikshuv.idf.il |ET SCAN Potential SSH Scan 1
201. 48. 50. 33 147.237.0.19 |[Bazil nadi matal .idf.i|ET SCAN Potential SSH Scan 1
65. 98. 59. 26 147.237.77.170|Whited Sates |maarachot.idf.il [ET SCAN Potential SSH Scan 1
209. 126. 116. 147|147.237.0.19 |Wited Sates |nadimatal.idf.ilET SCAN NVAP -sS wi ndow 1024 1
201. 48. 50. 33 147.237.0.33 |Bazl idf.il ET SCAN Potential SSH Scan 1
195. 216. 176. 244|147. 237. 72. 156 |Lat vi a anan. i df.il ET SCAN NMAP -sS wi ndow 1024 1
80. 82. 79. 104 147. 237. 76. 201 |Net her | ands eata.idf.il |ET SCAN NVAP -sS wi ndow 1024 1




03-05-2016-03:04:05 to 03-05-2016-04:04:05

|Top Attackers In FW |

At acker

Count ry Target Address ‘Site ‘Signature
213.57.96.78  |Israel 147.237.77.234|nal ag.icf.il |Bad TOP sequence :;;e”ansm't with different wndow |oivor  [a1
192. 243. 55. 136 |Coni ni ca 147.237.77. 216 |dover.idf.il |Bad TOP sequence mﬁsg ;ansm't wehdifferent | oonitor |18
185. 130. 5. 193 147.237.77. 205 |prisha idf.il|SYN At t ack SYN -> SYN-ACK -> RST rej ect 15
46.19.85.123  |lsrael 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 15
192. 243. 55. 137 |Coni ni ca 147. 237.77. 216 |dover i f .11 |Bad TCP sequence mﬁﬁsg Lansm't wehdifferent | onitor |15
192. 243. 55. 132 |Domi ni ca 147.237.77. 216 |dover.if .11 [Bad TCP sequence SIACK reransmt wehdifferent | onitor |14
192. 243. 55. 133 |Coni ni ca 147. 237.77. 216 |dover i f .11 |Bad TCP sequence mﬁ(s:::;ans”“ wehdifferent | onitor |11
192. 243. 55. 137 |Doni ni ca 147.237.77. 216 |dover.idf.il |Bad TCP sequence I'nvalid ACK nunber noni t or 11
192. 243. 55. 132 |Doni ni ca 147.237.77. 216 |dover.icf.il |Bad TCP sequence I'nvalid ACK nunber moni t or 11
192. 243. 55. 131 |Coni ni ca 147. 237.77. 216 |dover i f .11 |Bad TCP sequence mﬁsg reansm't wthdifterent fonitor |11
192. 243. 55. 137 |Doni ni ca 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 11
192. 243. 55. 136 |Domi ni ca 147.237.77. 216 |dover.icf.il |Bad TCP sequence Invali d ACK nunber noni t or 10
192. 243. 55. 137 |Doni ni ca 147.237.77. 216 |dover.idf.il |SYN Attack SYN - > SYN-ACK -> Ti meout rej ect 9
192. 243. 55. 133 |Doni ni ca 147.237.77. 216 |dover.idf.i| |Bad TCP sequence Invalid ACK nunber noni t or 9
2.54.44. 12 I st ael 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 8
192. 243. 55. 133 |Doni ni ca 147.237.77. 216 |dover.idf.il |SYN Attack SYN - > SYN-ACK -> Ti meout rej ect 8
192. 243. 55. 135 |Doni ni ca 147.237.77. 216 |dover.if .11 [Bad TCP sequence SIACK retransmt wehdifferent | onitor |7
192. 243. 55. 132 |Doni ni ca 147.237.77. 216 |dover.idf.il |SYN Attack SYN - > SYN-ACK -> Ti meout rej ect 7
192. 243. 55. 138 |Domi ni ca 147.237.77. 216 |dover.if .11 [Bad TCP sequence SO reransmt wehdifferent | onitor |7
192. 243. 55. 131 |Doni ni ca 147.237.77. 216 |dover.icf.il |Bad TCP sequence Invali d ACK nunber noni t or 7
192. 243. 55. 136 |Doni ni ca 147.237.77. 216 |dover.idf.il |SYN Attack SYN - > SYN-ACK -> Ti meout rej ect 6
192. 243. 55. 131 |Doni ni ca 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 6
192. 243. 55. 133 |Doni ni ca 147.237.77. 216 |dover.icf.il |Bad TCP sequence Invali d ACK nunber alert 6
212.143.142. 56 |l srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 6
192. 243. 55. 133 |Doni ni ca 147.237.77. 216 |dover.idf.i| |Bad TCP sequence noni t or 6
192. 243. 55. 137 |Doni ni ca 147.237.77. 216 |dover.icf.il |Bad TCP sequence Invali d ACK nunber alert 6
192. 243. 55. 138 |Doni ni ca 147.237.77. 216 |dover.idf.il |Bad TCP sequence I'nvali d ACK nunber noni t or 5
109. 64. 211. 205 [l srael 147.237.76. 31 [nakchal .idf.i|SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 4
192. 243. 55. 132 |Doni ni ca 147.237.77. 216 |dover.icf.il |Bad TCP sequence Invali d ACK nunber alert 4
192. 243. 55. 134 |Coni ni ca 147.237.77. 216 |dover.idf.il |Bad TOP sequence mﬁsrc‘; rea”smt wehdifferent | onitor |
192. 243. 55. 135 |Doni ni ca 147.237.77. 216 |dover.idf.il [drop First packet isn't SYN drop 4
192. 243. 55. 136 |Doni ni ca 147.237.77. 216 |dover.icf.il |Bad TCP sequence Invalid ACK nunber alert 4
192. 243. 55. 134 |Doni ni ca 147.237.77. 216 |dover.idf.il |Bad TCP sequence I'nval i d ACK nunber noni t or 4
91. 200. 12. 143 |krai ne 147.237.0.34 [tikshuv.idf.i|drop SAMrul e drop 4
192. 243. 55. 135 |Doni ni ca 147.237.77. 216 |dover.icf.il |Bad TCP sequence Invalid ACK nunber noni t or 4
91.200. 12. 143 |Wrai ne 147.237.77. 216 [dover.idf.il [dr op SAMrul e drop 4
192. 243. 55. 135 |Doni ni ca 147.237.77.216|dover.idf.il |SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 4
109. 64. 211. 205 |l srael 147.237.77. 216 |dover.idf.il |SYN Attack SYN - > SYN-ACK -> Ti meout rej ect 3
192. 243. 55. 138 |Doni ni ca 147.237.77. 216 |dover.idf.il |Bad TCP sequence I'nvali d ACK nunber alert 3
192. 243. 55. 138 |Doni ni ca 147.237.77.216|dover.idf.il |SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 3
192. 243. 55. 131 |Doni ni ca 147.237.77. 216 |dover.icf.il |Bad TCP sequence Invalid ACK nunber alert 3
192. 243. 55. 132 |Dom ni ca 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SWN drop 3
185. 120. 125. 5 147.237. 72, 166 |akaicr. i1 |27 €M NG Engine: TCP Invalid nval i d segnent retransmssi on. drop 3

Ret r ansni ssi on Packet dr opped.

85. 64. 84. 32 I sr ael 147.237.77.233|atal.idf.il |Bad TCP sequence I'nvali d ACK nunber alert
192. 243. 55. 138 |Doni ni ca 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop
192. 243. 55. 133 |Doni ni ca 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop
77.126. 161. 213 |I srael 147.237.72. 166 |aka idf.il  |Bad TOP sequence mﬁﬁsg?’sm wehdifferent | onitor |2
192. 243. 55. 134 |Doni ni ca 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop
85. 64. 84. 32 | srael 147.237.77.233|atal .idf.il |Bad TCP sequence Invalid ACK nunber noni t or
192. 243. 55. 131 |Doni ni ca 147.237.77. 216 |dover.idf.il |Bad TCP sequence noni t or




03-05-2016-03:04:05 to 03-05-2016-04:04:05

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
46.118. 155. 216 |Wkrai ne 147.237.76.42 |refuah.idf.il Mil tipl e Waut hori zed URL Access from 46. 118. 155. 216 B ock
66. 249. 66. 25 Lhited Sates |147.237.77.216|dover.idf.il Dstributed Lhauthorized UR. Access on waw idf.il/error.htm B ock
207.241.229.198|lnited Sates |147.237.72.166|aka.idf.il Unknown Paraneter catid in aka.idf.il/main/rabanut/general . aspx None
Uhaut hori zed URL Access to
66. 249. 64. 61 Lhited Sates [147.237.76.42 [refuah.idf.il 147. 237. 76. 42/ shar ed/ cl i ent scri pts/j query. pl ugi ns/ j query. equal hei gh Bl ock 1
ts.js
40.77.167. 20 Lhited Sates |147.237.77.216|dover.idf.il D stributed Lhauthori zed UR. Access on www i df.il/error. htm B ock 1
192. 243. 55. 131 |Doni ni ca 147.237.77.216|dover.idf .l Unaut hori zed URL Access to www i df.il/894-he B ock 1
46.118.155. 216 |Ukrai ne 147.237.76.42 |refuah.idf.il PHP At t enpt Bl ock 1
: . . Uhknown Paraneter docid in
207.241. 237. 223|nited Sates |147.237.72.166|aka.idf.il aka.i o .i1 /i turi ndasp/ di spl ayonesol di er. asp None 1
_ ny- kosher - kravi . i df _ o
40.77.167.59 Lhited Sates |147.237.0.16 i| Lhaut hori zed URL Access to wmw ny-kosher-kravi.idf.il/robots.txt |B ock 1
192. 243.55. 132 |Doni ni ca 147.237.77.216|dover. i df . il Uhaut hori zed URL Access to ww i df.il/nazi B ock 1
46.118. 155. 216 |Wkrai ne 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to wwu refua. atal .idf.il/xmrpc. php B ock 1
213. 8. 204. 50 I srael 147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147. 237. 76. 42/ f avi con. i co B ock 1
] . . Paraneter Type M ol ati on PageNumin
68.180. 230. 224 |lhited Sates [147.237.76.31 |nakchal .idf.il vw nakhal i df . i 1/ 1073- he/ nakhal . asp Bl ock 1
: . . Unhaut hori zed URL Access to
40.77.167.62  |Uited Sates [147.237.77.233|atal . i df il 147. 237.77. 233/ si p_st or age/ f i | es/ 5/ si 26220x0/ 1655. bnp Bt ock !
192. 243.55. 136 |Doni ni ca 147.237.77.216|dover. i df . il D stributed Lhauthori zed UR. Access on www i df.il/error. htm B ock 1
: . . Unhaut hori zed URL Access to
66.249.64.51  |Uhited Sates |147.237.76. 42 Jrefuah. idf. il 147. 237. 76. 42/ shav ed/ ¢l | ent scri pts/ ui /i 18] query-ui-i 18n.j s B ock !
. . Uhaut hori zed URL Access to
213.57.96. 78 I srael 147.237.77.234|hal ag. i df . il 147.237. 77. 234/ i nages/ shar ed/ bul | et 1. gi f B ock 1
; . . Paraneter Type Mol ati on ct| 00$Cont ent A acetbl der 1%t xt Enai | in
73.23.178.26  |lhited Sates (147.237.77.216|dover.idf.il v i df i 1/ 1038- en/ dover . aspx Bl ock 1
40.77.167. 82 Lhited Sates [147.237.0.34 |tikshuv.idf.il Paraneter Type Mol ation catld in wwtikshuv.idf.il/sitel/general .aspx |B ock 1
A . . URL is Above Root Drectory
197.231.221. 211 |Liberia 147.237.77.216|dover. i df . il wwi o i1/ / shared/ cl i entscri pts/j query/j auery-1.4.2.nin. | s B ock 1
. . . Uhaut hori zed URL Access to
66. 249. 64. 56 Lhited Sates |147.237.76.42 |refuah.idf.il 147, 237.76. 42/ shared/ ol | ent scri pts/ Ui /i . dat epi cker .| s B ock 1
157. 55. 39. 41 Lhited Sates |147.237.77.216|dover.idf.il D stributed Lhauthorized UR. Access on waw idf.il/error.htm B ock 1
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