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|Top Attackers | n DDoS- Def ence |

Attacker Address

Site

|Attacker Country

|Target Address

Signature

Device Action

Count

81. 218. 65. 210 | srael 147.237.77. 216 dover.idf.il Bl ock_UWp Al _Nets drop 6
109. 191. 142. 2 Russi an Federation 147.237.0.16 ny- kosher-kravi .idf.il B ock_Udp Al _Nets dr op 1
54.72.182.187 Irel and 147.237.77. 216 dover.idf.il B ock Udp Al Nets drop 1
109. 191. 142. 2 Russi an Federation 147.237.0. 17 m ny- kosher -kravi .idf.il B ock Udp Al Nets drop 1
204. 42. 253. 132 Lhited Sates 147.237.8. 27 e.nadimatal .idf.il Bl ock Wp Al Nets drop 1
109. 191. 142. 2 Russi an Federati on 147.237.0. 15 kosher-kravi .idf.il Bl ock_UWp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnature Devi ce Action |Count
123.126. 113. 162 Chi na 147.237.77. 216 dover.idf.il |ClLo0O0071: HTTP: User Agent Sogou+web+spi der B ock 4
136. 243. 5. 87 Ger many 147.237.72. 166 aka.idf.il C1000074: HTTP. naj estic bot B ock 2
123.126. 113. 80 Chi na 147.237.72. 166 aka.idf.il C1000071: HTTP: User Agent Sogou+web+spi der Bl ock 1
178.33.0.90 Ger many 147.237.77.216 |dover.idf.il |CL000008: HTTP. Xenu User Agent B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

66.249.66.15  |147.237.77.170|W0ited Sates  [maarachot.idf.il ET SCAN NVAP -sA (2) 5437
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
61.240.144.64 [147.237.0.16 |China ny-kosher-kravi .idf.il |[ET SCAN NVAP -sS w ndow 1024 1
901 173,57 226 1147, 237. 77. 234 |Nexi co helag i df i1 ET SCN\I Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
183. 61. 109. 189 [147.237. 77. 178 |Chi na e. mat pash. i df .i | ET SCAN NVAP -sS wi ndow 2048 1
179.110.33. 89 |147. 237 76.30 |mrazi| hivmsh i df | ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
172.242.12.88 |147.237.76.198|lhited Sates  |e.yohalan.idf.il ET SCAN Potential SSH Scan 1
172.242.12.88 |147.237.76.31 |Lhited Sates nakchal . i df .i ET SCAN Potential SSH Scan 1
141.105.70. 156 [147.237.8.24 |SSian elifestyleidf.il ET SN Behavi oral Lhusually fast inbound Tel net Connections, |
Federation Potential Scan or Brute Force
209. 126. 116. 147|147.237.0.16 |thited Sates ny-kosher-kravi.idf.il |[ET SCAN NVAP -sS w ndow 1024 1
901 173,57 226 1147 237 77. 74 |Mexti co Lawidh il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
183. 61. 109. 189 |147.237. 77. 178 |Chi na e. nat pash. i df . i1 ET SCAN NVAP -sS w ndow 4096 1
183. 61. 109. 189 |147. 237. 77. 178 |Chi na e. nat pash. i df . i1 ET SCAN NVAP -f -sS 1
172.242.12.88 |147.237.77.19 [Lnited Sates I awforumidf.il ET SCAN Potential SSH Scan 1
172.242.12.88 [147.237.76.197 |Lhited Sates  |e. hinush.idf.il ET SCAN Potential SSH Scan 1
172.242.12.88 |147.237.72.217 |Lhited Sates eidf.il ET SCAN Potential SSH Scan 1
80. 82. 79. 104 147.237.0.16 |Netherl ands ny-kosher-kravi.idf.il |[ET SCAN NVAP -sS w ndow 1024 1
218. 246. 0. 97 147.237.76.86 |[China navy.idf.il ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address Country Target Address |Ste Signature Acti on ‘Count
46. 19. 86. 41 I srael 147.237.72. 167 |i shuri maka.i df .i 1 Bad TCP sequence Inval i d ACK nunber noni tor 29
192. 243. 55. 134 [Doni ni ca 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d AGK nunber noni tor |19
192. 243.55. 134 |Donini ca 147. 237.77. 216 |dover i df .1 | Bad TCP sequence ﬂﬁtrfjgj‘;ﬁl;gth moni tor  [18
80.82.64.220  |Netherl ands 147.237.77. 233 |atal .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 14
192. 243. 55. 134 |Domi ni ca 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |[reject 12
192. 243.55.131 |Donini ca 147. 237.77. 216 |dover i df .1 | Bad TCP sequence (ﬂ}”ﬁ;ﬁ;;ggj’:{;gth moni tor |11
192. 243. 55. 134 [Doni ni ca 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d AGK nunber aert 10
192. 243. 55. 131 |Doni ni ca 147.237.77. 216 |dover. i df .il SYN Attack SYN -> SYN-ACK -> Timeout |reject
192. 243.55. 133 |Doni ni ca 147. 237. 77. 216 |dover . i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or
192.243.55. 133 |Comini ca 147.237.77. 216 |dover. i df .i Bad TCP sequence ﬁﬁtﬁ;j;;l;gth moni tor |9
192. 243.55. 131 |Doni ni ca 147.237.77. 216 |dover.i df .il Bad TCP sequence Invalid AGK nunber monitor |9
192. 243. 55. 134 |Domi ni ca 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 8
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 8
192. 243. 55. 133 [Doni ni ca 147.237.77. 216 |dover.i df il Bad TCP sequence Invalid AGK nunber aert 6
79.180.108.56 |l srael 147.237.77. 176 |nat pash. i of .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 6
192. 243. 55. 133 |Doni ni ca 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |[reject 6
192. 243. 55. 133 |Doni ni ca 147.237.77. 216 |dover.idf .i | Bad TCP sequence nonitor |6
192.243.55. 137 |Cominica 147.237.77. 216 |dover i df .i | Bad TCP sequence (ﬂ'}”ﬁtﬁ;gg;r:c;gth moni tor |5
192. 243.55. 131 |Domi ni ca 147.237.77. 216 |dover.idf.i| Bad TCP sequence Inval i d ACK nunber aert
123. 126. 113. 162|Chi na 147.237.77. 216 |dover.i df .il SYN At tack SYN -> SYN-ACK -> Tinmeout [reject
199.30.25.36  |Wited Sates  |147.237.76.200 |eitan. aka idf. il Streamng Engi ne: TCP Inval i dfinvalid segnent retransnissi on. drop 4
Ret r ansn ssi on Packet dropped.
91.200. 12. 143  |lkrai ne 147.237.77. 216 |dover.idf.il drop SAMrul e drop 4
91.200. 12. 136  |lkraine 147.237.77. 216 |dover.idf .il dr op SAMrul e drop 4
192. 243. 55. 131 |Domi ni ca 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 3
192. 243. 55. 133 |Doni ni ca 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 3
188. 120. 148. 19 |l srael 147.237.77. 216 |dover.idf .il Bad TCP sequence I'nval i d ACK nunber monitor |3
190. 237. 183. 224|Peru 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 2
157.55.39.58  |[Wiited Sates  |147.237.72.166 |aka.idf.il Streamng Engi ne: TCP Inval i dlinvalid segnent retransnissi on. drop 2
Ret ransni ssi on Packet dr opped.
192. 243. 55. 137 |Domi ni ca 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |[reject 2
192. 243.55. 131 |Doni ni ca 147.237.77. 216 |dover.i df .il Bad TCP sequence monitor |2
192. 243. 55. 137 |Domi ni ca 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 2
106. 38. 241. 106 |Chi na 147.237.72. 166 |aka.idf.il drop SAMrule drop 2
192. 243. 55. 138  [Doni ni ca 147.237.77. 216 |dover.i df .il Bad TCP sequence monitor |2
79.180. 108.56 |l srael 147.237.77. 216 |dover.i df .il SYN Attack SYN -> SYN-ACK -> RST rej ect 2
91.200.12.136 |kraine 147.237.0.34 |tikshuv.idf.il drop SAMrule drop 2
72.0.148.10  |[United Sates  |147.237.77. 216 |dover.idf.i| Bad TCP sequence SYNAGC retransm L with moni tor |2
192. 243.55. 137 |Doni ni ca 147.237.77. 216 |dover.idf .il Bad TCP sequence I'nval i d ACK nunber noni t or
192. 243. 55. 134 [Doni ni ca 147.237.77. 216 |dover.i df .il Bad TCP sequence noni t or
77.77.76.3 'F;zz'bl 1M 1147, 237, 77. 216 |dover. i of i1 Bad TCP sequence I'nval i d ACK nunber alert 1
178. 63.105.85  |Ger many 147.237.8.46 |e.chinuch.idf.il drop SAMrul e drop 1
192. 243.55. 138 |Domi ni ca 147.237.77. 216 |dover.idf . il Bad TCP sequence Inval i d ACK nunber nonitor |1
103. 41. 177. 26 147.237.77. 176 |nat pash. i of . i | drop SAMrul e drop 1
80. 246. 130. 139 |l srael 147.237.72. 166 [aka.i df .i | Bad TCP sequence Inval i d ACGK nunber aert 1
46. 19. 86. 41 I srael 147.237.77. 216 |dover.idf . il Bad TCP sequence Inval i d ACK nunber nonitor |1
109. 253. 131. 168! srael 147. 237. 77. 243 |nobi l e.i df . | Bad TCP sequence I'nval i d ACK nunber aert 1
77.77.76.3 'F;xa :i'g?i'c 147. 237.77. 216 |dover.i df . Bad TCP sequence Invalid ACK nunber moni tor |1
178.63.105.85  |Ger many 147.237.72. 167 |i shuri maka.i df . il dr op SAMrul e drop 1
192. 243.55. 138 |Doni ni ca 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Timeout [reject 1
2.54.138. 139 I srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 1
139. 162. 152. 84 [Net her| ands 147.237.0,17 |MM-kosher-kravi.id |y aft ack SYN -> SYN-ACK -> RST rej ect 1

f.il
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Tar get Address |Site Sgnature Action ‘Count
129.184.84.40 |France 147.237.77. 216 |dover. i df . i | Parareter Type M ol ation PageNumin www i df . il/1283-en/ dover. aspx B ock
5.29.167.2 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock
: . . Unaut hori zed URL Access to
72.9.148. 10 Lhited Sates |147.237.76.86 [navy.idf.il v navy. i df i 1/994- 8613- he/ navy. aspx. aspx Bl ock 2
: . ] D stributed Unaut hori zed URL Access on
66.249.93.52  |lhited Sates |147.237.77.234|hal ag.idf.il 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. gi f Bl ock 1
192. 243. 55. 133 |Doni ni ca 147.237.77. 216 |dover.idf . il Unaut hori zed URL Access to ww i df.il/newsitel english/ 1222- Bl ock 1
} . . Uhaut hori zed URL Access to
69.197.169. 202 |lhited Sates |147.237.77.216|dover.idf.il v i i 1/ 1283- en shar ed/ user cont r ol s/ header upper / Bl ock 1
. . Unaut hori zed URL Access to
129.184.84. 40 France 147.237.77. 216 [dover . i df . i | wn i df . i | /tenpl at es/ shar ed/ user cont r ol s/ header upper / Bl ock !
65. 55. 213. 29 Lhited Sates |[147.237.77.216|dover.idf.il D stributed Lhaut hori zed URL Access on ww i df.il/error.htm B ock 1
147.9.201.177 |lnited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw i df . il/894-en/i df gdover . aspx Bl ock 1
: . . Unaut hori zed URL Access to
66.249.64.101  |Uhited Sates [147.237.76.31 |nakchal .idf. il nakhal . i df .il/tenpl at es/ shar ed/ user cont r ol s/ navnenu/ undef i ned Bl ock !
101. 226. 89. 117 |Chi na 147.237.77.216|dover. i df .i | Dstributed Uhaut hori zed URL Access on wawidf.il/error.htm Bl ock 1
180. 153. 163. 189|Chi na 147.237.77.216|dover. i df . i | D stributed Lhaut hori zed URL Access on wwww i df.il/error. htm B ock 1
’ . . D stributed Uhaut hori zed URL Access on
66.249.93.48  |wnited Sates |147.237.77.234|hal ag.idf.il 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. gi f Bl ock 1
101. 226. 93. 233 |Chi na 147.237.77. 216 |dover.i df .i | D stributed Uhaut hori zed URL Access on waidf.il/error.htm Bl ock 1
180. 153. 214. 192|thi na 147.237.77.216|dover . i df . i | D stributed Lhaut hori zed URL Access on v i df.il/error.htm B ock 1
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