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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |
81. 218. 65. 210 | srael 147.237.77. 216 dover.idf.il ock Udp Al _Nets drop 3
134. 147. 203. 115 Ger many 147.237. 8. 46 e.chinuch.idf.il B ock Np Al _Net dr op 2
54.72.182.187 Irel and 147.237.77. 216 dover.idf.il ock Wdp Al Nets drop 2
115. 239. 228. 10 Chi na 147. 237.0. 15 kosher-kravi.idf.il [JLM Under Attack Con Htp drop 2
61. 160. 6. 152 Chi na 147.237.0. 15 kosher-kravi.idf.il [JLM Under Attack _Con_Tcp drop 2
115. 239. 228. 10 Chi na 147.237.0. 15 kosher-kravi.idf.il |[JLMPurple Gon Linmt Htp drop 1
203. 95. 25. 20 Japan 147.237.77. 216 dover.idf.il ock Udp Al _Nets drop 1
203. 95. 25. 36 Japan 147.237.77. 216 dover.idf.il Bl ock_Udp All _Nets dr op 1
124.85.117. 165 Japan 147.237.77. 243 nobi | e.idf.il ock Wdp Al Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry arget Address |Site Devi ce Action |Oount
123.126.113.162 |China 147.237.77.216 |dover.idf.il Cl000071: HTTP: User Agent Sogou+web+spi der B ock 5
136. 243.103. 157  |Ger nany 147.237.77.176  |matpash.idf.il |Cl000074: HITP: najestic bot B ock 2
136. 243.103. 157  |Ger nany 147.237.77.216 |dover.idf.il C1000074: HTTP. naj estic bot Bl ock 2
136. 243.103. 157  |Ger many 147.237.72.166 |aka.idf.il C1000074: HTTP. naj estic bot B ock 2
49. 246. 230. 40 Chi na 147.237.77. 74 lawidf.il 8479: HTTP. Suspi ci ous HITP Request B ock 2
136. 243.103. 157  |Ger nany 147.237.76. 86 navy.idf.il C1000074: HTTP. naj estic bot Bl ock 2
49, 246. 230. 40 Chi na 147.237.77.176  |nat pash.idf.il [8479: HITP. Suspicious HTTP Request B ock 2
136. 243.103. 157  |Ger nany 147.237.77. 74 lawidf.il C1000074: HITP. maj estic bot B ock 2
123.126. 113. 80 Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP. User Agent Sogou+web+spi der Bl ock 1
165. 215. 209. 15 Lhited Sates 147.237.77.216 |dover.idf.il 14511: HITP. Wn32/diga Fake User Agent B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qount ry |9te |Signature |Count |
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
213.136.91. 26 147. 237. 76. 202 Ger many e halag.idf.il ET SCAN Potential SSH Scan 1
213.136.91. 26 147. 237. 76. 147 Ger many chi nuch. aka. i df .i ET SCAN Potential SSH Scan 1
209. 126. 116. 147 147. 237.76. 30 Lhited Sates hi nush. i df . i ET SCAN NMAP -sS wi ndow 1024 1
172.242.12. 88 147.237.0. 34 Lhited Sates tikshuv.idf.il ET SCAN Potential SSH Scan 1
104. 128. 144. 131 147.237.77. 227 Canada e. hanaz. i df .il ET SCAN NMAP -sS wi ndow 4096 1
61. 160. 6. 152 147.237.0. 17 Chi na mny-kosher -kravi .i df.il ET SCAN Potential SSH Scan 1
213.136.91. 26 147.237.77. 216 Ger many dover.idf.il ET SCAN Potential SSH Scan 1
213.136.91. 26 147. 237.76. 176 Ger many test.ncore.idf.il ET SCAN Potential SSH Scan 1
213.136.91. 26 147. 237.76. 34 Ger many yohal an.idf.il ET SCAN Potential SSH Scan 1
172.242.12. 88 147.237.0. 33 Lhited Sates idf.il ET SCAN Potential SSH Scan 1
61. 240. 144. 65 147. 237. 76. 147 Chi na chi nuch. aka. i df .i | ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address

Ste

Signature

Country

Sreamng Engine: TCP Invalid

Inval i d segnent retransnission.

79.178.133. 242 |Israel 147.237.0.34 |[tikshuv.idf.il Ret r ansm ssi on Packet dr opped. drop 21
192.243.55.135 |Dominica  [147.237.77. 216 |dover.idf.il Bad TCP sequence jwﬁtﬁ;jgz?c;gth moni tor |12
192.243.55.138 |ominica  [147.237.77. 216 |dover. i df .i Bad TCP sequence wﬁtrs\;;jgzi;gm moni tor |10
172.58.136.91 |[Wnited Sates [147.237.77.74 |lawidf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 9
192. 243.55. 135 |Doni ni ca 147.237.77. 216 |dover.i df i SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 8
91.219.236. 174 |Hungary 147.237.77. 216 |dover.i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 8
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 7
192. 243. 55. 135 |Doni ni ca 147.237. 77. 216 [dover. i df i Bad TCP sequence Invalid AGK nunber noni t or 6
192. 243.55. 135 |Domi ni ca 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SWN drop 6
63.249.66.212 |lLhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SYN drop 4
192.243.55.134 |Dominica  [147.237.77. 216 |dover.idf.il Bad TCP sequence ﬂe}ﬁtr;’;;sx?&gm moni tor |4
199.30.25.36  |Wited Sates [147.237.76. 200 [eitan. aka idf il Streamng Engi ne: TCP Inval id finvalid segnent retransnissi on, drop 4
Ret r ansmi ssi on Packet dr opped.
192. 243. 55. 138 |Doni ni ca 147.237.77. 216 |dover.i df i SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 4
192. 243. 55. 135 |Doni ni ca 147.237.77. 216 |dover.i df .i | Bad TCP sequence monitor |4
192. 243. 55. 135 |Doni ni ca 147.237.77. 216 |dover.idf.i | Bad TCP sequence I'nval i d ACK nunber alert 4
46.120.157.131 |l srael 147.237.77. 216 |dover.i df i SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 3
176.13.23.66 |l srael 147. 237. 72. 166 |aka i of . i Streaning Engine: TCP Invalid |invalid segnent retransmission. [, 3
Ret r ansmi ssi on Packet dr opped.
78.40.177. 35 Lebanon 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 3
37.26.149.169 |Israel 147.237.76.86 [navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 2
192. 243. 55. 134 |Domi ni ca 147.237.77. 216 |dover.idf.il SYN At ack SYN -> SYN-ACK -> Ti neout rej ect 2
46.120. 157. 131 |Israel 147.237. 72. 156 |anan. i df . i Bad TCP sequence Invalid ACK nunber alert 2
46. 120. 157. 131 |l srael 147.237.72. 156 |anan.i df . il Bad TCP sequence Invalid ACK nunber noni t or 2
85. 250. 172. 230 |l srael 147.237.72. 166 |aka. i df .i | drop First packet isn't SN drop 2
123. 126. 113. 162 |Chi na 147.237.77. 216 |dover. i df il SYN At tack SYN -> SYN-ACK -> Ti meout rej ect 2
192. 243. 55. 138 |Doni ni ca 147.237. 77. 216 |dover.i df .i Bad TCP sequence noni t or 2
190. 237. 183. 224 |Peru 147.237.72. 166 |aka i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 2
37.26.149.190 |Israel 147.237.72. 166 |aka.i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 2
106. 38. 241. 106 |Chi na 147.237. 72. 166 [aka.i df .i | drop SAMrul e drop 2
46.19.85.5 I'sr ael 147.237.77. 226 '} chanat z. aka. 1df 1paq TOP sequence Inval i d ACK nurber moni tor |2
123.125.71.54 |China 147.237.77. 74 [lawidf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
212.71.235. 23 Ei“ir]tgegom 147.237.76. 177 |ncore. i df i SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
103. 41. 177. 26 147. 237. 72. 156 |aman. i df .i drop SAMrul e drop 1
192. 243. 55. 138 |Doni ni ca 147.237. 77. 216 |dover.i df .i Bad TCP sequence Invalid AGK nunber aert 1
45, 56. 104. 218 147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
157.150.193.1 |Lhited Sates [147.237.77.74 |lawidf.il Bad TCP sequence I'nval i d ACK nunber nonitor |1
106. 38. 241. 106 |Chi na 147.237. 77. 176 |nat pash. i of . | drop SAMrul e drop 1
195. 66. 76. 4 Ger many 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 1
79.183. 28. 40 | srael 147.237.77. 216 |dover.i df il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
178.63.105.85 |Ger many 147.237.77.61 |e.cogat.idf.il drop SAMrul e drop 1
37.26.149.190 |Israel 147.237.72. 166 [aka.i df .i | Bad TCP sequence Inval i d AGK nunber noni t or 1
123.125.71.70 |China 147.237.72. 156 |anan.i df .i | dr op First packet isn't SYN drop 1
103. 41. 177. 26 147.237. 77. 176 |nat pash. i of . | drop SAMrul e drop 1
192. 243. 55. 138 [Doni ni ca 147.237.77. 216 |dover.i df .i Bad TCP sequence Inval i d AGK nunber noni t or 1
45, 56. 104. 218 147.237.77.61 |e.cogat.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 1
106. 38. 241. 106 |Chi na 147.237.77. 233 |atal .idf il drop SAMrul e drop 1
84.191.15.178 |Ger many 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti nmeout rej ect 1
178. 63.105.85 |Ger many 147.237.77. 179 |e.nazi .idf .il dr op SAMrul e drop 1
37.26.149.190 |lsrael 147.237.72. 166 |aka.idf.il Bad TCP sequence Inval i d sequence nunber alert 1
123.126. 113. 80 |Chi na 147.237.72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> Ti nmeout rej ect 1
103. 41. 177. 26 147,237, 77. 206 | chamat z. aka. idf |4 o SAMrule drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
77.127.23.124  |lsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 78
46. 19. 86. 85 I srael 147.237.0.19 |madi matal . idf. i |Suspicious Response Code B ock 3
151. 226. 168. 14 |Uni ted Kingdom|147.237.77.176 |mat pash.idf.il |Wauthorized URL Access to vww cogat. i df.il/xnrpc. php B ock 1
66. 249. 69. 89 Lhited Sates 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1237-he/ at al . aspx B ock 1
37.142.68. 90 I srael 147.237.77. 176 |mat pash. i df . il |Dstributed Unauthorized URL Access on www cogat.idf.il/xmirpc. php |Bl ock 1
207.241.229.222|lhited Sates  |147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/robots. t xt B ock 1
77.75.79.11 Czech Republic [147.237.77.216|dover.idf.il Unaut hori zed URL Access to ww i df.il/page/ 31/ B ock 1
66. 249. 66. 64 Lhited Sates  |147.237.77. 170 |naarachot . i df . i | |Mil tipl e Unaut hori zed URL Access from 66. 249. 66. 64 B ock 1
173.252.8.93 |Uited Sates  [147.237.0.34  [tikshuv.idf.il [shas 001 2o ﬁ_ggfj;e/tfoi a5/ 4/ si 26220X01 1744, | pq Bl ock 1
66. 249. 69. 97 Lhited Sates 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1400- he/ at al . aspx Bl ock 1
38.111.147.88 |Lnited Sates  |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waw i df.il/894-he B ock 1
66. 249. 66. 67 Lhited Sates 147.237.77. 170 |maar achot . i df . i | [Unaut hori zed URL Access to 147.237.77.170/ pdf /fil es/ 5/ 106675. pdf  |Bl ock 1
5.175.0.99 Ger many 147.237.77.216|dover.idf . il Unhaut hori zed URL Access to www i df.il/894-en/idf gdover. aspx Bl ock 1
207.46.13.107 [Lnited Sates 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to v idf.il/1294-ar/wanidf.il/ar B ock 1
66.249.93.48  [lhited Sates  [147.237.77.234|hal ag.i df . i 1']4? ;';;“t;d2217?;2‘;:37'2?1&%/@??2? fZi . Bl ock 1
130. 193. 50. 33 gjz;;nl on 147.237.77.74 |lawidf.il Uhaut hori zed URL Access to v | awidf.il/sip storagel/files/ 8/ 638. pdf [B ock 1
66.249. 66.126 |Whited Sates 147.237.77. 170 |maar achot . i df . i | [Unaut hori zed URL Access to 147.237.77.170/ pdf /fil es/ 6/ 108906. pdf  |Bl ock 1
27.33.172.45 Australia 147.237.77.216|dover. i df . il Untraceabl e SSL Sessi ons: (pen Mbde None 1
207.46.13.185 |[lhited Sates  [147.237.76.200|ei t an. aka. i df . i | \Au';',‘;"v”;hto;:_zaii_ iu;_. mcte;nsplg?es/shared/usercontrol o revnena ez iaf i1 |FO%K 1
66.249.93.52  [lnited Qates  [147.237.77.234|hal ag.i df . i i;t r2l3t;m7$d2217?;:32;??1&%/23??55 fgi . B ock 1
65. 55. 213. 29 Lhited Sates 147.237.77. 216 |dover.idf.il D stributed Unaut hori zed LRL Access on waw idf.il/error. htm B ock

151. 226. 168. 14 |Uni ted K ngdom|147.237.77.176|matpash.idf.il |PHP Attenpt Bl ock
66.249.66.182 |lhited Sates  |147.237.77.74 |law i df.il ﬂ?fnzggr;;f*%?pfgfgfjgéﬁi | 65/ 5/ 1195, doc Bl ock 1
37.142.68. 90 I srael 147.237.77. 176 |nat pash. i df .i| |Dstributed P Atenpt B ock 1
207.241.229.33 |Wited Sates 147.237.72. 166 |aka. i df . i | Unknown Paraneter docid in aka.idf.il/ituriniasp/displayonesol dier.asp |None 1
66.249.93.107 |[Lhited Sates  [147.237.77.216|dover.idf .il Unaut hori zed URL Access to waw i df.il/1679- 18967/ dover . aspx B ock 1
66. 249. 66. 25 Lhited Sates  |147.237.77.216|dover.idf.il Lhaut hori zed URL Access to v i df.il/new B ock 1
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