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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country
81. 218. 65. 210

|Target Address  |Site

|Signature |Device Action  |Count |
| srael 147.237.77. 216 dover.idf.il Bl ock_UWp Al _Nets drop 3
134. 147. 203. 115 Ger many 147.237. 76. 147 chi nuch. aka.idf.il B ock Np Al Net drop 2
185. 130. 5. 224 147.237.77. 205 prisha.idf.il B ock Wp Al Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry rget Address |Site |Sgna1ure Devi ce Action |Count |
123.126.113.162 |China 147.237.77.216 |dover.idf.il CLl000071: HTTP: User Agent Sogou+web+spi der B ock 5
144.76.12.75 Ger many 147.237.77.216 |dover.idf.il C1000074: HITP. maj estic bot B ock 2
195. 154. 187. 115  |France 147.237.76. 86 navy.idf.il C1000074: HTTP. maj estic bot B ock 2
51. 255. 48. 152 United Kingdom |147.237.77.216 |dover.idf.il C1000074: HITP. naj estic bot B ock 2
198. 20. 69. 74 Lhited Sates 147.237.8. 24 e lifestyle. idf.i[13840: TLS QpenSSL Heartbeat Packet Bl ock 1
123.126. 113. 80 Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP. User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address |Target Address Aotr;uiikre; Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
176.13. 2. 99 147 237 77 216 |1 5 ael dover i df il ET DCS Large anount of TCP ZeroWndow - Possibl e Nkiller2 DDos 1

attack

63.221.141.195 [147.237.0.35 |Hong Kong akavs. i df il ET SCAN Potential SSH Scan 1
61.240. 144. 65 |147.237.76. 198 |hi na e.yohalan.idf.il [ET SCAN NMAP -sS wi ndow 1024 1
40.113.118.99 |147.237.0.19 |[Wnited Sates nadi matal .idf.i|ET SCAN NVAP -sS wi ndow 1024 1
24.46.253.169 [147.237.77.74 |Wited Sates lawidf.il ET SCAN NMAP -sS wi ndow 3072 1
213.136.91.26 |147.237. 77. 243 |Ger many nobi | e. i df il ET SCAN Potential SSH Scan 1
213.136.91.26 |147.237.72.14 |Ger many dover.idf.il (ol dJET SCAN Potential SSH Scan 1
213.136.91.26 |147.237.8.24 |Germany elifestyleidf.{ET SCAN Potential SSH Scan 1
175.6.7.73 147.237.0.33 [China idf.il ET SCAN Potential SSH Scan 1
63.221.141. 195 |147.237.0.34 |Hong Kong tikshuv.idf.il |ET SCAN Potential SSH Scan 1
40.113.118.99 |147.237.0.19 |[wnited Sates madimatal .idf.i |[ET SCAN NVAP -sS wi ndow 2048 1
40.113.118.99 [147.237.0.19 |Wited Sates madi matal .idf.i |[ET SCAN NVAP -f -sS 1
218. 246. 0. 97 147. 237. 76. 201 |Chi na eatal.idf.il ET SCAN NVAP -sS w ndow 1024 1
213.136.91.26 |147.237.72. 217 |Ger many eidf.il ET SCAN Potential SSH Scan 1
213.136.91.26 |147.237.8.45 |[Ger many eetanidf.il |ET SCAN Potential SSH Scan 1
195. 216. 176. 244|147, 237. 72. 217 |Latvia eidf.il ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address ‘Ste ‘Slgnature
84.228.179. 155 |[lIsrael 147.237.76.86 |navy.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 22
. . . SYNPAXK retransnit with different .
192. 243.55. 135 |Doni ni ca 147.237.77. 216 |dover.idf.il [Bad TCP sequence i ndow scal & noni t or 14
192. 243.55. 135 |Doni ni ca 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 11
- . . SYNPAXK retransmit with different .
192. 243. 55. 136 |Domi ni ca 147.237.77. 216 |dover.idf.il |Bad TCP sequence Vi ndow scal e noni t or 10
192. 243.55. 135 |Doni ni ca 147.237.77. 216 |dover.idf.il |SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 10
192. 243. 55, 138 |Doni ni ca 147.237.77. 216 |dover.idf.il  |Bad TOP sequence SINRAK retransmt wth different | o0 7
w ndow scal e
176.13.2.99 I srael 147.237.77.233atal .idf.il  |Bad TCP sequence Inval i d ACK nunber noni t or 7
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 7
5.29.165. 192 I srael 147.237.77.233|atal .idf.il  |Bad TCP sequence Inval i d ACK nunber noni t or 6
192. 243. 55. 135 |Doni ni ca 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber aert 6
192. 243. 55. 136 |Doni ni ca 147.237.77. 216 |dover.icf.il |Bad TCP sequence Invalid ACK nunber noni t or 6
- . . SYNPAXK retransmit with different .
192. 243.55. 132 |Domini ca 147.237.77. 216 |dover.idf.il |Bad TCP sequence Vi ndow scal e noni t or 6
192. 243. 55. 138 |Doni ni ca 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 6
64.19. 78. 242 Lhited Sates [147.237.76.44 |e.refuah.idf.il|Geo-| ocati on enf or cenent Geo- 1 ocation i nbound enforcenent |drop 6
192. 243.55. 132 |Doni ni ca 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 5
176.13.2.99 I srael 147.237.77.233atal .idf.il  |Bad TCP sequence Invalid ACK nunber aert 5
5.102.242.127 |Israel 147.237.72. 166 |aka. i of .i | Bad TCP sequence Inval i d ACK nunber noni t or 5
123.126. 113. 162|Chi na 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 5
84.110. 144. 163 |l srael 147. 237. 72. 166 |aka i df .i | SYN At t ack SYN -> SYN-ACK -> Ti nmeout rej ect 5
192. 243.55. 136 |Doni ni ca 147.237.77. 216 |dover.idf.il |SYN At ack SYN -> SYN-ACK -> Ti meout rej ect 5
5.29. 165. 192 I srael 147.237.77.233|atal .idf.il |[Bad TCP sequence Inval i d AGK nunber aert 4
8.37.227.81 é{n;(r;ynnus 147.237.77. 216 |dover.idf.il |Bl ock HTTP Non Conpl i ant Response out of state nonitor |4
Sreaning Engine: TCP Invalid i i ssi
46.121.96.221 |israel 147. 237.76. 200 |ei tan. aka. i df .| 9 =g Invalid segnent retransmssion. drop 4
Ret ransni ssi on Packet dr opped.
Anonynous R . .
8.37.227.68 Pr oxy 147.237.77. 216 |dover.idf.il |Bl ock HTTP Non Conpl i ant Response out of state noni t or 4
37.46. 39. 251 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 4
8. 37. 227. 69 é{”;(’;ym’us 147.237.77. 216 |dover.idf.il |Bl ock HTTP Non Conpl i ant Response out of state moni tor |4
192. 243.55. 138 |Doni ni ca 147.237.77. 216 |dover.idf.il |SYN At ack SYN -> SYN-ACK -> Ti meout rej ect 4
192. 243.55. 132 |Doni ni ca 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber alert 3
46. 19. 85. 60 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber alert 3
46. 19. 85. 60 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 3
192. 243.55. 136 |Doni ni ca 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber alert 3
192. 243.55. 132 |Doni ni ca 147.237.77. 216 |dover.idf.il |SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 3
2.54.46.5 I srael 147. 237.72. 166 |aka. i of .i | SYN At ack SYN -> SYN-ACK -> RST rej ect 3
192. 243.55. 138 |Doni ni ca 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber alert 3
Sreaning Engine: TCP Invalid i i ssi
46.19. 85.72 I srael 147.237.72. 166 |aka.i df . i 9 =g Invalid segment retransmission. drop 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
185.27.106.6 |l srael 147. 237.72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. drop 3
Ret r ansm ssi on Packet dropped.
2.54.141. 161 I srael 147.237.72. 156 |anan.idf.il  |SYN Att ack SYN -> SYN-ACK -> RST rej ect 3
Sreaming Engine: TP Invalid i i ssi
87.70.33.153  |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. drop 3
Ret r ansm ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
79.182.132.69 |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransnission drop 3
Ret r ansmi ssi on Packet dropped.
Sreaming Engine: TP Invalid i i ssi
46.19.86.154  |israel 147. 237.77. 243 |nobi l e. i f . i 9 =g Invalid segnent retransmssion. drop 3
Ret r ansm ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
109.65.39.63  |Israel 147.237.72. 166 |aka. i df . 9 =g Inval i d segnent retransnission. drop 3
Ret r ansmi ssi on Packet dropped.
Sreaming Engine: TP Invalid i i ssi
46.121.60.101 |Israel 147.237.77. 243 |nobil e. i of . 9 =9 Invalid segnent retransmssion. drop 2
Ret r ansm ssi on Packet dropped.
192. 243. 55. 135 |Domi ni ca 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop
85. 64.109.198 |[lIsrael 147.237.72. 166 |aka.idf .il Bad TCP sequence Inval i d ACK nunber alert
Sreaning Engine: TCP Invalid i i ssi
66.249.65.65  |Uited Sates |147.237.72.166 |aka i df.il 9 =9 Invalid segnent retransmssion. drop 2
Ret r ansm ssi on Packet dropped.
106. 38. 241. 106 |Chi na 147. 237. 72. 166 |aka.i df .i | dr op SAMrule drop 2
192. 243. 55. 138 |Domi ni ca 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 2
85. 64.109. 198 |Israel 147.237.72. 166 [aka.i df .i | Bad TCP sequence Inval i d AGK nunber noni t or 2
37.26.147.206 |Israel 147.237.72. 156 |anan.idf.il  |SYN Att ack SYN -> SYN-ACK -> RST rej ect 2
37.26.147.206 |Israel 147. 237. 72. 156 |anan. i of .i | Bad TCP sequence aert 2
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
85.64.109. 198 |l srael 147.237.72. 166 |aka. i df . i | Mil tiple Unaut horized Method for Known URL from 85.64. 109. 198 B ock 18
46.121.65.135 |israel 147.237.77. 243|nobi | e. i df . i | x;ﬂtgcl’rd'lee? /t’;egpgrcyim;es/”st hi 1 ddocuent s/ 1362 Bl ock 2
135.23.223.82 [Canada 147.237.77. 216 |dover . i df . i | Untraceabl e SSL Sessi ons: (pen Mvde None

66. 249. 69. 8 Wited Sates [147.237.76. 147 |chi nuch. aka. i df . i|Uhaut hori zed URL Access to www chi nuch. aka. i df .il/404. htm Bl ock
2.54.46.5 I srael 147.237.72. 166 |aka. i df . i | %ﬁgﬁa&fﬁfﬁfg Protocol violation None 1
207.46.13.171 |lhited Sates [147.237.72.166|aka.idf.il Unhaut hori zed URL Access to 147.237.72. 166/ robots. t xt Bl ock 1
85.64.109.198 | srael 147. 237.72. 166 |aka. i df . i | m“;kgorl idﬁdl /'\:; ?jgazf:ﬁ;e?;u“.aspx Bl ock 1
66. 249. 66. 64 Lhited Sates [147.237.77.170|nmmar achot . i df .i| |[Uhauthorized URL Access to 147.237.77.170/ robots. t xt Bl ock 1
177.220.176.19 |Brazil 147.237.77.216|dover . i df . i | Lhtraceabl e SSL Sessi ons: Qpen Mde None 1
71.86.122.170 |lnited Sates |147.237.77.216|dover.idf.il SSL Untraceabl e Connection - Qpen Mde None 1
207.241.229. 215|lnited Sates |147.237.72.166aka. i df.i | Unknown Paraneter catid in aka.idf.il/ituriniasp/di spl ayonesol dier.asp [None 1
93. 160. 60. 22 Denmar k 147.237.77.216|dover . i df .i | Unaut hori zed URL Access to waw i df.il/newsitelenglish Bl ock 1
66. 249. 66. 67 Uited Sates |147.237.77.170|maarachot.idf.i| |Uauthorized LR Access to 147.237.77.170/ pdf/files/5/111585. pdf  |B ock 1
2.54.46.5 I srael 147.237.72. 166 |aka. i df . i | Mil tiple Untraceabl e SSL Sessions from2.54.46.5 (Qpen Mde) None 1
192. 243.55. 136 |Doni ni ca 147.237.77.216|dover . i df .i | Uhaut hori zed URL Access to waw i df . i|/banmahane Bl ock 1
77.75.78. 163 Czech Republic|147.237.77.216|dover.idf.il Lhaut hori zed URL Access to waw i df.il/newsitel engli sh/ nain. asp B ock 1
64.19. 78. 242 Lhited Sates [147.237.72.166|aka.idf.il Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
66.249.66. 126 |Lhited Sates |147.237.77.170|nmar achot . i df.il [Uauthorized URL Access to 147.237.77.170/ pdf/fil es/ 6/ 107496. pdf  [B ock 1
2.54.46.5 I srael 147.237.72. 166 |aka. i df . i | ?"‘;éi_"ﬁg’ﬁfﬁ;ﬂ ons from2 54.46.5 (Protocal violation None 1
194. 72. 238. 241 E?i;;gom 147.237.77.216|dover. i df . il Uhaut hori zed URL Access to waw i df.il/xyzzy B ock 1
80. 246.133.97 |[lIsrael 147.237.77.216|dover . i df . i | D stributed Lhaut hori zed URL Access on waw i df.il/error. htm B ock
66.87.123.107 |lnited Sates |147.237.77.216|dover.idf.il Unt raceabl e SSL Sessi ons: (pen Mbde None
157.55.39.130 |Uhited Sates |147.237.72.166|aka.idf.il Unaut hori zed URL Access to www aka. i df.il/edinitheproj/ Bl ock
66.249.66.179 |Wnited Sates [147.237.77.74 |lawidf.il ;2‘;‘_”;2?;if’%}g‘p_p;c;s;gélofi | o5/ 4/ 444, doc Bl ock 1
2.54.46.5 | srael 147.237.72. 166 |aka. i df . i | SSL Uhtraceabl e Connection - (pen Mde None 1
198.58.102. 155 |[lhited Sates |[147.237.77.216|dover.idf.il Uhaut hori zed LRL Access to waw i df.il/1294-he/ wan i df . il B ock 1
66. 249. 66. 25 Lhited Sates |147.237.77.216|dover.idf.il D stributed Lhauthori zed URL Access on wawidf.il/error. htm B ock 1
157.55.39. 145 |lhited Sates [147.237.0.34 |tikshuv.idf.il Paraneter Type Molation catld in wwtikshuv.idf.il/site/contactus.aspx |B ock 1
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