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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site

Signature

Device Action |Count]|

81. 218. 65. 210 | srael 147.237.77. 216 dover.idf.il ock Wp Al _Nets drop 3
54.72.182.187 Irel and 147.237.77. 216 dover.idf.il Bl ock_Udp All _Nets drop 2
183. 68. 161. 220 Chi na 147.237.8. 24 e lifestyle.idf.il|B ock Wp All Nets dr op 1
42.112.10. 75 i et nam 147.237.72. 167 ishurimaka.idf.il|lnvalid TP Hags drop 1
42.112.10. 84 i et nam 147.237.72. 167 ishurimaka.idf.il|lnvalid TP Hags drop 1
192. 243. 55. 134 Doni ni ca 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
42.112.10. 80 i et nam 147.237.72. 167 ishurimaka.idf.il|lnvalid TG? H ags drop 1
42.112.10. 73 \i et nam 147.237.72. 167 i shurimaka.idf.il|lnvalid TGP H ags drop 1
42.112.10. 81 i et nam 147.237.72. 167 i shurimaka.idf.il|lnvalid TP H ags drop 1
42.112.10. 74 i et nam 147.237.72. 167 ishurimaka.idf.il|lnvalid TP Hags drop 1
42.112.10. 83 i et nam 147.237.72. 167 ishurimaka.idf.il|lnvalid TGP H ags drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address ‘Sgnature Devi ce Action |Count
46.116.11. 31 I srael 147.237.0. 34 ti kshuv.idf.il |Cl1000138: HITP. prefix 1.01 in the URL B ock 14
79.182.151. 228 I srael 147.237.0. 34 tikshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 4
123.126.113.162 |China 147.237.77.216 |dover.idf.il C1000071: HTTP. User Agent Sogou+web-+spi der Bl ock 3
151. 80. 31. 154 Italy 147.237.72.166 |aka.idf.il Cl000146: HITP. AnrefBot craw er B ock 2
123. 126. 113. 80 Chi na 147.237.72.166 |aka.idf.il Cl000071: HTTP. User Agent Sogou+web+spi der B ock 1
151. 80. 31. 151 Italy 147.237.72.166 |aka.idf.il Cl000146: HITP. AnrefBot craw er Bl ock 1
151. 80. 31. 153 Italy 147.237.72.166 |aka.idf.il Cl000146: HITP. AnrefBot craw er B ock 1
151. 80. 31. 153 Italy 147. 237. 76. 42 refuah.idf.il |Cl000146: HTTP. AhrefBot craw er B ock 1
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|Top Attackers In |D|

Target Address

At acker
Count ry

Signature

ET DOB5 Large anount of TCP ZeroVWndow - Possible Nkiller2

80.246.130.5 |147.237.77. 233l srael atal.idf.il 12
DDos attack
66.249. 64. 153 |147.237.77.226|lhited Sates  |wan chanatz. aka.idf.il [ET SCAN NVAP -sA (2) 4
195. 34. 150. 18 [147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
185.130.5.98 |147.237.76. 201 e.atal.idf.il ET SCAN NMAP -sS wi ndow 1024 1
95.130. 13.220 [147.237.0.15 |France kosher -kravi .idf.il ET SCAN Potential SSH Scan 1
94.102. 48.193 [147.237. 77. 179 |Net her| ands e.nazi.idf.il ET SCAN NMAP -sS wi ndow 1024 1
82.166. 184. 187 |147.237.8.24 [l srael elifestyleidf.il ET SCAN NVAP -sS w ndow 1024 1
217. 10. 46. 148 [147.237.0. 33 RF;Z::I’} o idf.il ET SCAN Potential SSH Scan 1
61.240. 144. 64 |147.237.77. 243 |Chi na nobi | e.idf.il ET SCAN NMAP -sS wi ndow 1024 1
213.136.91.26 [147.237.77.212|Ger many e.dover.idf.il ET SCAN Potential SSH Scan 1
201. 232. 25. 160 |147. 237. 72. 14 |Col onbi a dover.idf.il (ol d) ET SCAN NVAP -sS wi ndow 1024 1
191. 34, 237. 213 [147. 237. 76. 30 |Brazil hi nush. i df . i | ET SCAN Behavi oral Lhusual ly fast inbound Tel net Connect i ons, 1
Potential Scan or Brute Force
95.130. 13.220 [147.237.8.24 |France elifestyle.idf.il ET SCAN Potential SSH Scan 1
95.130. 13.220 [147.237.0.15 |France kosher-kravi .idf.il ET SCAN NMAP -sS wi ndow 1024 1
82.166. 184. 187 [147.237.8.24 |[Israel elifestyleidf.il ET SCAN NMAP -sS wi ndow 2048 1
82. 166. 184. 187 |147.237.8.24 |l srael elifestyle.idf.il ET SCAN NVAP -f -sS 1
217.10. 46. 148 |147.237.0.35 RF;Z::;‘]W akavs. i df i ET SCAN Potential SSH Scan 1
217.10. 46. 148 [147.237.0.16 RF;ZZL::} o ny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
201. 232. 25. 160 |147. 237. 72. 14 |Col onbi a dover.idf.il (ol d) ET SCAN NVAP -sS w ndow 3072 1
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|Top Attackers In FW |

A tacker

Devi ce

count ry Target Address |Ste Signature Action ‘Count
Sreaming Engine: TP Invalid i i ssi
2.54.169.16  |Israel 147.237.76. 200 |ei tan. aka.i df . i 9 =g nvalid segnent retransmssi on. drop 69
Ret r ansm ssi on Packet dropped.
192. 243. 55. 133 |Doni ni ca 147.237.77. 216 |dover. i df .i Bad TCP sequence SIAXK retransmt with different moni t or 15
w ndow scal e
37.142.68.56 |Israel 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 13
192. 243. 55. 136 |Doni ni ca 147. 237.77. 216 |dover i df .1 Bad TCP sequence SINAK retransmt with different ooy or |12
w ndow scal e
192.243.55.132 |[Domnica  |147.237.77. 216 |dover.idf .1 Bad TCP sequence SAK retransmt with different Joooiior |11
w ndow scal e
- . . SYNtAXK retransnmit with different .
192. 243. 55. 134 |Doni ni ca 147.237.77. 216 |dover. i df .i Bad TCP sequence vi ndow scal e noni t or 9
192. 243. 55. 132 |Doni ni ca 147.237.77. 216 |dover. i df .i Bad TCP sequence I nval i d ACK nunber noni t or 9
- . . SYNtAXK retransmit with different .
192. 243. 55. 131 |Doni ni ca 147.237. 77. 216 |dover.idf.il Bad TCP sequence wi ndow scal e noni t or 9
192. 243. 55. 136 |Doni ni ca 147.237.77. 216 |dover. i df .i Bad TCP sequence I nval i d ACK nunber noni t or 9
192. 243. 55. 133 |Doni ni ca 147.237.77. 216 |dover. i df .i Bad TCP sequence Inval i d ACK nunber noni t or 8
192. 243. 55. 134 |Domi ni ca 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYNACK -> Ti meout rej ect 8
192. 243. 55. 131 |Doni ni ca 147.237.77. 216 |dover. i df .i Bad TCP sequence I nval i d ACK nunber noni t or 8
192. 243. 55. 136 |Domi ni ca 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 8
- . . SYNtAXK retransnmit with different .
192. 243. 55. 137 |Doni ni ca 147.237.77. 216 |dover. i df .i Bad TCP sequence vi ndow scal e noni t or 7
192. 243. 55. 134 |Doni ni ca 147.237.77. 216 |dover. i df .i Bad TCP sequence I nval i d ACK nunber noni t or 7
192. 243. 55. 134 |Doni ni ca 147.237.77. 216 |dover.i df .i | Bad TCP sequence noni t or 6
80.246.130.5 |[lsrael 147.237.77. 233 |atal .idf.il Bad TCP sequence I'nval i d AGK nunber noni t or 6
192. 243. 55. 134 |Domi ni ca 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 6
192. 243. 55. 132 |Doni ni ca 147.237.77. 216 [dover.i df .i | SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 6
45. 219. 210. 220 |Ur uguay 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
Sreaming Engine: TGP Invalid i i ssi
66.249.65.16 |Uited Qates |147.237.0.19 |nadimatal .idf.il g =g nvalid segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dropped.
192. 243. 55. 132 |Doni ni ca 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d AGK nunber alert 5
192. 243. 55. 134 |Doni ni ca 147.237. 77. 216 |dover. i df .i Bad TCP sequence I nval i d ACK nunber alert 5
109. 67. 14. 162 |l srael 147.237.0.34 |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 5
192. 243. 55. 136 |Doni ni ca 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d AGK nunber alert 5
192. 243. 55. 133 |Doni ni ca 147.237.77. 216 |dover.i df .i | SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 5
45. 219. 210. 220 | uguay 147.237.77. 216 |dover. i df . Bad TCP sequence SINeAX retransmt with different | oo |5
w ndow scal e
212. 143.142. 56 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 5
192. 243. 55. 131 |Doni ni ca 147.237. 77. 216 |dover. i df .i Bad TCP sequence I nval i d ACK nunber alert 5
192. 243. 55. 133 |Domi ni ca 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5
212.34.23.1 Jor dan 147.237. 77. 216 [dover . i df . | Bl ock HITP Non Conpl i ant noni t or 5
46.19.85.225 |lsrael 147.237.77. 234 |hal ag.idf .i Bad TCP sequence I nval i d ACK nunber noni t or 4
192. 243. 55. 133 |Doni ni ca 147.237.77. 216 |dover.i df il Bad TCP sequence Inval i d ACK nunber aert 4
45, 219. 210. 220 |Ur uguay 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 4
192. 243. 55. 131 |Doni ni ca 147.237.77. 216 |dover. i df .i SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 4
Sreaning Engine: TCP Invalid i i ssi
46.19.85.225 |Israel 147.237.77. 234 |nal ag.i o . i 9 =g Invalid segnent retransmssi on. drop 4
Ret r ansm ssi on Packet dropped.
192. 243. 55. 131 |Doni ni ca 147.237. 77. 216 |dover. i df .i Bad TCP sequence noni t or 4
Sreaming Engine: TP Invalid i i ssi
65.55. 210. 159 |Wnited Sates |147.237.76. 200 |eitan aka.idf.il 9 =g nval i d segnent retransmssi on. drop 4
Ret r ansm ssi on Packet dropped.
45, 219. 210. 220 |Ur uguay 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN ACK -> Ti meout rej ect 4
45.219. 210. 220 |Ur uguay 147.237. 77. 216 |dover. i df .i SYN Attack rej ect 4
192. 243. 55. 131 |Doni ni ca 147.237.77. 216 |dover.i df il drop Frst packet isn't SN drop 4
46.19.86.241 |lsrael 147. 237. 76. 147 |chinuch. aka. i df . i [|Bad TCP sequence Inval i d ACK nunber noni t or 3
Sreaming Engine: TGP Invalid i i ssi
185.32.179.10 |Israel 147.237.77. 243 |robi L e. i of . i1 g =g nvalid segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dropped.
5.102.242.243 |Israel 147.237.77. 216 |dover.i df .i Bad TCP sequence Inval i d AGK nunber noni t or 3
Sreaning BEngine: TCP Invalid i i ssi
149.78.26. 141 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. drop 3
Ret r ansm ssi on Packet dropped.
212.34.23.1 Jordan 147.237.77. 216 |dover.i df il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect
5.22.131.7 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d AGK nunber noni t or
Sreaming Engine: TGP Invalid i i ssi
132. 66. 237. 155 |I srael 147.237.72. 166 |aka.i df . g =g nvalid segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
84.95.117.18 |Israel 147. 237.72. 166 |aka. i of .11 9 =9 nval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i ssi
176.13.5.45  |Israel 147.237.72. 166 |aka.i df . g =g nvalid segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dropped.
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry |[Target Address |Site Sgnature Action ‘Count
212.34.23.1 Jordan 147.237.77.216|dover.i df . il Mil tiple Malformed LRL from212.34.23. 1 Bl ock
212.34.23.1 Jor dan 147.237.77.216|dover . i df . il Ml ti pl e Uhknown HTTP Request Method from 212.34.23. 1 B ock
. . . Uhaut hori zed URL Access to
85.64.134. 175 I srael 147.237.77. 243 nobi | e. i df . i | nobi | e.idf.il/categorytenpl ates/listchil ddocunent s/ 1465 Bl ock 4
212.34.23.1 Jor dan 147.237.77.216|dover. i df . il Mil ti pl e Abnormal |y Long Request from212.34.23.1 B ock
79.182.189. 187 [Israel 147.237.0.19 |[nmadimatal .idf.i|Dstributed Suspicious Response Code B ock
85.64.134.175 |[Israel 147.237.77.243|nobi l e.idf . il Ml tipl e Unaut hori zed URL Access from 85.64. 134. 175 B ock
. . Paraneter Type Mol ation FreeText in
79.176.241. 211 |israel 147.237.77.74 |law idf.il v mag. i df i 1/ 1117- hel pat zar . aspx Bl ock 2
207.46.13.107 |lLnited Sates 147.237.77.216|dover. i df .il D stributed Lhauthori zed UR. Access on waww idf.il/error.htm B ock 2
208.115.113.89 |Wiited Sates 147.237.77.216|dover.idf .il Mil tipl e Waut hori zed URL Access from 208. 115. 113. 89 B ock 2
109. 253.139. 59 |l srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 2
212.34.23.1 Jordan 147.237.77.216|dover.idf .il Miltiple Illegal HITP \ersion from212.34.23.1 B ock 2
121. 205. 231. 151|Chi na 147.237.77.233|atal .idf.il PHP Attenpt B ock 2
212.34.23.1 Jor dan 147.237.77.216|dover . i df . il Mal formed URL http/1.1 B ock 1
121. 205. 231. 151|Chi na 147.237.77.233|atal .idf .il Lhaut hori zed LRL Access to atal.idf.il/894-helatal.aspx/xmrpc. php [B ock 1
40.77. 167. 20 Lhited Sates 147.237.77.216|dover. i df .l Dstributed Whaut hori zed URL Access on waw idf.il/error.htm Bl ock 1
. . Unknown HTTP Request Met hod / NavMenu. css. aspx?l ang=ar in URL
212.34.23.1 Jordan 147.237.77.216|dover.i df .l v o i | http/ 1. 1 Bl ock 1
Lhited Arab . . ) S
86.99. 44. 112 Eir ot 65 147.237.77.216|dover.idf .l Uhaut hori zed URL Access to waw i df.i|/xmrpc. php B ock 1
66. 249. 69. 89 Lhited Sates 147.237.77.233|atal .idf .il D stributed Uhaut hori zed URL Access on 147.237.77.233/robots. txt |B ock
130.193.51. 62 |Russian Federation |147.237.77. 216 |dover.idf.il Dstributed Lhauthori zed UR. Access on waww i df.il/error.htm B ock
. . D stributed Whaut hori zed URL Access on
46. 19. 85. 225 I srael 147.237.77.234|hal ag. i df . i | 147. 237 77. 234/ i nages/ shar ed/ bul | et 1. g f Bl ock 1
66. 249. 69. 97 Lhited Sates 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/ 1245- he/ at al . aspx B ock 1
. . DO stributed Whaut hori zed URL Access on
2.52.189. 239 I sr ael 147.237.77.234|hal ag. i df . i | 147, 237. 77. 234/ i nages! shar ed/ bul | et 1. gi f Bl ock 1
192. 243.55. 131 |Doni ni ca 147.237.77.216|dover . i df . il Lhaut hori zed LRL Access to waw i df.il/newsitel english/ 1225- B ock 1
46.19. 86. 102 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ ref uah. aspx  [B ock 1
212.34.23.1 Jordan 147.237.77.216|dover.idf .il Abnormal |y Long Request net hod B ock 1
121. 205. 231. 151|Chi na 147.237.77.233|atal .idf.il Mil tipl e Unhauthorized URL Access from 121. 205, 231. 151 B ock 1
: . . Uhaut hori zed URL Access to
68.180.228.175 [Uhited Sates 147.237.76.42 (refuah.idf.il 147, 237. 76. 42/ 994~ 9234- he/ r ef uah. aspx B ock 1
. . Uhaut hori zed URL Access to
2.54.136.1 I srael 147.237.77.234|hal ag. i df . i | 147.237. 77. 234/ i nages/ shar ed/ bul | et 1. gi f Bl ock 1
: . . Uhaut hori zed URL Access to
198.199. 84. 198 [Lhited Sates 147.237.77. 176 |nat pash. i df . i | v cogat i df i 1/si p storagel il es/ 9/ 4629. ] pg Bl ock 1
66. 249. 66. 37 Lhited Sates 147.237.77.216|dover.idf.il Unhaut hori zed URL Access to 147.237.77. 216/ Bl ock 1
212.34.23.1 Jordan 147.237.77.216|dover.idf .il Illegal HITP \ersion B ock 1
68. 180. 230. 244 |[wnited Sates 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/robots. t xt B ock 1
37.238.164.57 |iraq 147.237.77.216|dover. i df . il Uhaut hori zed URL Access to wawidf.il/arr/ B ock 1
199.87.224.66 |Uited Sates 147.237.77.216|dover.idf .il SSL Untraceabl e Connection - Cpen Mde None 1
86.99. 44,112  |Wted Arab 147.237.77. 216 |dover . i df . i | PHP At t enpt B ock 1
Emrates
66. 249. 69. 81 Lhited Sates 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237. 77. 233/ 1243- he/ at al . aspx B ock 1
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