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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
79.180. 67. 73 | srael 147.237.72. 167 ishurimaka idf.il |Anonal y-TLS renegotiation-di dest - reset 225
82.145.211. 173 Eur ope 147.237.77. 216 dover.idf.il ock | p_ VWb In drop 27
82. 145. 222. 36 Eur ope 147.237.77. 216 dover.idf.il Block Ip Véb In dr op 17
82. 145, 211. 173 Eur ope 147.237.76. 42 refuah.idf.il Block Ip Véb In drop 6
81. 218. 65. 210 | srael 147.237.77. 216 dover.idf.il Bl ock Udp Al _Nets drop 6
134.147. 203. 115 Cer many 147.237.77.212 e.dover.idf.il B ock Np Al _Net drop 2
134. 147. 203. 115 Cer many 147.237.77. 227 e hanaz.idf.il B ock Np Al _Net drop 2
89. 248. 160. 138 Net her | ands 147.237.76. 176 test.ncore.idf.il B ock Np Al Net drop 1
54.72.182.187 Irel and 147.237.77. 216 dover.idf.il Bl ock Wp Al Nets dr op 1
167. 114. 90. 12 Canada 147. 237.76. 199 e. nakchal .idf.il Block Udp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry rget Address |Site |Sgnalure |Ds-vi ce Action |Oount |
79.182.151.228 |Israel 147.237.0. 34 tikshuv.idf.il |[C1000138: HTTP. prefix 1.01 in the UR B ock 14
109. 253.159. 88 [l srael 147.237.77.176 |mat pash.idf.il [14170: HITP: Bl ank User-Agent (descriptor but no string) B ock 7
123.126.113. 162 |Chi na 147.237.77.216 |dover.idf.il C1000071: HTTP. User Agent Sogou+web+spi der Bl ock 3
151. 80. 31. 153 Italy 147.237.72.166 |aka.idf.il C1000146: HTTP.  AhrefBot craw er B ock 2
151. 80. 31. 150 Italy 147.237.72.166 |aka.idf.il C1000146: HTTP.  AhrefBot craw er B ock 2
151. 80. 31. 154 Italy 147.237.72.166 |aka.idf.il C1000146: HTTP. AnrefBot craw er Bl ock 2
151. 80. 31. 151 Italy 147.237.76.86  |navy.idf.il C1000146: HITP.  AhrefBot craw er B ock 2
151. 80. 31. 154 Italy 147.237.76.42 |refuah.idf.il |[Cl000146: HITP. AhrefBot craw er B ock 2
151. 80. 31. 152 Italy 147.237.72.166 |aka.idf.il C1000146: HTTP. AnrefBot craw er Bl ock 2
151. 80. 31. 154 Italy 147.237.76.86  |navy.idf.il C1000146: HITP.  AhrefBot craw er B ock 2
157. 55. 39. 145 Lhited Sates 147.237.0. 34 tikshuv.idf.il [C1000138: HTTP. prefix 1.01 in the LR B ock 1
151. 80. 31. 153 Italy 147.237.76.42 |refuah.idf.il [Cl000146: HITP. AhrefBot craw er Bl ock 1
207. 46.13. 70 Lhited Sates 147.237.0. 34 tikshuv.idf.il |[C1000138: HTTP. prefix 1.01 in the UR B ock 1
151. 80. 31. 150 Italy 147.237.76.42 |refuah.idf.il |[Cl000146: HITP. AhrefBot craw er B ock 1
123.126.113.80 |China 147.237.72.166 |aka.idf.il C1000071: HTTP:. User Agent Sogou+web+spi der Bl ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
66. 249. 66. 36 147.237.77.74 |Wnited Sates |lawidf.il ET SCAN NVAP -sA (2) 2
5. 58. 76. 88 147.237.0.35 |lkraine akavs. i df .i | ET SCAN Potential SSH Scan 1
196.47.173.21 |147.237.76.202|te Dlvoire |e.halag.idf.il ET SCAN NVAP -sS w ndow 4096 1
5.58. 76. 88 147.237.0.15 |lkraine kosher-kravi.idf.il [ET SCAN Potential SSH Scan 1
196.47.173.21 |147.237.76.202|Gte Dlvoire |e.halag.idf.il ET SCAN NVAP -f -sS 1
185. 130. 5. 98 147.237.77. 170 naarachot.idf.il  [ET SCAN NVAP -sS wi ndow 1024 1
104.192. 0. 20 147.237.8.24 |lWited Sates |elifestyle.idf.il |ET SCAN Potential VNC Scan 5900- 5920 1
104. 192. 0. 19 147.237.72. 167 [Lited Sates [ishurimaka.idf.il |ET SCAN Potential VNC Scan 5900- 5920 1
91.201. 236. 114 |147. 237. 76. 148 |krai ne gqcenter. aka.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
213.136.91.26 [147.237.8.24 |Germany elifestyle.idf.il |ET SCAN Potential SSH Scan 1
50203 216. 14 |147 237 77 216 |t ted Sates |dover.idh. il G5 WNDOME M crosoft Forefront UAG javascript handler in LR XSS 1

at t enpt

. . ... |ET SCAN Behavi oral Uhusual |y fast Terminal Server Traffic, Potentiag

200. 0. 197. 26 147.237.0.19 |Argentina nadi matal .idf.il ) 1

Scan or Infection
5. 58. 76. 88 147.237.0.34 |kraine tikshuv.idf.il ET SCAN Potential SSH Scan 1
196.47.173.21 |147.237.76.202|te Dlvoire |e.halag.idf.il ET SCAN NVAP -sS w ndow 2048 1
104. 192. 0. 20 147.237.77. 243 |Whited Sates |nobile.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
104.192. 0. 19 147.237.77.205|thited Sates |prisha.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
104. 128. 144. 131|147. 237. 72. 166 [Canada aka.idf.il ET SCAN NVAP -sS wi ndow 3072 1
91.201. 236. 114 [147. 237. 76. 148 |krai ne gacenter. aka.idf.il |ET DROP Spanhaus DRCP Listed Traffic | nbound 1
213.136.91.26 |147.237.76.39 |Ger many nobi | e. nei tav.idf.i |[ET SCAN Potential SSH Scan 1
66.249. 65. 167 |147.237.72.166 |Lhited Sates |aka.idf.il SER\/ER APAO—E.Apache mod_ss| non-SSL connection to SSL port 1

deni al of service attenpt
213.136.91.26 [147.237.8.14 |Germany e.orchot.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address ‘Ste ‘Slgnature
185. 3. 147. 208 |l srael 147.237.77.233|atal .idf.il  |Bad TCP sequence Invalid AGK nunber noni t or 95
- o SYNPAXK retransmit with different )
192. 243.55. 138 |Doni ni ca 147.237.77. 216 |dover.idf.il |Bad TCP sequence i ndow scal @ noni t or 19
192. 243. 55. 137 |Doni ni ca 147.237.77. 216 |dover.idf.il |Bad TCP sequence I nval i d ACK nunber noni t or 16
192. 243.55. 138 |Doni ni ca 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid AGK nunber noni t or 14
192. 243.55. 134 |Doni ni ca 147.237.77. 216 |dover.idf i1 |Bad TCP sequence SINAX retransmt with different | oo |13
w ndow scal e
Russi an : . |Streaming Engine: TCP Invalid Inval i d segnent retransnission.
95. 221. 235. 32 er ot on 147.237.76. 200 |ei tan. aka. i df . i Ret r ansmi ssi on Packet  dr opped. drop 12
192. 243.55. 135 |Doni ni ca 147.237.77. 216 |dover.idf i1 |Bad TCP sequence SINAK retransmt with different | oo |1g
w ndow scal e
192.243.55. 137 |Cominica 147.237.77. 216 |dover.if .11 [Bad TOP sequence SINHAK retransmt with different | onitor |12
W ndow scal e
Russi an . . |Streamng Engine: TCP Invalid Invalid segnent retransnssion.
188. 187. 6. 168 e ot on 147.237.76. 200 |ei tan. aka. i df . i Ret r ansm ssi on Packet dr opped. drop 9
Russi an : . |Streaming Engine: TCP Invalid Inval i d segnent retransnission.
95. 84. 219. 62 Federati on 147.237.76. 200 |eitan. aka. i df .| Ret 1 ansni Ssi on Packet dr opped. drop 9
. o SYNtAXK retransnit with different .
192. 243.55. 131 |Doni ni ca 147.237.77. 216 |dover.idf.il |Bad TCP sequence wi ndow scal 6 noni t or 9
192. 243.55. 138 |Doni ni ca 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 9
Russi an . . |Streaming Engine: TCP Invalid Invalid segnent retransnission.
176.77.31. 24 Federat i on 147.237. 76. 200 |ei tan. aka. i df . i Ret 1 ansni ssi on Packet dr opped. drop 9
192. 243. 55. 137 |Doni ni ca 147.237.77. 216 |dover.idf.il |Bad TCP sequence I nval i d ACK nunber alert 8
192. 243.55. 137 |Donini ca 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 8
192. 243. 55. 133 |Doni ni ca 147.237.77. 216 |dover.idf.il |Bad TCP sequence noni t or 8
192. 243.55. 138 |Doni ni ca 147.237.77. 216 |dover.idf.il |Bad TCP sequence I nval i d ACK nunber alert 7
212.143.142.56 |Israel 147.237.77. 216 |dover.idf.il |drop First packet isn't SW drop 7
Sreaming Engine: TGP Invalid i i sSi
109.253.193.5 |israel 147.237. 77. 243 |robi | e. i df . i | 9 =9 nval i d segnent retransmssi on. drop 6
Ret r ansn ssi on Packet dr opped.
192. 243.55. 133 |Doni ni ca 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid AGK nunber noni t or 6
Sreamng Engine: TCP Invalid i i ssi
46.19.85.104  |israel 147. 237.77. 243 |nubi l e.i df .i 9 =g nval i d segnent retransmssi on. drop 6
Ret ransm ssi on Packet dropped.
reanming BEngine: TCP Invali i i ssi
79.182.11.194 | srael 147.237.72. 166 |aka i 11 | €AMNg Engine: TCP Invalid —Jinvalid segnent retransnission drop 6
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
79.182.39.43  |Israel 147.237.72. 166 |aka i df .i 9 =g nval i d segnent retransmssi on. drop 6
Ret ransm ssi on Packet dropped.
reanming BEngine: TCP Invali i i ssi
79.183.151.9  |israel 147, 237.77. 243 |mabi e i o1 | €AM NG Engine: TCP Invalid — Jinvalid segnent retransnission drop 6
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
109. 65. 236. 67 |Israel 147. 237.72. 166 |aka. i f .11 9 =g nval i d segnent retransmssi on. drop 6
Ret ransm ssi on Packet dropped.
192. 243. 55. 137 |Doni ni ca 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 6
192. 243.55. 133 |Doni ni ca 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 5
192. 243.55. 134 |Doni ni ca 147.237.77.216|dover.idf.il |SYN At tack SYN -> SYN-ACK -> Ti meout rej ect 5
192. 243. 55. 133 |Doni ni ca 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 5
192. 243.55. 131 [Doni ni ca 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d AGK nunber noni t or 5
192. 243. 55. 133 |Donmi ni ca 147.237.77.216|dover.idf.il |Bad TCP sequence I'nval i d ACK nunber alert 5
192. 243.55. 131 |Doni ni ca 147.237.77. 216 |dover.idf.il |SYN At ack SYN -> SYN-ACK -> Ti neout rej ect 4
192. 243.55. 134 |Doni ni ca 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid AGK nunber noni t or 4
2.54.167. 46 I srael 147.237.72.156 |anan.idf.il  |SYN Att ack SYN -> SYN-ACK -> RST rej ect 4
192. 243. 55. 138 |Doni ni ca 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 4
Sreamng Engine: TCP Invalid i i ssi
46.19. 85. 74 I'srael 147. 237. 72. 166 |aka. i f . i 9 =g nval i d segnent retransmssi on. drop 3
Ret ransm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi
79.181.56.14  |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segent retransmssion. drop 3
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
149.78.25.78  |Israel 147. 237.77. 243 |mobi l e, i f . 9 =g nval i d segnent retransmssi on. drop 3
Ret ransm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi
84.95. 3. 216 I srael 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segent retransmssion. drop 3
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
79.176.48.100 | srael 147. 237. 72. 166 |aka. i f . i 9 =g nval i d segnent retransmssi on. drop 3
Ret ransm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi
213.8.240. 146 |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segent retransmssion. drop 3
Ret ransni ssi on Packet dropped.
188. 120. 148.51 |l srael 147.237.72. 166 |aka. i df .i Bad TCP sequence Invalid AGK nunber noni t or 3
192. 243.55. 135 [Doni ni ca 147.237.77.216|dover.idf.il |SYN At tack SYN -> SYN-ACK -> Ti meout rej ect 3
Sreanming Engine: TGP Invalid i i ssi
79.177.150. 110 |israel 147.237.72. 166 |aka. i df . i 9 =g nvalid segnent retransmssi on. drop 3
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
46.19.85.112  |israel 147.237.72. 166 |aka i df .i 9 =g nval i d segnent retransmssi on. drop 3
Ret ransm ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi
2.52.181.109 | srael 147.237.72. 166 |aka. i df . i 9 =g nvalid segnent retransmssi on. drop 3
Ret ransm ssi on Packet dropped.
- o SYNPAK retransmit with different )
192. 243.55. 133 |Doni ni ca 147.237.77. 216 |dover.idf.il |Bad TCP sequence wi ndow scal @ noni t or 3
Sreanming Engine: TGP Invalid i i ssi
79.178.171. 101 |israel 147.237.72. 166 |aka. i df . i 9 =g nvalid segnent retransmssi on. drop 3
Ret ransm ssi on Packet dropped.
192. 243.55. 131 [Doni ni ca 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d AGK nunber aert 3
188. 120. 148. 228l srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 3




03-04-2016-22:04:04 to 03-04-2016-23:04:04

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site dgnature Action ‘Count
79.183.151.9 | srael 147.237.77.243|nobi l e. i df . i | Mil tipl e Unhaut horized URL Access from 79. 183. 151. 9 B ock 25
. - . Unhaut hori zed URL Access to
79.183.151.9 I srael 147.237.77.243|nobi | e. i df . i | nobi | e, i o . | 1/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1557 B ock 3
109. 253. 200. 195|1 sr ael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 2
80. 178. 220. 195 |l srael 147.237.77.216|dover. i df . il D stributed Unaut horized LRL Access on wawidf.il/error. htm B ock 2
66. 249. 66. 25 Whited Sates|147.237.77.216|dover.idf. il D stributed Unaut hori zed LRL Access on wanidf.il/error. htm B ock 2
79.183.151.9 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
109. 253.193.5 |Israel 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Gode B ock 1
] . . - Unknown Paraneter &ortDir in
68.180.229. 121 |lhited Sates|147.237.76.200(ei tan. aka.idf.il Wi ei tan. aka i df i1/ 1103-he/ ei t an. aspx None 1
213.8.240.146 |lsrael 147.237.77.216|dover. i df . il D stributed Unaut horized LRL Access on wawidf.il/error. htm B ock 1
. . D stributed Lhaut hori zed URL Access on
46.19.86.139  |[Israel 147.237.77.234|hal ag. i df . i | 147,237, 77. 234] i rages/ shar ed/ bul | et 1. gi { Bl ock 1
185. 3. 147. 208 |l srael 147.237.77.233|atal .idf .il Unaut hori zed URL Access to 147.237.77. 233/ 1246- he/ at al . aspx B ock
66. 249. 65. 65 Lhited Sates|147.237.72. 166 |aka. i df . i | Unknown Paraneter am. in ww aka.idf.il/giyus/kadatz/ None
) . . Unhaut hori zed URL Access to
202. 137. 236. 128(I ndi a 147.237.77.216|dover . i df . il Wi df i 1/ 1038- ar / dover . aspxé: vt nOcawt 2ha. r edi 1 B ock 1
37.142.68. 56 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1407-he/ at al . aspx Bl ock 1
74.208.10.248 |Uhited Sates [147.237.77. 216 |dover.idf .i| Unaut hori zed URL Access to 147.237.77.216/ B ock 1
50.203.216.14 [lnited Sates|147.237.77. 216|dover.idf .il Ml tipl e Unaut hori zed URL Access from 50. 203. 216. 14 B ock 1
192. 243.55. 133 |Doni ni ca 147.237.77.216|dover. i df . il Mil tipl e Uhaut horized URL Access from 192.243.55. 133 B ock 1
] . - SS. Lhtraceabl e Gonnection - Protocol violation
66.249.65. 167 |Wnited Sates|147.237.72.166|aka. i df . il (SSL OONN CLI ENT HELLO) None 1
207. 46. 13. 70 Lhited Sates|147.237.0.34 |tikshuv.idf.il Paraneter Type Mol ation catld in wawtikshuv.idf.il/site/general.aspx |B ock
40.77.167. 92 Wited Sates |147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock
m ny- kosher - kr avi . i , _
138.36.0.3 147.237.0. 17 df il Unaut hori zed URL Access to 147.237.0. 17/ i ndex. php B ock 1
Unknown Par anet er
79.179.24.163  |Israel 147.237.72. 166 |aka. i df . i | ct100$ct | 00$cphMai n$TochenP! aceHol der $bt nAt udaBack i n None 1
wan aka. i df . i |/ mai n/ gi yus/ at uda/ asnacht a. aspx
; . . Uhaut hori zed URL Access to
50.203.216.14  |Uhited Sates|147.237. 77. 216 |dover. i df . i vy i df . i |/ shar ed/ user cont r ol s/ header upper / Bl ock !
L . . Unhaut hori zed URL Access to
192. 243. 55. 133 |Doni ni ca 147.237.77. 216 |dover . i df .i | Wi i df i |/ 1129- he/ dover . aspx?sear cht ext = 30m o Bl ock 1
80.179.241.26 |lsrael 147.237.77.216|dover. i df . il D stributed Unaut horized LRL Access on waidf.il/error. htm B ock 1
208.115.113.89 [lnited Sates|147.237.77. 216|dover.idf .il Ml ti pl e Uhaut horized LRL Access from 208.115. 113. 89 B ock 1
41.107.237.181 |Ageria 147.237.77. 216 |dover.i df . il Unaut hori zed URL Access to ww i df.il/894-ar B ock 1
138.36.0. 3 147.237.72. 156 [aman. i df . i | Unaut hori zed URL Access to 147.237.72. 156/ i ndex. php Bl ock 1
66. 249. 64. 56 Lhited Sates|147.237.76.42 [refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ robot s. t xt B ock 1
- . . Unaut hori zed URL Access to
192.243.55.134 |Dominica  |147.237.77.216|dover.idf.il v i df i1/ 1133- 21744-ar /i df gdover . aspx B ock 1
104. 236. 26. 144 147.237.77.216|dover.idf . il Uhaut hori zed LRL Access to wwyidf.il/newsitelenglish/nain. asp B ock 1
66.249.73.243 |lnited Sates|147.237.72. 166 |aka. i df . il Uhaut hori zed LRL Access to aka.idf.il/default.asp B ock 1
208.115.113.89 |Wited Sates|147.237.77.216|dover.idf.il Unaut hori zed LRL Access to wan i df.il/hebrew organization/givati/ |B ock 1
46. 19. 85. 104 I srael 147.237.77.243|nobi | e.i df . i | D stributed Suspicious Response Code B ock 1
138.36.0. 3 147.237.72. 167 i shurimaka. i df . i | Unaut hori zed URL Access to 147.237.72. 167/ i ndex. php B ock 1
66.249.65.65  |Wnited Sates|147. 237. 72. 166 |aka. i df . i | Wnaut hori zed URL Access to B ock 1
wwn aka. i df . i | / sachar/f or ns/ downl oadf or m asp
. . . Unhaut hori zed URL Access to
195. 138. 85. 250 |Lkrai ne 147.237.77.216|dover . i df . il v i dff i 1/t enpl at es/ sendt of ri end/ sendt of i end. aspx?8anp B ock 1
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