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|Top Attackers | n DDoS- Def ence |

03-04-2016-21:04:00 to 03-04-2016-22:04:00

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
176. 106. 45. 167 Pal estinian Territory, Qcupi ed 147.237.77. 216 dover.idf.il DC5- HTTP-fi ref | ood dest - r eset 1303
176. 106. 45. 167 Pal estinian Territory, Gccupi ed 147.237.77.216 dover.idf.il B ock_Udp All _Nets dr op 696
82.145.211.173 Eur ope 147.237.77. 216 dover.idf.il B ock Ip Véb In drop 43
82. 145. 222. 36 Eur ope 147.237.77. 216 dover.idf.il B ock |p VWb In drop 14
185. 3. 147. 122 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 9

80. 246. 133. 80 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 6

81. 218. 65. 210 | srael 147.237.77. 216 dover.idf.il Bl ock_UWp Al _Nets drop 6

82. 145, 222. 176 Eur ope 147.237.77.216 dover.idf.il B ock_|p VWb In dr op 4
79.179.192. 228 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 4
82.145.211.173 Eur ope 147.237.72. 166 aka.idf.il B ock |p Vb In drop 3
176. 106. 45. 167 Pal estinian Territory, Qcupied 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2

89. 248. 160. 138 Net her | ands 147.237. 76. 147 chinuch.aka.idf.il |Block Np All Net drop 1
54.72.182.187 Irel and 147.237.77. 216 dover.idf.il Bl ock_UWp Al _Nets drop 1

89. 248. 160. 138 Net her | ands 147.237.77.178 e. nat pash. i df.il B ock Np Al Net dr op 1

89. 248. 160. 138 Net her | ands 147.237.0. 19 nadi matal .idf.il Bock Np Al Net drop 1
79.183.135. 7 | srael 147.237.77.19 lawforumidf.il B ock Np Al _Net drop 1




03-04-2016-21:04:00 to 03-04-2016-22:04:00

|Top Attackers In IPS|

At t acker

Attacker Address Qount ry get Address |Site Sgnature
5.29.75.74 I srael 147.237.0.34 |tikshuv.idf.il C1000138: HITP. prefix 1.01 in the URL B ock 9
123.126. 113. 162|Chi na 147.237.77. 216 |dover.idf . il C1000071: HTTP: User Agent Sogou+web+spi der B ock 5
nobi | e.neitav.idf.i _ )
185. 106. 92. 164 147.237.76. 39 | 20086: HITP. Mii ebl ackcat Security Scanner B ock 3
2.54.41.51 I srael 147.237.0.34 |tikshuv.idf.il C1000138: HITP. prefix 1.01 in the URL B ock 2
123.126.113.80 |China 147.237.72. 166 |aka. i df . i | C1000071: HTTP. User Agent Sogou+web+spi der B ock 1
207. 46.13. 70 Lhited Sates [147.237.0.34 |tikshuv.idf.il C1000138: HITP. prefix 1.01 in the LR B ock 1
157.55.39. 145 |lhited Sates |147.237.0.34 |tikshuv.idf.il C1000138: HITP. prefix 1.01 in the URL B ock 1
23.88.29.194  |Wited Sates |147.237.72. 166 |aka. i df il 16798: HITP. G\ Bash HTTP Header Renote Code Execution B ock 1
Wl nerability
173.247.228.10 |Wited Sates |147.237.77.170 |na@arachot . i df . i | C1000016: HTTP. administrator in LR B ock 1
23.88.20.104  [lhited Sates |147.237.76.86 |navy.idf.il 16798: HITP: G\ Bash HTTP Header Remote Code Execution g o 1
Wl nerability
nobi | e.neitav.idf.i ) . o
185. 106. 92. 164 147.237.76. 39 20085: HITP. Muii ebl ackcat Security Scanner Initia Request Bl ock 1




03-04-2016-21:04:00 to 03-04-2016-22:04:00

|Top Attackers In |D|

‘ Target Address

A tacker
Count ry

Signature

Feder at i on

195. 34. 150. 18 [147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
31.162.86.86 |147.237.72. 14 gz:::;on dover.idf.il(old) |ET SCAN Potential SSH Scan 1
185. 106. 92. 164 |147. 237. 76. 39 nobi | e.nei tav.idf.i |[ET WEB_SERVER Mii ebl ackcat scanner 1
115. 29. 197. 215 |147. 237. 76. 198 [Chi na eyohaan.idf.il |[ET SCAN NVAP -sS wi ndow 1024 1
31.162.86.86  |147. 237.77. 212 |8 & e. dover.idf.il ET SCAN Potential SSH Scan 1
Feder at i on
31.162.86.86 |147.237.76. 199 :ZZ:::}m e.nakchal .idf.il |ET SCAN Potential SSH Scan 1
31.162.86.86  |147.237.76.31 |8 nakchal .i df . i | ET SCAN Potential SSH Scan
Feder at i on
198.20. 69. 74  |147.237.76.200 [Lhited Sates eitan.aka.idf.il |ET DROP Dshiel d B ock Listed Source
. L ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons,
186. 208. 65. 232 |147. 237.76. 34 |Brazil yohal an.idf.il . 1
Potential Scan or Brute Force
128. 199. 51. 251 |147. 237. 76. 197 |S ngapore e hinush.idf.il ET SCAN Potential SSH Scan 1
31.162.86.86  |147. 237.77. 243|SS nobi | e.idf.il ET SCAN Potential SSH Scan 1
Federati on
31.162.86.86  |147. 237, 77. 179 |SS & e nazi.idf.il ET SCAN Potential SSH Scan 1
Feder at i on
31.162.86.86  |147.237. 76. 198 |SSI & eyohaan.idf.il |ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address

Attacker Qountry

Target Address

dte

Signature

Pal estinian Territory,

Ret r ansm ssi on

Packet dropped.

176. 106. 45. 167 Cecup ed 147. 237. 77. 216 |dover.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 86
176. 106. 45. 167 glcf;i'géa” Territoryty 47, 237. 77. 216 |dover . i df . i1 drop Frst packet isn't SIN drop 42
2.54.168. 64 I srael 147.237.72. 166 |aka.idf .il SYN Att ack SYN -> SYN-ACK -> RST rej ect 18
Sreamng Engine: TCP Invalid i i ssi
2.54.39.235  |Israel 147.237.77. 243 |mbile.i o i1 9 =g Inval i d segnent retransmssion. |, ., 18
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i SSi
2.54.168. 64 I'srael 147. 237. 77. 243 |robi l e i df . i 9 =g Inval id segnent retransmssion. |, ., 15
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
2.54.23.233  |Israel 147.237.77. 243 |mbile.i o i1 9 =g Inval i d segnent retransmssion. |, ., 15
Ret r ansni ssi on Packet dr opped.
192. 243.55. 132 |Donini ca 147. 237. 77. 216 |dover. i df .i Bad TCP sequence SYNACK retransmt with monitor |14
different wndow scal e
R SWNretransnit wth different
149.78.252. 44 |l srael 147.237.77. 234 |hal ag.idf .il Bad TCP sequence i ndow scal alert 13
149.78.252. 44 |Israel 147.237.77. 234 |hal ag.i df .i Bad TCP sequence S retransmt wih different | opnvor |13
W ndow scal e
192. 243. 55. 132 [Doni ni ca 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval id AGK nunber moni tor |10
85.250. 172. 230 |Israel 147.237.72. 166 |aka.idf . il dr op Frst packet isn't SN drop 9
Sreaning Bngine: TQP Invalid i i SSi
46.19.85.104  |israel 147. 237.77. 243 |nobi l e i i | 9 =g Inval id segnent retransmssion. |, . 9
Ret r ansmi ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
66.249. 65.22  |Whited Sates 147. 237, 77. 243 |nobi | e. i of . i 9 =g Inval id segnent retransmssion. |, ., 9
Ret ransmi ssi on Packet dr opped.
192.243.55.138 |Cominica 147.237.77. 216 |dover.idf.il  |Bad TCP sequence SYNACK retransmt wth monitor |9
different w ndow scal e
46. 19. 85. 66 | srael 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 9
80. 246.133.80 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 8
192. 243. 55. 132 |Doni ni ca 147.237.77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> Timeout |reject 8
5.29.75.74 | srael 147.237.0.34 |tikshuv.idf.il  |SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 7
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 7
. . . SYNtAXK retransmt with .
5.29.75.74 | srael 147.237.0.34 |tikshuv.idf.il Bad TCP sequence di fferent w ndow scal e noni t or 7
106. 38. 241. 106 |Chi na 147. 237. 72. 166 |aka.i of .i | drop SAMrul e drop 7
Sreaning BEngine: TQP Invalid i i SSi
109. 253. 212. 55 |Israel 147.237. 72. 167 |i shuri maka. i df . i 9 =g Inval id segnent retransmssion. |, ., 6
Ret r ansmi ssi on Packet dr opped.
2.54.168. 64 I srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect
192. 243. 55. 138 |Doni ni ca 147.237. 77. 216 [dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
2.54.168. 64 I srael 147.237.72. 166 |aka.i of .i Bad TCP sequence Invalid AGK nunber aert
s SYNretransmt wth different .
176.13.23.114 |Israel 147.237.77. 234 |hal ag.i df .il Bad TCP sequence wi ndow scal @ monitor |6
192. 243. 55. 132 |Doni ni ca 147.237. 77. 216 |dover.i df .i | Bad TCP sequence Invalid AGK nunber alert 6
Sreamng Engine: TCP Invalid i i ssi
109.65.102.17  |Israel 147.237.72. 166 |aka. i of . i | 9 =g Inval i d segnent retransmssion. |, ., 6
Ret r ansmi ssi on Packet dr opped.
2.54.168. 64 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber noni t or
37.142.177.171 |l srael 147.237.72. 156 |anan.i df .il SYN At t ack SYN -> SYN-ACK -> Timeout |reject
Sreanming Engine: TCP Invalid i i ssi
109. 67.59. 216 I srael 147. 237. 76. 200 |ei tan. aka. i df . 9 =g Invalid segnent retransmssion. | ., 6
Ret ransmi ssi on Packet dr opped.
185. 3. 147. 122 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
2.54.168. 64 I srael 147.237. 72. 166 [aka.i of .i Bad TCP sequence Inval i d sequence nunber noni t or
46. 19. 85. 149 I srael 147. 237. 72. 156 |anan. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect
192.243.55. 135 |Comini ca 147.237.77. 216 |dover.idf.il  |Bad TCP sequence SYNACK retransmt wth monitor |5
different w ndow scal e
91.200.12.141 |krai ne 147.237.77. 216 |dover.idf.il drop SAMrul e drop 4
192. 243. 55. 132 |Doni ni ca 147.237.77. 216 |dover.i df .il Bad TCP sequence monitor |4
64. 150. 8. 10 Lhited Sates 147.237.72. 166 |aka.i of .i Bad TCP sequence Invalid AGK nunber nonitor |4
37.142.231.17 |lsrael 147.237.77. 243 |nobi le.idf il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 4
37.46.38. 62 I srael 147.237.72. 166 |aka. i of .i1 Bad TCP sequence I'nval i d ACK nunber monitor |4
Sreaming Engine: TCP Invalid i i ssi
199.30.24.161 |Wited Sates 147. 237. 76. 200 |ei tan. aka. i f . i 9 =g Invalid segnent retransmssion. |, 4
Ret r ansni ssi on Packet dr opped.
192. 243. 55. 136 |Doni ni ca 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 4
Sreaning BEngine: TQP Invalid i i SSi
109. 253. 142. 231 |l srael 147.237.77. 243 |nobil e. i of . 9 =g Inval id segnent retransmssion. |, . 3
Ret r ansmi ssi on Packet dr opped.
185.3.147.122  |Israel 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect
123.126. 113. 162|Chi na 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect
Sreaming Engine: TCP Invalid i i ssi
5.22.135.204  |israel 147. 237.72. 166 |aka i df . i 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
192. 243. 55. 138 |Doni ni ca 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber alert
37.142.241.11 |lIsrael 147.237.72. 166 |aka.idf .il SYN Att ack SYN -> SYN-ACK -> Ti nmeout rej ect
Sreamng Engine: TCP Invalid i i ssi
37.26.148.235 |Israel 147.237.72. 166 |aka. i of . | 9 =9 Inval i d segnent retransmssion. |, ., 3
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i SSi
79.179.4.116  |Israel 147. 237. 72. 166 |aka. i df .| 9 =g Inval id segnent retransmssion. |, 3
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry ‘Target Address |Site Sgnature Action ‘Count
89. 28. 24. 190 Ml dova, Republic of |147.237.72.166|aka.idf .il Mil tipl e Unaut hori zed URL Access from 89. 28. 24. 190 Bl ock 5
89. 28. 24. 190 Mol dova, Republic of |147.237.72.166|aka.idf .il PHP Attenpt B ock 5
2.54.39. 235 I srael 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code Bl ock 4
46. 19. 86. 195 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
46. 19. 85. 104 I srael 147.237.77.243|nobi | e.i df . i | D stributed Suspicious Response Code B ock 3
2.54.23.233 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code Bl ock 3
2.54.23.233 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 3
2.54.168. 64 I srael 147.237.77.243|nobi | e.i df . i | D stributed Suspicious Response Code Bl ock 3
46.19. 86. 217 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response CQode Bl ock 2
109. 253. 202. 112|I srael 147.237.77.243|nobi | e.i df . i | Uhaut hori zed URL Access to nobil e.idf.il/nekudot/index B ock 2
. . Unaut hori zed Met hod HEAD for
79.181.210. 106 |[lIsrael 147.237.72. 166 [aka. i df . i | v aka. i df i |/ rai v/ gi yus/ ki osk/ ki osk. aspx B ock 1
R . . URL is Above Root Oirectory
197.231.221. 211|Liberia 147.237.77. 216 [dover. i df . il Wi of i1 /.| shared/cl i entscri pts/j query/j query-1 4. 2.nin. | s Bl ock 1
Bosni a and . .
37.205. 24. 154 Fer zegovi na 147.237.77.74 |lawidf.il PHP At t enpt B ock 1
. . Uhaut hori zed URL Access to
176.13.23.114 |Israel 147.237.77.234|hal ag. i df . il 147. 237, 77. 234/ i nages! shar ed/ bul | et 1. gi f Bl ock 1
] . . Paranet er Type M ol ati on PageNumin
68.180.228. 112 [Wnited Sates 147.237.77. 216 |dover . i df .i | v i df i 1/1395- en/ dover . aspx B ock 1
197. 37.51. 96 Egypt 147.237.77.216|dover . i df . i | Untraceabl e SSL Sessi ons: (pen Mvde None 1
. ] D stributed Unhauthorized URL Access on
149.78.252. 44 |Israel 147.237.77.234|hal ag. i df . il 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. gi f Bl ock 1
84.109. 51. 18 I srael 147.237.72. 166 [aka. i df . i | Ml tipl e Unauthorized URL Access from 84.109. 51. 18 Bl ock 1
} . . Uhaut hori zed URL Access to
207.46.13.182 |[wnited Sates 147.237.77. 176 |mat pash. i df . i | vaw cogat . i df i 1/ enpl at es/ shar el user cont r ol s/ header upper / B ock 1
37.205. 24,154 |20Sni @ and 147.237.77.74 |lawidf.il Uhaut hori zed URL Access to w | aw idf.il/xnrpc. php B ock 1
Her zegovi na
185. 106. 94. 30 147.237.77. 170 |n@ar achot . i df . i | [Unaut hori zed URL Access to 147.237.77. 170/ xm r pc. php B ock 1
: . . Unaut hori zed URL Access to
68.180.228. 175 |lhited Sates 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ 994- 8935- he/ r ef uah. aspx Bl ock 1
197. 37. 73. 69 Egypt 147.237.77. 216 |dover . i df .i | Dstributed Whaut hori zed URL Access on waw idf.il/error.htm  |B ock 1
46.19. 85. 241 I srael 147.237.77.74 |lawidf.il I11egal HITP \krsion B ock 1
149. 255. 208. 117|Iraq 147.237.77. 216 |dover.i df .i | O stributed Unaut hori zed URL Access on v idf.il/arr/ Bl ock 1
84.109. 51. 18 I srael 147.237.72.166|aka. i df . i | Uhaut hori zed URL Access to v aka. i df.il/val tam B ock 1
: . ] Unaut hori zed URL Access to
66.249.64.124 |lhited Sates 147.237.76.86 [navy.idf.il navy. i df . i1/ gi yus/ f or und asp/ show or um asp Bl ock 1
: . . Unknown Paraneter catid in
207.241. 229. 151|United Sates 147.237.72. 166 |aka. i df . i | aka.i i1 /i turi maspl di spl ayonesol di er. asp None 1
195. 154. 173. 103|France 147.237.77.216|dover. i df .i | Uhaut hori zed URL Access to waw i df.il/nmazi B ock 1
40.77.167. 14 Lhited Sates 147.237.76.31 |nakchal .idf.il [Unhauthorized URL Access to 147.237.76. 31/ robots. t xt Bl ock 1
103. 41. 177. 26 147.237.77.216|dover . i df . i | Lhaut hori zed URL Access to wanidf.il/). htm( Bl ock 1
68.180.229.239 [lLnited Sates 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
197. 37.167. 156 |Egypt 147.237.77. 216 |dover.i df .i | Dstributed Whaut horized URL Access on waw idf.il/error.htm  |B ock 1
46.19. 85. 241 I srael 147.237.77.74 [lawidf.il Mal formed URL _ at uvs=56d9e9c1233¢3832000 Bl ock 1
156. 205. 98. 131 147.237.77.216|dover.i df . il D stributed Lhaut hori zed URL Access on www i df.il/error. htm B ock 1
85. 64. 39. 201 I srael 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut horized URL Access from 85. 64. 39. 201 Bl ock 1
66. 249. 65. 22 Lhited Sates 147.237.77.243|nobi l e.i df . i | D stributed Suspicious Response Code Bl ock 1
217. 66. 229. 225 g‘ilcisgi':('ja” ferritory, 147 237.77. 216 |dover . i df . | Untraceabl e SSL Sessions: (pen Mde None 1
. . . Paraneter Type Molation & in
197.0.240.122 [Tunisia 147.237.77. 216 |dover.i df . i | Wi i df i |/ tenpl at es/ sendt of ri end/ sendt of ri end. aspx B ock 1
] . . . Paraneter Type Molation catld in
40.77.167. 82 Lhited Sates 147.237.0.34 |tikshuv.idf.il W ti kshuv. i o i 1/si tef cont act us. aspx B ock 1
] . . Paranet er Type M ol ati on ct|00$Cont ent A aceHbl der 1t xt Brai | in
108.53.87.231 [Wnited Sates 147.237.77. 216 (dover. i df . i | v i df i 1/ 1038- en/ dover . aspx Bl ock 1
. . Ml ti pl e Uhaut hori zed Method for Known URL from
79.181. 210. 106 |l srael 147.237.72. 166 |aka. i df . i | 9. 181. 210. 106 B ock 1
197. 41.193. 193 |Egypt 147.237.77. 216 |dover.idf . il Unt raceabl e SSL Sessi ons: Cpen Mode None 1
. . Unknown HTTP Request Method 7C9; in URL
46. 19. 85. 241 I srael 147.237.77.74 |lawidf.il " at Uvs=56099¢01233¢3832000 B ock 1
157. 55. 39. 40 Lhited Sates 147.237.77.216|dover. i df . i | D stributed Lhaut hori zed URL Access on waw i df.il/error. htm B ock 1
85. 64. 39. 201 I srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to aka.idf.il/nain/giyus/nazi.gov.il/ |B ock 1
] ] ] Paranet er Type M ol ati on PageNumin
68.180.228.112 |lhited Sates 147.237.77. 216 |dover . i df . il v i df i 1/1283- en/ dover . aspx B ock 1
. . . Paraneter Type Molation f in
197.0.240.122 [Tunisia 147.237.77. 216 |dover.i df . i | Wi i df i |/ tenpl at es/ sendt of ri end/ sendt of ri end. aspx B ock 1
41.34.210.192 |Egypt 147.237.77.216|dover. i df . i | Lhtraceabl e SSL Sessi ons: Qpen Mde None 1
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