03-04-2016-20:04:07 to 03-04-2016-21:04:07

@
1"PT SwNn ()

goOVv

www.gov.il

IDF Under Attack

Daily Report

[Top Targets |
200+"
150+
100+
Number 504"
a J
At t acks
\6\ ' 6\ N N\ . 6\ .\6\ ' 8\ \& \& : \8\
¥ @ N SN2 N I NV
SO A SR SRR
.\\ ’\',\ \:\’ '\® @ k.\
° & & O
(‘,Q N
Top Tar get

[Top Attackers |

M aka.idf.il

M dover.idf.il

Meitan aka.idf.il

Matal.idf.il

M anan.idf.il

M tikshuv.idf.il

I v chanat z. aka. i df . i |

M nadi matal .idf.il
nobi | e.idf.il

M ishurimaka.idf.il

705

60

50

W 176.13.17.54

40+

87.69.33.78
[ 192. 243. 55. 136

192. 243. 55. 132

304

Nunber J

G 20_.‘
At acks

10+

. A YA .
PG A A R S R
N N N 2]

Top Attackers

l 2.52.184. 186
M 109. 253. 137. 42
[ 31. 210. 187. 224
M 216. 243.31.2
104. 236. 37. 53
M 77.125.87. 213




|Top Attackers | n DDoS- Def ence |

03-04-2016-20:04:07 to 03-04-2016-21:04:07

Attacker Address  |Attacker Country  |Target Address  [Site |Signature |Device Action  |Count |
81. 218. 65. 210 | srael 147.237.77. 216 dover.idf.il Bl ock_UWp Al _Nets drop 3
203. 67.151. 131 Tai wan 147.237.77. 243 nobi le.idf.il B ock_Udp Al _Nets drop 2
54.72.182.187 Irel and 147.237.77. 216 dover.idf.il B ock Wp Al Nets drop 1
89. 248. 160. 138 Net her | ands 147.237.72. 166 aka idf.il B ock Np Al Net drop 1
89. 248. 160. 138 Net her | ands 147.237.77. 205 prisha.idf.il B ock Np Al _Net drop 1
89. 248. 160. 138 Net her | ands 147.237.77. 19 lawforumidf.il B ock Np Al _Net drop 1
2.83.221.11 Por t ugal 147.237.0. 19 nadi matal .idf.il Bl ock_Ulp Al _Nets drop 1
89. 248. 160. 138 Net her | ands 147.237.77. 227 e hanaz.idf.il B ock Np Al Net drop 1
84.51.204.1 Russi an Federation 147.237. 72. 156 anan.idf.il B ock Wp Al Nets drop 1
89. 248. 160. 138 Net her | ands 147.237.77. 61 e.cogat.idf.il B ock Np Al Net drop 1
36. 225. 222. 221 Tai wan 147.237. 8. 28 e.nobil e-ks.idf.il Bl ock Wp Al Nets drop 1
89. 248. 160. 138 Net her | ands 147.237. 0. 200 . i df i | B ock Np Al _Net dr op 1
89. 248. 160. 138 Net her | ands 147.237.77.121 e navy.idf.il B ock Np Al _Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site ‘Sgnature Devi ce Action |Count
123.126.113.162 |China 147.237.77.216 |dover.idf.il Cl000071: HTTP:. User Agent Sogou+web+spi der B ock 7
104. 236. 37. 53 147.237.72.166 |aka.idf.il 3886: HITP. Qoss Ste Scripting in PCST Request B ock 6
5.29.75.74 | srael 147.237.0. 34 tikshuv.idf.il [Cl000138: HITP. prefix 1.01 in the LR Bl ock 4
37.26.149. 218 I srael 147.237.0. 34 ti kshuv.idf.il |Cl1000138: HITP. prefix 1.01 in the URL B ock 4
123. 126. 68. 144 Chi na 147.237.77.216 |dover.idf.il CL000071: HTTP: User Agent Sogou+web+spi der B ock 1
123.126. 113. 80 Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP. User Agent Sogou+web+spi der Bl ock 1
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|Top Attackers In |D|

Attacker Country

dte

Signature

Attacker Address | Target Address

195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
89. 248. 162. 178 147. 237.76. 39 Net her | ands nobi | . nei tav. i df il ET SCAN NMAP -sS wi ndow 1024 1
59. 45. 79. 117 147. 237. 76. 201 Chi na eatal.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237.72. 167 Chi na i shuri maka. i df.il ET SCAN Potential SSH Scan 1
37.139.27.231 147.237.77. 179 Net her | ands e nazi.idf.il ET SCAN NMAP -sS wi ndow 1024 1
209. 126. 116. 147 147.237.77. 235 Lhited Sates sviva.idf.il ET SCAN NMAP -sS wi ndow 1024 1
199. 101. 186. 238 147.237.77. 226 Lhited Sates ww chamat z. aka. i df . i | ET SCAN NMAP -sS wi ndow 3072 1
177. 158. 21. 202 147. 237.8.27 Brazil e.madimatal .idf.il ET SCAN NMAP -sS wi ndow 3072 1
119.188.4.9 147. 237. 76. 196 Chi na esvivaidf.il ET SCAN Potential SSH Scan 1
94. 102. 48. 193 147. 237.72. 167 Net her | ands i shurimaka.idf.il ET SCAN NMAP -sS wi ndow 1024 1
59. 45. 79. 117 147. 237.77. 205 Chi na prishaidf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237. 76. 200 Chi na eitan aka.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237. 8. 50 Chi na e tikshuv.idf.il ET SCAN Potential SSH Scan 1
199. 101. 186. 238 147.237.77. 226 Lhited Sates ww chamat z. aka. i df . i | ET SCAN NMAP -sS wi ndow 4096 1
119.188.4.9 147. 237. 76. 202 Chi na e halag.idf.il ET SCAN Potential SSH Scan 1
119.188.4.9 147.237.76. 34 Chi na yohal an.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address
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Signature
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Country

Sreanming Engine: TCP Invalid

Inval i d segnent retransnission.

Action

‘Count

Ret ransm ssi on

Packet dropped.

176. 13. 17. 54 I srael 147.237.72. 166 |aka.i df .i | S dro 66
Ret r ansni ssi on Packet dropped. P
Sreamng Engine: TCP Invalid i i ssi

87.69.33.78 I srael 147. 237. 76. 200 |ei tan. aka. i df . i | 9 =9 Invalid segnent retransmssion. g 54
Ret r ansni ssi on Packet dr opped.

192.243.55.136 |Comnica  |147.237.77. 216 |dover.idf.il Bad TCP sequence SYNRACK retransmt W th monitor |11

di fferent w ndow scal e
- o SYN+ACK retransmt with .
192. 243. 55. 132 |Doni ni ca 147.237.77. 216 |dover.idf il Bad TCP sequence ditferent window scal e nonitor |10
reamn ine: TCP Invali i i ssi

176.13.10. 165 | srael 147.237. 72. 166 |aka. i df . Streamng Engi ne: TCP Inval id invalid segnent retransnission drop 9
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

77.125.87.213  |israel 147.237.72. 166 |aka.i df . 9 =9 Invalid segnent retransmssion. g 9
Ret r ansni ssi on Packet dr opped.

87. 69. 208. 74 I srael 147.237.72. 156 |anan.i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 8

212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 7

192. 243. 55. 136 |Doni ni ca 147.237. 77. 216 |dover.idf i1 SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 7

185. 120. 126. 12 147. 237. 72. 156 |anan. i df .i | drop First packet isn't SYN drop 7
Sreanming Engine: TCP Invalid i i ssi

31.210. 187. 224 |Israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. o 6
Ret ransni ssi on Packet dropped.

109. 253. 137. 42 |l srael 147.237.77.233 |atal .idf. il Bad TCP sequence Invalid ACK nunber nonitor |6
Sreaning Engine: TCP Invalid i i ssi

46.19. 86. 10 I'srael 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. | 6
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi

79.176.219.6  |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. o 6
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi

2.54.27.209 | srael 147.237. 72. 167 |i shurimaka. i df . il g .g Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.

192. 243.55. 132 |Domi ni ca 147.237.77. 216 |dover.idf . i1 Bad TCP sequence Inval i d ACK nunber nonitor |6

104. 236. 37. 53 147. 237.72. 166 |aka. i df . i1 Bl ock HTTP Non Conpli ant Response out of state noni t or 6

31.210. 187. 224 |Israel 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d AGK nunber moni tor |6

5.22.135. 107 I srael 147.237.77.233 |atal .idf. il Bad TCP sequence Inval i d ACK nunber nonitor |6

192. 243. 55. 136 |Doni ni ca 147.237. 77. 216 |dover.idf i1 Bad TCP sequence nonitor |6

41.223. 96. 20 Mauri tani a 147. 237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 6

2.52.184.186  |Israel 147. 237.77. 226 ”i“:““ha”atz'aka"df SYN At t ack SYN -> SYN-ACK -> RST rej ect 5

192. 243. 55. 136 |Doni ni ca 147.237.77. 216 |dover.idf i1 Bad TCP sequence Invalid ACK nunber nonitor |5

109. 253. 137. 42 |l srael 147.237.77.233 |atal .idf. il Bad TCP sequence Inval i d ACK nunber alert 5

192. 243.55. 132 |Doni ni ca 147. 237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 4

2.54.128.111 I srael 147.237.72. 166 |aka i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
Sreamng Engine: TCP Invalid i i ssi

46.19. 86. 54 I'srael 147.237.72. 166 |aka.i df . 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi

79.179. 202. 183 |l srael 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dr opped.

192. 243. 55. 132 |Donmi ni ca 147.237.77. 216 |dover.idf . i1 Bad TCP sequence Inval i d ACK nunber alert 3

46.120.229.63 [Israel 147.237.77.233 |atal .idf. il Bad TCP sequence Invalid ACK nunber alert 3
Sreaning Engine: TCP Invalid i i ssi

2.54.129.115  |israel 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi

79.180.232. 43 |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. . 3
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi

37.46.45.192  |israel 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi

109. 253. 212. 170|l srael 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. . 3
Ret ransni ssi on Packet dropped.

46.120.229.63 |israel 147.237.77. 233 |atal idf.il Bad TCP sequence Invalid ACK nunber nonitor |3
Sreamng Engine: TCP Invalid i i ssi

79.177.166.91 |israel 147.237.72. 166 |aka.i df . 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dr opped.

192. 243. 55. 136 |Doni ni ca 147.237.77. 216 |dover.idf il Bad TCP sequence Invalid ACK nunber alert 3
Sreaning Engine: TP Invalid i i ssi

2.52.28.225  |Israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. g 3
Ret ransn ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi

2.54. 34,153 I'sr ael 147.237. 72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. g 3
Ret ransni ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi

46.19.85.115  |israel 147.237.72. 166 |aka. i of .11 9 =g Invalid segnent retransmssion. g 3
Ret ransn ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi

79.181.206.1 | srael 147.237. 72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. g 3
Ret ransni ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi

109. 253. 219. 33 |Israel 147.237.72. 166 |aka. i f .11 9 =g Invalid segnent retransmssion. g 3
Ret ransn ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi

46.121.40.12  |Israel 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. g 3
Ret ransni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi

79.178.0.139  |Israel 147.237.72. 166 |aka i df .i 9 =g Invalid segnent retransmssion. g 3
Ret ransn ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi

109. 253. 137. 42 |israel 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. g 3
Ret ransni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi

185. 120. 125. 56 147.237.72. 166 |aka i df .i 9 =g Invalid segnent retransmssion. g 3
Ret ransn ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi

84.228.97.129 |Israel 147.237. 72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. g 3
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Sreanming Engine: TCP Invalid

Inval i d segnent retransnission.

Ret ransm ssi on

Packet dropped.

79.178.35.247 |Israel 147.237. 72. 166 |aka. i df .i > droj
Ret r ansnmi ssi on Packet dropped. P

5.102. 242. 95 I srael 147.237.72. 156 |anan. i df . i | Bad TCP sequence Inval i d ACK nunber noni t or
Sreanmng BEngine: TCP Invalid i i ssi

79.183.205.15 |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segment retransmssion. o
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|Top Attackers In V\AF|

Attacker Address étuiikre; ‘Tar get Address |Site dgnature Z“;\tnl ‘;i ‘Count
185.3.147.122  |Israel 147.237.77. 243 |nobi l e. i df . i | mgﬂt:?rc'ﬁz?? | tgegpgrcﬁzmgtes” tehi | ddocunent s/ 1071 B ock 9
85.65.135. 188 [l srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode B ock 4
87. 69. 109. 30 | srael 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Code Bl ock 3
46.120.54.216 |[Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
66. 249. 66. 25 Uited Sates [147.237.77.216|dover.idf.il Uhaut hori zed URL Access to wawidf.il/atal 1/izkor/vi ew text.asp B ock 3
70.39.157.194 |[wnited Sates [147.237.77.216|dover.idf.il Distributed Whaut hori zed URL Access on waw idf.il/error.htm B ock 2
70. 39. 157. 196 Lhited Sates 147.237.77.216|dover. i df . i | D stributed Whaut horized URL Access on waw idf.il/error.htm B ock 2
220.181.51.38 |China 147.237.77. 216 |dover . i df . i | Distributed Waut hori zed URL Access on waw idf.il/error.htm B ock 2
84.108. 244. 172 |l srael 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Code Bl ock 2
23.101.61.176 [Irel and 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to vuwt aka. i df.il/main/ B ock 2
219. 74.37. 98 S ngapor e 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to wanidf.il/error.htm B ock 1
46.19. 86. 54 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mde None 1
199.126.0.5 Canada 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mvde None 1
79.181.184.83 |[Israel 147.237.76.31 |nakchal .idf.i|l |Ostributed PHP Attenpt B ock 1
68.180.228.112 |lnited Sates [147.237.77.216|dover.idf.il Mil tipl e Unhaut hori zed URL Access from 68. 180. 228. 112 Bl ock 1
37.26.146.220 |Israel 147.237.77.216|dover. i df . i | Untraceabl e SSL Sessi ons: (pen Mvde None 1
207.46.13.102 |Uhited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to 147.237.77. 216/ B ock 1
220.181.51.37 |China 147.237.77. 216 |dover . i df .i | Distributed Waut hori zed URL Access on waw idf.il/error.htm B ock 1
5.22.135. 107 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1134- he/ at al . aspx B ock 1
204.79.180.16 |[Wited Sates [147.237.77.216|dover.idf.il Distributed Waut hori zed URL Access on waw idf.il/error.htm B ock 1
79.181.184.83 |[Israel 147.237.76.31 |nakchal .idf.il [Uhauthorized URL Access to www nakhal .idf.il/xnrpc. php Bl ock 1
68.180.228. 112 |lnited Sates |147.237.77.216|dover.idf.il Paraneter Type M ol ation PageNumin waw i df .il/1115-ar/ dover. aspx B ock 1
37.26.146.235 |[Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mode None 1
207.241.229.198|lnited Sates [147.237.72.166|aka.idf .il Unknown Paraneter docid in aka.idf.il/ituriniasp/ displ ayonesol dier.asp |None 1
188.163.33.62 |lkraine 147.237.77.216|dover.i df .i | Unaut hori zed URL Access to waw i df.il/navy/ B ock 1
70.39.157.197 |wited Sates [147.237.77.216|dover.idf.il Distributed Waut hori zed URL Access on waw idf.il/error.htm B ock 1
61.151. 218.118 |China 147.237.72. 166 |aka. i df . i | m";’k"‘; izaf‘r.?:*f;:irn/a;f;jti e ot esour ce. axd None 1
12.139.121. 4 Lhited Sates |147.237.77.216|dover.idf.i | SSL Wntraceabl e Connection - Qpen Mde None 1
204.79.180.93 |[wited Sates [147.237.77.216|dover.idf.il Distributed Waut hori zed URL Access on waw idf.il/error.htm B ock 1
68.180.228. 112 |lhited Sates [147.237.77.216|dover.idf.il Lhaut hori zed URL Access to waw i df.il/newsitelfrench/ B ock 1
207.241.237.223|nited Sates [147.237.72.166|aka. i df .il Lhaut hori zed URL Access to aka.idf.il/eitan/pratinipirteyerua B ock 1
46. 19. 85. 142 I srael 147.237.77. 216 |dover . i df . i | Mal formed URL B ock 1
189. 153. 238. 47 |Mexi co 147.237.77.216|dover.i df .i | Lhaut hori zed URL Access to wawidf.il/arr/ B ock 1
70.39.157.198 |Lhited Sates |147.237.77.216|dover.idf.il Dstributed Lhaut hori zed URL Access on wwwvidf.il/error. htm B ock 1
220.181.51.62 |China 147.237.77. 216 |dover . i df . i | Distributed Whaut hori zed URL Access on waw idf.il/error.htm B ock 1
204.79.180.243 [hited Sates [147.237.77.216|dover.idf.il Ostributed Lhaut horized UR. Access on www idf.il/error. htm B ock 1
70.39.157.192 |Lhited Sates |147.237.77.216|dover.idf.il Dstributed Lhauthori zed URL Access on wwwvidf.il/error. htm B ock 1
212.34.12.184 [Jordan 147.237.77. 216 |dover.i df .i | Unt raceabl e SSL Sessi ons: C(pen Mbde None 1
46. 19. 85. 142 | srael 147.237.77.216|dover. i df . i | Unknown HTTP Request Method ;g=0.8 in URL Bl ock 1
192. 243. 55. 132 |Doni ni ca 147.237.77.216|dover.i df . i | Uhaut hori zed URL Access to wwuidf.il/newsite/french/0113-3. stm B ock 1
70.39.157.199 |[wited Sates [147.237.77.216|dover.idf.il Distributed Whaut hori zed URL Access on waw idf.il/error.htm B ock 1
66. 249. 69. 89 Lhited Sates 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1406- he/ at al . aspx B ock 1
37.26.146.220 | srael 147. 237.77. 216 |dover . i df . i | %ﬁgﬁa&fﬁjﬁfg Protocol violation None 1
207.46.13.70  |wnited Sates [147.237.77.176|matpash.idf.il [Uauthorized URL Access to 147.237.77.176/ Bl ock 1
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