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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |Site |Signature |Device Action  |Count |
81. 218. 65. 210 | srael 147.237.77. 216 dover.idf.il ock Wp Al _Nets drop 3
134. 147. 203. 115 Ger many 147.237.77. 233 atal.idf.il B ock Np Al Net drop 2
134.147. 203. 115 Ger nany 147.237.76. 198 e.yohal an.idf.il Bock Np Al Net drop 2
134. 147. 203. 115 Ger many 147. 237. 76. 200 eitan.aka idf.il |Block Np Al Net drop 2
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack drop 2
54.72.182.187 Irel and 147.237.77. 216 dover.idf.il ock Wdp Al _Nets drop 1
89. 248. 160. 138 Net her | ands 147.237.76. 201 eatal.idf.il B ock Np Al _Net drop 1
89. 248. 160. 138 Net her | ands 147.237.8. 24 e lifestyle.idf.il |Bock Np Al Net drop 1
89. 248. 160. 138 Net her | ands 147.237.72. 14 dover.idf.il(old) |Bock Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry |Target Address |Site Sgnature Devi ce Action ‘Oount |
79.182.173.24  |lIsrael 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the LR B ock 23
185. 106. 92. 164 147.237.0.17  |mny-kosher-kravi.idf.il |20086: HITP. Mi ebl ackcat Security Scanner Bl ock 2
77.127.151.216 |lsrael 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the URL B ock 2
123.126.113.80 |China 147.237.72.166 |aka.idf.il C1000071: HTTP. User Agent Sogou+web+spi der B ock 1




03-04-2016-19:04:07 to 03-04-2016-20:04:07

|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry
195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
118. 200. 0. 245  |147. 237. 76. 197 |9 ngapor e e. hinush.idf.il ET SCAN Potential SSH Scan 3
80. 246 133. 16 |147. 237 77 2331 57 ael atal il ET DG5S Large anount of TGP Zer oWndow - Possible Nkiller2 3
DDos attack
91.201.236. 114 [147.237.77.216 |lkrai ne dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
213.136.91.26 |147.237. 76. 196 |Ger many esvivaidf.il ET SCAN Potential SSH Scan 1
89.248.162. 178 |147.237.0.16 [Netherl ands ny-kosher-kravi.idf.il |ET SCAN NVAP -sS w ndow 1024 1
209. 126. 116. 147|147.237.76.39 |Uhited Sates [mobile.neitav.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
52.23.100.181 [147.237.77.19 |Wited Sates |lawforumidf.il ET SCAN NVAP -sS w ndow 1024 1
198. 180. 198. 185|147. 237. 76. 196 |Lhited Sates |e.svivaidf.il ET SCAN NMAP -sS wi ndow 1024 1
198. 20. 69. 98 147.237.77.19 |lhited Sates  |[lawforumidf.il ET DROP Dshi el d B ock Listed Source 1
118. 200. 0. 245  |147. 237. 76. 147 |S ngapore chi nuch. aka. i df .i ET SCAN Potential SSH Scan 1
118. 200. 0. 245  |147.237.76. 34 |S ngapore yohal an.idf.il ET SCAN Potential SSH Scan 1
91.201. 236. 114 |147.237. 77. 216 |krai ne dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
218. 246. 0. 97 147. 237. 76. 196 |Chi na esvivaidf.il ET SCAN NVAP -sS w ndow 1024 1
89.248. 162. 178 [147.237. 77. 212 |Net her| ands e.dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
213.136.91.26 |147.237.76. 176 |Ger many test.ncore.idf.il ET SCAN Potential SSH Scan 1
198. 180. 198. 185|147. 237. 76. 196 |Lhited Sates |e.svivaidf.il ET SCAN NVAP -sS w ndow 2048 1
37.139.27.231 |147.237.77. 205 [Net her | ands prisha.idf.il ET SCAN NVAP -sS w ndow 1024 1
198. 180. 198. 185|147. 237. 76. 196 |Lhited Sates |e.sviva.idf.il ET SCAN NVAP -f -sS 1
118. 200. 0. 245  |147. 237. 76. 177 |S ngapore ncore.idf.il ET SCAN Potential SSH Scan 1
118. 200. 0. 245  |147.237. 76. 44 |9 ngapore e.refuah.idf.il ET SCAN Potential SSH Scan 1
118.200. 0. 245 |147.237.0.16 |9 ngapore ny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry Target Address |Ste Signature Acti on ‘Count
37.26.146.146 |Israel 147.237. 72. 167 |i shuri maka.i df . i [SYN At t ack SYN -> SYN-ACK -> Tineout |reject 17
- o SYNWACK retransmt with .
192. 243. 55. 137 |Doni ni ca 147.237.77. 216 |dover.i df i | Bad TCP sequence different vi ndow scal e monitor |13
Sreaning Engine: TCP Invalid i i ssi
109. 253. 194. 37 |israel 147.237.76. 200 |ei tan. aka. i of .| g =g Invalid segnent retransmssion. | 12
Ret ransm ssi on Packet dropped.
176.77.30. 248 |Russian Federation 147.237.77. 176 |nat pash. i df .i | drop Frst packet isn't SYN drop 12
Sreaning Engine: TGP Invalid i i ssi
77.127.151. 216 |Israel 147.237.0.34 |tikshuv.idf.il 9 =g Invalid segnent retransmssion. | 12
Ret r ansni ssi on Packet dr opped.
- . . SYNtAXK retransmt with .
192. 243.55. 133 |Domi ni ca 147.237.77. 216 |dover.idf.il Bad TCP sequence di fferent i ndow scal noni t or 10
2.54.167. 34 I srael 147. 237. 77. 216 |dover. i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 10
2.54.167.34 I srael 147.237.77. 216 |dover.idf .il SYN Att ack rej ect
46. 19. 86. 193 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d AGK nunber noni t or
192. 243. 55. 133 |Doni ni ca 147.237. 77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber noni t or
192.243.55. 131 |Cominica 147.237.77. 216 |dover.idf.il  |Bad TCP sequence SYNRACK retransmt with moni tor |7
di fferent w ndow scal e
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
213.57.243.61 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
178.63.105.85 |Ger many 147.237.8.46 |e.chinuch.idf.il [drop SAMrule drop
Sreanming Engine: TCP Invalid i i ssi
188. 120. 148. 150|i srael 147. 237, 77. 243 |nobi 1 e. i of . i | g =g Invalid segnent retransmssion. g 6
Ret ransmi ssi on Packet dr opped.
192. 243. 55. 137 |Doni ni ca 147.237. 77. 216 |dover.i df .i | Bad TCP sequence Inval i d ACK nunber noni t or
2.54.167. 34 I srael 147.237.77. 216 |dover.i df .i Bad TCP sequence Inval i d AGK nunber aert
93.184. 8. 10 ga:lcis;i':éa” Territoy. 147 237. 77. 216 |dover. i df . i1 drop First packet isn't SN drop 5
2.54.167.34 I srael 147.237. 77. 216 |dover . i df i | Bad TCP sequence Inval i d ACK nunber nonitor |5
192. 243.55. 133 |Doni ni ca 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 5
2.54.167. 34 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d sequence nuniber noni t or 5
80.246.133.16 |Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber nonitor |5
91. 200. 12. 7 Wkrai ne 147.237.77. 216 |dover.idf.il drop SAMrul e drop 4
192. 243. 55. 137 |Doni ni ca 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4
192. 243.55. 131 |Doni ni ca 147.237. 77. 216 |dover.idf il SYN At t ack SYN -> SYN-ACK -> Tineout |reject 4
2.54.144. 92 I srael 147. 237. 77. 216 |dover. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
80.246.133.16 |lIsrael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber aert 4
91.200.12. 141 |Wkrai ne 147. 237. 72. 166 |aka.i df .i | drop SAMrule drop 4
192. 243.55. 137 |Doni ni ca 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 4
192. 243. 55. 133 |Doni ni ca 147.237.77. 216 |dover.i df .il Bad TCP sequence Invalid ACK nunber aert 4
- . . SYNtAXK retransmt with .
192. 243.55. 136 |Domi ni ca 147.237.77. 216 |dover.idf.il Bad TCP sequence di fferent i ndow scal noni t or 4
192. 243.55. 131 |Doni ni ca 147.237. 77. 216 |dover. i df .i | Bad TCP sequence Inval id ACK nunber noni t or 4
Sreaning BEngine: TCP Invalid i i ssi
5.22.135.224  |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. | 3
Ret r ansmi ssi on Packet dropped.
91.200.12.141  |lkrai ne 147.237.77. 216 |dover.idf.il drop SAMrul e drop 3
46. 73. 144. 77 Russi an Federation 147.237.77. 176 |nat pash. i df .i | drop First packet isn't SYN drop 3
Sreamng Engine: TCP Invalid i i ssi
109. 65.50. 230 |l srael 147. 237.72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
46.19. 85. 4 I srael 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. | 3
Ret ransmi ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
79.183.177.32 |israel 147. 237.72. 166 |aka. i of .11 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
79.177.139. 220 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. | 3
Ret ransmi ssi on Packet dropped.
93.172.165. 193 |[Israel 147.237. 72. 156 |anan. i df . il dr op First packet isn't SN drop 3
178.63.105.85 |Ger many 147.237.76.38 |e.e.meitav.idf.il|drop SAMrul e drop 3
Sreaning Engine: TCP Invalid i i ssi
109. 65.114.52 | srael 147.237.72. 166 |aka.i df . g =g Invalid segnent retransmssion. | 3
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
79.179. 160. 247 | srael 147. 237.72. 166 |aka. i f .11 g =g Invalid segnent retransmssion. g 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TQP Invalid i i ssi
176.13.4.158 | srael 147.237.72. 166 |aka.i df . i g =g Invalid segnent retransmssion. | 3
Ret ransm ssi on Packet dropped.
192. 243. 55. 137 [Doni ni ca 147.237.77. 216 |dover.i df .i Bad TCP sequence Inval i d ACGK nunber aert 3
192. 243. 55. 134 |Doni ni ca 147.237. 77. 216 |dover. i df .i | Bad TCP sequence Inval id ACK nunber noni t or 3
Sreaning BEngine: TCP Invalid i i ssi
79.178.189.96 |l srael 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. | 3
Ret r ansmi ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
79.180. 105. 241 |Israel 147.237.72. 166 |aka. i df . g =g Invalid segnent retransmssion. g 3
Ret ransmi ssi on Packet dr opped.
93.184. 8. 10 gjceusgi':('ja” Territory.1147. 237.77. 216 |dover.icf.il  |Bad TCP sequence Inval i d ACK nunber moni tor |3
Sreaming Engine: TCP Invalid i i ssi
79.178.246.85 |Israel 147.237.72. 166 |aka. i df . g =g Invalid segnent retransmssion. g 3
Ret ransmi ssi on Packet dr opped.




03-04-2016-19:04:07 to 03-04-2016-20:04:07

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
37.142.64.28 | srael 147.237.0.19 |nmadimatal . i df . i I[{Suspi ci ous Response Code Bl ock 8
176.13. 6. 22 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
46.19. 86. 118 I srael 147.237.0.19 |[madimatal .idf.il|Ostributed Suspicious Response Code B ock 3
37.142.217.101 |lsrael 147.237.72. 167 |i shuri maka. i df . ifuntraceabl e SSL Sessi ons: Qpen Mbde None 2
68. 180. 230. 224 [Lhited Sates [147.237.76.31 [nakchal .i df . i | ma:eaﬁ;nl"?ﬁ \flc;'fﬂfnhgagaex;' gspx Bl ock 1
37.26.148.193 |Israel 147.237.72. 167 |i shuri maka. i df . i|untraceabl e SSL Sessions: Qpen Mde None 1
199. 30. 25. 49 Lhited Sates |147.237.77.216|dover.i df .i | DO stributed Whaut horized UR. Access on wwu idf.il/error.htm Bl ock 1
85. 64. 33. 146 I srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237. 76. 42/ styl e/ shared/ reset . css B ock 1
66. 249. 66. 47 Lhited Sates [147.237.0.34 |tikshuv.idf.il Unaut hori zed URL Access to tikshuv.idf.il/nain/giyus/general .aspx B ock 1
208.115.113.89 [Wnited Sates |147.237.77.216|dover.idf.i | Paraneter Type Molation SortOr in wwidf.il/1153-he/ dover. aspx Bl ock 1
130. 185. 155. 74 |Sweden 147.237.77. 216 |dover.i df .i | Unaut hori zed LRL Access to ww i df.il/wp-1ogin. php B ock 1
78.183. 180. 153 |Turkey 147.237.77. 216 |dover . i df . i | ggiﬁ&%ﬁfggﬁ'&f?‘ﬁféift&%@f’ 180.153 (Protocal violation fy, o 1
207. 46.13. 70 Lhited Sates [147.237.0.34 |tikshuv.idf.il Paraneter Type Mol ation catld in wwtikshuv.idf.il/site/general . aspx B ock 1
85.64.164.47  |Israel 147.237.77. 234 |hal ag. i df . i | 1D4§t '2'35“;30'2‘;17:’;2;;'572(;61%/@??2? f’;i . Bl ock 1
66.249.66.184 |lhited Sates |147.237.0.34 |ti kshuv.idf.il Unaut hori zed URL Access to v ti kshuv. idf.il/mai n/ giyus/ general .aspx  |B ock 1
213.57.186. 151 |[Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
173.167.152. 217|Uhited Sates 147. 237. 72. 166 |aka. i df . i | Uht raceabl e SSL Sessi ons: (pen Mbde None 1
78.183. 180. 153 |Turkey 147.237.77. 216 |dover . i df . i | fss_sti tégiif_b/ispﬁngiﬁli &;DET(:E‘;C&?\'SE; on None 1
207.237.79.196 |Uhited Sates [147.237.72. 166|aka. i df . i | mu;;]:ri ld?.e;jl /,\fatajhn(;(;i ?ljg th;r:iri cat i onser vi ce. asnx/ get aut huser Bl ock !
130. 185. 155. 74 |Sweden 147.237.0.34 |tikshuv.idf.il PHP Attenpt B ock 1
66. 249. 69. 81 Uhited Sates [147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/ 1396- he/ at al . aspx B ock

217. 226. 206. 204|Ger many 147.237.77.216|dover . i df . i | Uhaut hori zed URL Access to v idf.il/arr/ B ock

Unknown Par arret er
79.179.111. 225 [israel 147.237.72. 166 [aka. i df . i | ct100$ct | 00$cphMai n$TochenPl acekbl der $bt nAt udaPrint in None 1
waw aka. i df . i | / mai n/ gi yus/ at uda/ asnacht a. aspx

207.241.229.33 |Wited Sates |147.237.72. 166 |aka. i df . i | Uhknown Paraneter catid in aka.idf.il/patzar/klali/default.asp None

130. 185. 155. 74 |Sweden 147.237.0.34 |tikshuv.idf.il Uhaut hori zed URL Access to www ti kshuv. idf.il/wp-1ogin. php B ock

66. 249. 69. 89 Lhited Sates [147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77. 233/ 1404- he/ at al . aspx B ock
37.26.148.170 [Israel 147.237.77. 234 |hal ag. i df .i | o ;g:“;?dzgﬁf‘fﬁge'sﬁﬂaﬁ osess lc.>r;i . Bl ock 1
188. 120. 148. 150|1 sr ael 147.237.77.243|nobi l e.i df . i | D stributed Suspicious Response Qode B ock 1
80.246.136. 77 |l srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
66. 249. 66. 25 Uhited Sates [147.237.77. 216 |dover.i df . i | Lhaut hori zed URL Access to w i df.il/atal 1/izkor/print_bottom asp B ock 1
207.241.229.49 |Wnited Sates |147.237.72. 166 |aka. i df . i | Unknown Paraneter docid in aka.idf.il/ituriniasp/di spl ayonesol di er. asp None 1
130. 185. 155. 74 |Sweden 147.237.77.216|dover. i df . i | PHP Attenpt B ock 1
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