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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |signature |Device Action |Count |
204. 93. 154. 216 Lhited Sates 147.237.77. 216 dover.idf.il TAP Scan (vertical) drop 175

46. 19. 85. 42 | srael 147.237.77.216 dover.idf.il Anonal y-TLS-renegoti ation-d i dest - r eset 70
81.218. 65. 210 | srael 147.237.77. 216 dover.idf.il Bl ock Udp All Nets dr op 3

0.0.0.0 147.237.77.216 dover.idf.il HITP Page H ood Attack drop 2

185. 130. 5. 224 147.237.76. 176 test.ncore.idf.il Bl ock Udp All _Nets drop 1

185. 130. 5. 224 147.237.8. 46 e.chinuch.idf.il Bl ock_Ulp All _Nets drop 1

185. 130. 5. 224 147.237.76. 39 nobi | e.neitav.idf.il |Block Udp Al _Nets drop 1
54.72.182.187 Irel and 147.237.77. 216 dover.idf.il Bl ock_Udp All _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry rget Address Devi ce Action |Count
79.177.217. 163 I srael 147.237.0. 34 tikshuv.idf.il |ClL000138: HITP. prefix 1.01 in the LR B ock 8
66. 249. 93. 105 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the LRL B ock 2
84.109. 93. 82 | srael 147.237.0. 34 tikshuv.idf.il |Cl000138: HTTP. prefix 1.01 in the URL Bl ock 2
106. 38. 241. 106 Chi na 147.237.77.176  |mat pash.idf.il |CL000071: HTTP: User Agent Sogou+web+spi der B ock 1
68. 228. 64. 54 Lhited Sates 147.237.77.216 |dover.idf.il C1000008: HTTP: Xenu User Agent B ock 1
106. 38. 241. 106 Chi na 147.237.77.216 |dover.idf.il C1000071: HTTP: User Agent Sogou+web+spi der Bl ock 1
46.19. 85. 125 I srael 147.237.0. 34 tikshuv.idf.il |ClL000138: HITP. prefix 1.01 in the LR B ock 1
106. 38. 241. 106 Chi na 147.237.77.233 |atal .idf.il Cl000071: HTTP. User Agent Sogou+web+spi der B ock 1
66. 249. 93. 97 | srael 147.237.0. 34 tikshuv.idf.il |Cl000138: HTTP. prefix 1.01 in the URL Bl ock 1
123. 126. 113. 80 Chi na 147.237.72.166 |aka.idf.il Cl000071: HTTP. User Agent Sogou-+web+spi der B ock 1
66. 249. 93. 101 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the LRL B ock 1
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP: User Agent Sogou+web+spi der Bl ock 1
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|Top Attackers In |D|

‘ Target Address

At acker
Gountry

Signature

195. 34. 150. 18 [147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
61.182.170.38 [147.237.0.33 |China idf.il ET SCAN Potential SSH Scan 1
40. 76. 80. 17 147.237.0.15 |Wited Sates |kosher-kravi.idf.i|ET SCAN NVAP -sS w ndow 2048 1
37.139.27.231 |147.237.72.14 |Netherlands dover.idf.il(old) |ET SCAN NVAP -sS w ndow 1024 1
218.246.0.97 |147.237.76. 148|Chi na gacenter. aka idf.i[ET SCAN NVAP -sS wi ndow 1024 1
172. 87. 221. 214 |147. 237. 76. 42 refuah.idf.il ET SCAN NMAP -sS wi ndow 4096 1
117. 190. 233. 21 |147.237.0.19 [China nadi matal .idf.il |ET SCAN Potential SSH Scan 1
94.102. 48.193 |147.237. 77. 235 [Net her | ands sviva.idf.il ET SCAN NVAP -sS wi ndow 1024 1
87 71 12,83 147237 72 166 |1 st el akaidh il SER’\/ER’-APAO-E Apache nod_ssl non-SSL connection to SSL port 1
deni al of service attenpt
61.182.170.38 [147.237.76.197 |China e. hinush.idf.il ET SCAN Potential SSH Scan 1
40. 76. 80. 17 147.237.0.15 |Wnited Sates |kosher-kravi.idf.i|ET SCAN NVAP -sS w ndow 4096 1
40. 76. 80. 17 147.237.0.15 |lhited Sates |kosher-kravi.idf.i|ET SCAN NVAP -f -sS 1
172. 87. 221. 214 |147. 237. 76. 42 refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
95. 130. 13. 220 [147. 237. 76. 200 |France eitan.akaidf.il |ET SCAN NVAP -sS wi ndow 1024 1
88.248.58.201 |147.237.0.35 |Turkey akavs. i il ET SON\I Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
85, 65. 161 188 147 237 76. 86 1< ael nevy. i df il Zrtanf Large amount of TCP ZeroWndow - Possible Niller2 DDos 1
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|Top Attackers In FW |

Devi ce

A tacker

Attacker Address count ry Target Address ‘Ste ‘Slgnature Action ‘Count
Sreaning Engine: TCP Invalid i i SSi
109. 64.181.31 | srael 147. 237. 76. 200 |ei tan. aka. i df . g =g Invalid segnent retransmssi on. drop 120
Ret r ansni ssi on Packet dropped.
132.64.27.171  |Israel 147.237.77.234|ndl ag.icf.il  [Bad TCP sequence iz;e”ansm't with different wndowl oivor  [30
192.243.55.133 |Cominica 147.237.77. 216 |dover.idf.i1 [Bad TOP sequence SNAK retransmt with different oo or 17
w ndow scal e
Sreamng Engine: TCP Invalid i i ssi
176.228. 44.15 |israel 147.237.76.31 |nakchal .idf. il 9 =g nval i d segnent retransmssi on. drop 14
Ret r ansni ssi on Packet dr opped.
192. 243.55. 133 |Doni ni ca 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 13
192. 243.55. 134 |Doni ni ca 147.237.77. 216 |dover.idf.i1 |Bad TCP sequence SINAK retransmt with different oo |13
w ndow scal e
192. 243.55. 137 |Donini ca 147.237.77. 216 |dover.icf.il [Bad TCP sequence SAK retransmt with different | onivor |12
W ndow scal e
192. 243. 55. 137 [Doni ni ca 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d AGK nunber noni t or 11
192. 243.55. 138 |Donini ca 147.237.77.74 |lawidi.il  [Bad TCP sequence SNAK retransmt with different oo o |11
W ndow scal e
94.159. 145. 170 |Israel 147.237.76.86 |[navy.idf.il  |drop First packet isn't SN drop 11
192. 243.55. 138 |Doni ni ca 147.237.77. 216 |dover.idf.il [Bad TCP sequence SINAK retransmt with different oo 11
W ndow scal e
192.243.55.132 |Cominica 147.237.77. 216 |dover.idf.i1 |Bad TOP sequence SINAK retransmt with different foonor |10
w ndow scal e
192. 243.55. 133 |Doni ni ca 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN ACK -> Ti meout rej ect 10
192. 243. 55. 138 |Doni ni ca 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 9
- . . SYNVACK retransmt wth different .
192. 243.55. 133 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence i ndow scal e noni t or 9
192. 243.55. 135 |Donini ca 147.237.77.74 |lawidi.il  [Bad TCP sequence SYNACK retransmt with different | oonior o
W ndow scal e
192. 243.55. 131 [Doni ni ca 147.237.77. 216 |dover.idf.il [Bad TCP sequence Invalid AGK nunber noni t or 9
192. 243. 55. 134 |Donmi ni ca 147.237.77.216|dover.idf.il |Bad TCP sequence I'nval i d ACK nunber noni t or 9
94. 159. 145. 170 |l srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 9
192. 243.55. 134 |Doni ni ca 147.237.77. 216 |dover.idf.il |SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 8
192. 243. 55. 138 |Domi ni ca 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 8
91.200.12. 141  |lkrai ne 147.237.77. 216 |dover.idf.il |dr op SAMrul e drop 8
192. 243.55. 135 |Doni ni ca 147.237.77. 74 [lawidf.il Bad TCP sequence Invalid AGK nunber noni t or 8
- S SYNWACK retransmt wth different .
192. 243.55. 131 |Doni ni ca 147.237.77. 74 [lawidf.il Bad TCP sequence i ndow scal 6 noni t or 8
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop
192. 243.55. 138 |Doni ni ca 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYNACK -> Ti meout rej ect
192. 243.55. 135 |Donini ca 147.237.77. 216 |dover.idf.il [Bad TCP sequence SIAK retransmt wth different oo |7
W ndow scal e
192. 243.55. 131 |Doni ni ca 147.237.77. 216 |dover.idf.il |SYN At tack SYN -> SYN-ACK -> Ti neout rej ect
192. 243. 55. 133 |Donmi ni ca 147.237.77.216|dover.idf.il |Bad TCP sequence I'nval i d ACK nunber alert
192. 243.55. 131 |Donini ca 147.237.77. 216 |dover.idf.il [Bad TCP sequence SAK retransmt with different fooqiior 6
W ndow scal e
91.200.12.136 |kraine 147.237.77. 216 |dover.idf.il |drop SAMrul e drop 6
192. 243.55. 131 |Doni ni ca 147.237.77. 216 |dover.idf.il |Bad TCP sequence nmoni t or 6
192. 243.55. 135 |Doni ni ca 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 6
192. 243.55. 137 |Doni ni ca 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYNACK -> Ti meout rej ect 6
192. 243.55. 131 |Doni ni ca 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber alert 6
192. 243.55. 138 |Doni ni ca 147.237.77. 216 |dover.idf.il |Bad TCP sequence noni t or 6
Sreaning Engine: TGP Invalid i i ssi
79.180.58.52  |Israel 147. 237.72. 166 |aka. i of . i 9 =9 nval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i SSi
109.64.42.82  |israel 147.237.72. 166 |aka.i df . i g =g nvalid segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dropped.
5.22.129.252 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid AGK nunber noni t or
192. 243. 55. 137 |Doni ni ca 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber alert
192. 243.55. 133 |Doni ni ca 147.237.77. 74 [lawidf.il Bad TCP sequence Inval i d ACK nunber noni t or
L e SYNVACK retransmt wth different .
192. 243.55. 134 |Doni ni ca 147.237.77. 74 [lawidf.il Bad TCP sequence wi ndow scal & noni t or 6
192. 243. 55. 132 |Doni ni ca 147.237.77. 216 |dover.idf.il |SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect
192. 243.55. 138 |Doni ni ca 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid AGK nunber alert
- R SYNWACK retransmt wth different .
192. 243.55. 136 |Doni ni ca 147.237.77. 216 |dover.idf.il [Bad TCP sequence i ndow scal 6 noni t or 5
192. 243.55. 135 |Doni ni ca 147.237.77.74 |lawidf.il SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 5
46. 19. 85. 246 I srael 147.237.72. 156 |aman.idf.il  |SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
188. 120. 148. 248]I srael 147.237.72. 166 |aka.i df . i1 Bad TCP sequence Inval i d ACK nunber noni t or 5
192. 243.55. 135 |Doni ni ca 147.237.77. 216 |dover.idf.il |SYN At ack SYN -> SYN-ACK -> Ti meout rej ect 5
192. 243. 55. 134 [Doni ni ca 147.237.77. 74 [lawidf.il Bad TCP sequence Invalid AGK nunber noni t or 5
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|Top Attackers In V\AF|

At acker

Devi ce

Count ry Target Address |Site Sgnature Action ‘Count
2.54.23.118 I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 209
185. 32. 179. 206 || srael 147.237.77. 243 |nobi | e. i df . i | ?;L?r:t ?;ﬂf’?s\:cﬂaﬁic%gncglgaﬂﬁ;mrd in Bock |10
109. 253. 213. 31 |I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Gode Bl ock
37.142.64.28 |lIsrael 147.237.0.19 |nadimatal . i df . i |Suspi ci ous Response Code B ock
66.102.7.240 |lhited Sates [147.237.77.216|dover.idf.il D stributed Lhaut hori zed UR. Access on waww i df.il/error.htm B ock
e e A e AT =i e o et il e
66.102.7.233 |lLhited Sates [147.237.77.216|dover.idf.il D stributed Uhaut hori zed URL Access on waw idf.il/error.htm B ock 2
87.71.12.83  |Israel 147.237.72. 166 |aka. i df . i | géfﬁ?&%ﬁfﬁfﬁﬁo\i &fﬁ_&gi&) None 2
212. 227. 254. 68 |Ger many 147.237.72. 166 |aka. i df . i | Mil tiple Abnornal |y Long Header Line from 212.227.254.68 B ock 1
180.76.15. 148 |Chi na 147.237.76.86 |navy.idf.il gj;tih;r_'i T??enﬁatfsiii;g/ ser cont rol s/ header Upper/ Bock |1
87.71.12.83 I srael 147.237.72. 156 [arman. i df . i | Mal formed URL thu%b Bl ock 1
77.125.161. 172 |I srael 147.237.77.216|dover . i df . il Untraceabl e SSL Sessions: (pen Mde None 1
212. 227. 254. 68 |Ger many 147.237.72. 166 [aka. i df . i | Mil tiple Malformed HTTP Header Line from 212, 227. 254. 68 B ock 1
192. 243. 55. 135 [Dom ni ca 147.237.77.216|dover. i df .i |l Unhaut hori zed URL Access to v i df.il/newsitef hebrew 0303-1. stm B ock 1
46.117.205. 24 |Israel 147.237.77. 234|hal ag. i df .i | o ;';;“t;d2;’1‘;"?;2;;72%%&}7?? f.’réi . Bock |1
92.76.72.249  |Ger many 147.237.77.216|dover . i df . i Untraceabl e SSL Sessions: (pen Mde None 1
212. 227. 254. 68 |Ger nany 147.237.72. 166 |aka. i df . i | (Sz_sﬁt égflila_bllﬁpﬁngic;li &;DETiﬁic;ixxﬂgE; on None 1
87.69. 11. 101 | srael 147.237.77. 216 |dover.i df . il Uhaut hori zed URL Access to wawn i df.il/resource/ userfol | owesourcel createl |B ock 1
66.249.66.176 |Lhited Sates [147.237.77.74 [lawidf.il Unaut hori zed URL Access to 147.237.77. 74/ robots. t xt B ock 1
212. 227. 254. 68 |Ger many 147.237.72. 166 |aka. i df . i | Mil tiple Abnormal |y Long Request from 212.227.254. 68 B ock 1
87.71.12.83  |[Israel 147. 237. 72. 156 |aman. i df . i | ?‘é'é[f'&uuﬁt_fspeaf?'&?ﬁﬁ?ﬂi&?ﬁ&jﬁ83 (Protocol violation None 1
77.126. 166. 199 |l srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134-he/ at al . aspx Bl ock 1
212. 227. 254. 68 |Ger many 147.237.72. 166 [aka. i df . i | Ml tiple Mal formed URL from 212, 227. 254, 68 B ock 1
192. 243. 55. 137 |Doni ni ca 147.237.77.216|dover. i df .l Ml tipl e Unaut horized URL Access from 192. 243, 55, 137 B ock
62.219.132.70 |Israel 147.237.77. 234|hal ag. i df .i | o ;'35“;?zéﬁftngzgjﬁaﬁlﬁﬁﬁ f;i . Bock |1
94. 21. 90. 58 Hungary 147.237.77.216|dover.idf .il Unt raceabl e SSL Sessi ons: (pen Mbde None 1
87.71.12.83 I srael 147.237.72. 156 [arman. i df . i | Abnormal |y Long Request request version Bl ock 1
66.249.69.81 |Lhited Sates |[147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1399- he/ at al . aspx B ock 1
212. 227. 254. 68 |Ger many 147.237.72. 166 [aka. i df . i | Mitiple I1legal Byte Code Character in Header Nane from212.227.254.68 |Bl ock 1
32.213.145.16 |lited Sates |147.237.72.166|aka.idf.il Untraceabl e SSL Sessi ons: (pen Mbde None 1
192. 243, 55. 131 |Doni ni ca 147.237.77.216|dover . i df . il Untraceabl e SSL Sessions: (pen Mde None 1
87.71.12.83  |Israel 147. 237. 72. 156 |aman. i df . i | i‘sgtégiﬁibispﬁngﬁi &_DZ&E’ICE‘;('C:"A(,’\'SE; on None 1
212. 227. 254. 68 |Ger many 147.237.72. 166 |aka. i df . i | Mil tiple NILL Character in Header Nane from 212. 227. 254. 68 Bl ock 1
Unknown Par anet er
79. 183. 232. 119 [l srael 147.237.72.166|aka. i df . i | ct | 00$ct | 00$cphMai n$TochenPl acetbl der $bt nAt udaBack i n None 1
wan aka. i df . i |/ mai n/ gi yus/ at uda/ asnacht a. aspx
192. 243. 55. 137 |Doni ni ca 147.237.77.216|dover.idf .il Unaut hori zed LRL Access to waw i df. i/ newsite/ novies/ strike_heb2. asf B ock 1
65.55.210.195 |lLhited Sates |[147.237.77.216|dover.idf.il D stributed Lhaut hori zed UR. Access on www i df.il/error.htm B ock 1
Illegal Byte (ode Character in Mthod
87.71.12.83 I srael 147.237.72. 156 [aman. i df . i | [[#2]] 7XAT] [#28]] SHA€pwr -1 XI ) 116[ [ #5] ] &<} SFCA —eer ¢y, 0/ T[[#15] ]+« |B ock 1
fI6R; [[#14] ] uNe ¢ [#16] ] * UChd) +
66.249.69. 97 |Lhited Sates [147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1275- he/ at al . aspx B ock 1
212.227. 254. 68 |Ger many 147.237.72. 166 [aka. i df . i | Mitiple Il1legal Bte Gode Character in Header Val ue from212. 227.254.68 |B ock 1
192.243.55. 133 [Doni ni ca 147.237.77.74 [lawidf. il V\L:/q\:\zult:vtrildié?l yttnpplcacteezs/ sth(e)zred/ user cont rol s/ obbyi nf ocent eri t em B ock !
37.113.184. 158 gz::sltnion 147.237.0.34 [tikshuv.idf.il [Paraneter Type Mol ation catld in wwtikshuv.idf.il/sitel general . aspx B ock 1
Unknown HTTP Request Met hod
87.71.12.83 I srael 147.237.72. 156 [aman. i df . i | [[#2]] 7XAT] [#28]] SHi€pwr -1 X ) 116[ [ #5] ] €« | SFCA —eer 6y, 0/ T[[#15]] «+ |Bl ock 1
6R ; [[#14] 1 uRe ¢[[#16]]“Uhdj = in URL thudss
212. 227. 254. 68 |Ger many 147.237.72. 166 |aka. i df . i | Ml ti pl e Unknown HTTP Request Method from 212.227. 254. 68 B ock
80. 246. 136. 77 [l srael 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Cpen Mde None
192. 243. 55. 138 |Doni ni ca 147.237.77.216|dover. i df .il Lhaut hori zed URL Access to wawidf.il/igf B ock
132.64.27.171 [Israel 147.237.77. 234|hal ag. i df .i | o ;';;“t;d2;’1‘;"?;2;;72%%&}7?? f.’réi . Bock |1
87.71.12.83 I srael 147.237.72. 156 [aman. i df . i | Illegal URL Path Encoding thuo®s B ock 1
70.89.4.9 Lhited Sates |147.237.77.216|dover.idf.il Lhtraceabl e SSL Sessi ons: pen Mde None 1
212. 227. 254. 68 |Ger many 147.237.72. 166 [aka. i df . i | Mitiple Illegal Byte Code Character in Method from 212, 227. 254. 68 B ock 1
192. 243. 55. 134 |Doni ni ca 147.237.77.216|dover.i df . il Dstributed Lhauthori zed UR. Access on waww i df.il/error.htm B ock 1
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