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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site

Signature

Device Action [Count|

81. 218. 65. 210 | srael 147.237.77. 216 dover.idf.il ock Wp Al _Nets drop 6
79.176. 234. 60 | srael 147.237.72. 166 aka.idf.il Bl ock_Udp All _Nets dr op 3
104. 230. 22. 229 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
93. 104. 213. 108 Ger nany 147. 237. 8. 45 eeitanidf.il [Bock Wip Al Nets drop 1
141. 212. 122. 131 Lhited Sates 147. 237. 0. 200 ndu. i df i | Block Udp All Nets drop 1
54.72.182.187 Irel and 147.237.77. 216 dover.idf.il ock Wp Al _Nets drop 1
93.104. 213. 108 Ger many 147.237. 8. 46 e.chinuch.idf.il ock Wp Al _Nets drop 1
179. 43. 144. 33 Sii t zer| and 147.237.77. 178 e.matpash.idf.il |Bock Np All _Net dr op 1
93. 104. 213. 108 CGer many 147.237.72. 14 dover.idf.il (ol dfB ock Udp All Nets drop 1




03-04-2016-17:04:00 to 03-04-2016-18:04:00

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry rget Address |Sgnat ure Devi ce Action |Count
46.117.103. 124 I srael 147.237.0. 34 tikshuv.idf.il |ClL000138: HITP. prefix 1.01 in the LR B ock 8
212.179. 42. 227 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the LRL B ock 6
79.179. 32. 215 | srael 147.237.0. 34 tikshuv.idf.il |Cl000138: HTTP. prefix 1.01 in the URL Bl ock 5
131. 253. 25. 144 Lhited Sates 147.237.0. 34 tikshuv.idf.il |ClL000138: HITP. prefix 1.01 in the LR B ock 2
106. 38. 241. 106 Chi na 147.237.77.176  |matpash.idf.il |ClL000071: HTTP: User Agent Sogou+web+spi der B ock 1
162. 210. 196. 97 Lhited Sates 147.237.77.216 |dover.idf.il C1000074: HTTP. naj estic bot Bl ock 1
106. 38. 241. 106 Chi na 147.237.77.216 |dover.idf.il Cl000071: HTTP:. User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.77.233 |atal .idf.il Cl000071: HTTP. User Agent Sogou+web+spi der B ock 1
123.126. 113. 80 Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP: User Agent Sogou+web+spi der Bl ock 1
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il Cl000071: HTTP. User Agent Sogou-+web+spi der B ock 1




03-04-2016-17:04:00 to 03-04-2016-18:04:00

|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry Ste \Signature

24.104. 233. 195 147.237.77. 216 Lited Sates dover.idf.il GPL SCAN nmap TCP 40
195. 34. 150. 18 147. 237. 77. 216 Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
66. 249. 65. 65 147.237.72. 166 Lhited Sates akaidf.il ET SCAN NVAP -sSA (2) 2
66.102. 9. 28 147.237.72. 167 Lhited Sates i shurimaka.idf.il ET SCAN NVAP -sA (2) 2
209. 126. 116. 147 147.237.77.61 Lhited Sates e.cogat.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
50. 204. 188. 142 147.237.0. 15 Lhited Sates kosher-kravi .idf.il ET SCAN NVAP -sS wi ndow 2048 1
193. 201. 227. 6 147.237.0. 16 kr ai ne ny- kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
180.97.81. 71 147.237.77. 216 Chi na dover.idf.il ET SCAN Potential SSH Scan 1
115. 28. 218. 77 147. 237. 76. 198 Chi na e.yohal an.idf.il ET SCAN NVAP -sS wi ndow 1024 1
104. 128. 144. 131 147.237.76.34 Canada yohal an. i df . i ET SCAN NVAP -f -sS 1
82. 66. 63. 22 147.237.0. 16 France ny- kosher - kravi .i df . i ET SCAN NVAP -sS w ndow 4096 1
82. 66. 63. 22 147.237.0. 16 France ny- kosher - kravi . i df . i ET SCAN NVAP -f -sS 1
209. 126. 116. 147 147.237.77.121 Lhited Sates e navy.idf.il ET SCAN NVAP -sS w ndow 1024 1
202. 131. 126. 229 147.237.72.217 India eidf.il ET SCAN NVAP -sS w ndow 1024 1
50. 204. 188. 142 147.237.0. 15 Lhited Sates kosher-kravi .idf.il ET SCAN NVAP -f -sS 1
193. 201. 227. 6 147.237.0. 33 Wkrai ne idf.il ET SCAN Potential SSH Scan 1
193. 201. 227. 6 147.237.0. 15 Lkr ai ne kosher-kravi .idf .i ET SCAN Potential SSH Scan 1
180.97.81. 71 147. 237.77. 176 Chi na nat pash. i df .i | ET SCAN Potential SSH Scan 1
104. 128. 144. 131 147.237.76. 34 Canada yohal an.idf.il ET SCAN NVAP -sS wi ndow 2048 1
94.102. 48. 193 147.237.72. 14 Net her | ands dover.idf.il (ol d) ET SCAN Potential VNC Scan 5900- 5920 1
82. 66. 63. 22 147.237.0. 16 France ny- kosher - kravi . i df . i ET SCAN NVAP -sS w ndow 2048 1
218. 246. 0. 97 147. 237. 76. 201 Chi na e.atal.idf.il ET SCAN NMAP -sS wi ndow 1024 1




03-04-2016-17:04:00 to 03-04-2016-18:04:00

|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address |Ste Signature
Sreamng Engine: TCP Invalid i i ssi
109. 253. 135. 224|i srael 147. 237. 76. 200 |ei tan. aka. i df .| 9 =g nvalid segnent retransmssi on. drop 96
Ret r ansni ssi on Packet dr opped.
185. 120. 126. 178 147. 237.72. 166 |aka. i df .i | drop SAMrule drop 26
192. 243. 55. 136 |Doni ni ca 147.237.77. 74 |[lawidf.il Bad TCP sequence Invalid ACK nunber noni t or 16
- . . SYNPAXK retransmit with different .
192. 243.55. 136 |Domi ni ca 147.237.77.74 |lawidf.il Bad TCP sequence Vi ndow scal e noni t or 15
Sreaming Engine: TGP Invalid i i ssi
77.125.153. 129 |Israel 147.237.77. 243 |nobil e. i of .| 9 =g Invalid segent retransmssion. drop 15
Ret r ansni ssi on Packet dr opped.
- . . SYNPAXK retransmit with different .
192. 243.55. 136 |Domi ni ca 147.237.77. 216 |dover.idf.il Bad TCP sequence Vi ndow scal e noni t or 13
192. 243.55. 132 |Donini ca 147.237.77.74 |lawidf. il Bad TCP sequence SINHAK retransmt with different |y |11
w ndow scal e
- . . SYNPAXK retransmit with different .
192. 243.55. 132 |Domini ca 147.237.77. 216 |dover.idf.il Bad TCP sequence Vi ndow scal e noni t or 11
85.65.117.249 |Israel 147. 237.72. 166 |aka. i f .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 10
62.219.132.70  |[israel 147.237.77.234|nal ag.icf.i1  [Bad TOP sequence SN retransmt with i fferent aert 10
w ndow scal e
e SWNretransmit wth different .
62.219.132.70 |[Israel 147.237.77. 234 |hal ag.i dof .i | Bad TCP sequence vi ndow scal e noni t or 10
46.19. 85. 211 I srael 147. 237.77. 216 |dover.i df .i| Bad TCP sequence Invalid ACK nunber noni t or 10
46.19. 85. 121 I srael 147.237.76.42 |refuah.idf.il [Bad TCP sequence Inval i d AGK nunber noni t or 9
192. 243. 55. 132 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence Inval i d ACK nunber noni t or 9
192. 243.55. 136 |Doni ni ca 147. 237.77. 216 |dover.i df .i| SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 9
192. 243. 55. 135 [Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence Inval i d AGK nunber noni t or 9
192. 243.55. 135 |Donini ca 147.237.77.74 |lawidf. il Bad TCP sequence SINGAK retransmt with different oo o
w ndow scal e
192. 243.55. 135 |Doni ni ca 147.237.77.74 |lawidf.il drop First packet isn't SN drop
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
Sreaning Engine: TCP Invalid i i ssi
87.69.33.78 I'srael 147. 237. 76. 200 |ei tan. aka. i f .1 9 =g Inval i d segnent retransmssi on. drop 8
Ret ransmi ssi on Packet dr opped.
192. 243. 55. 136 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence Inval i d AGK nunber aert 8
192. 243.55. 136 |Doni ni ca 147.237.77. 74 |lawidf.il SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 8
46. 19. 85. 218 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Invalid ACK nunber noni t or 7
213.55.115.225 |Bhiopia 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 7
192. 243. 55. 132 |Doni ni ca 147. 237.77. 216 |dover.idf .il Bad TCP sequence Inval i d ACK nunber noni t or 7
46.19. 85. 121 I srael 147.237.76.42 |refuah.idf.il |Bad TCP sequence Invalid ACK nunber alert 7
46.19. 85. 32 I srael 147. 237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 7
192. 243. 55. 136 |Doni ni ca 147. 237.77. 216 |dover. i df .i Bad TCP sequence Inval i d ACK nunber noni t or 7
Sreanming Engine: TCP Invalid i i ssi
198. 204. 249. 34 |wnited Sates [147.237.72. 166 [aka i of .il 9 =g nvalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.
192. 243. 55. 136 |Domi ni ca 147.237.77.74 |lawidf.il drop First packet isn't SYN drop 6
192. 243.55. 138 |Donini ca 147.237.77.74 |lawidf. il Bad TCP sequence SINAK retransmt with different opnivor o
w ndow scal e
192. 243.55. 132 [Doni ni ca 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect
192. 243. 55. 136 |Doni ni ca 147. 237.77. 216 |dover. i df .i Bad TCP sequence nmoni t or
192. 243.55. 136 |Domi ni ca 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop
Sreaning Engine: TGP Invalid i i ssi
2.54.152.143  |israel 147.237.72. 166 |aka i f .11 9 =9 Inval i d segnent retransmssi on. drop 6
Ret r ansnmi ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
79.181.107. 138 |israel 147.237.77. 243 |robi L e. i of .| 9 =g nvalid segnent retransmssi on. drop 6
Ret ransmi ssi on Packet dr opped.
192. 243.55. 135 [Doni ni ca 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 6
46. 19. 85. 218 I srael 147.237.77.216|dover.idf.il  |Bad TCP sequence Inval i d ACK nunber alert 6
24.104.233.195 |[hited Sates |147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 5
192. 243. 55. 135 [Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence Inval i d ACGK nunber aert 5
178.63.105.85 |Ger many 147.237.76. 176 [test. ncore. i of . i|dr op SAMrul e drop 5
31.210.188.49 |[Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber noni t or 5
192. 243. 55. 136 |Doni ni ca 147.237.77. 216 |dover.idf.il  [Bad TCP sequence Inval i d AGK nunber aert 5
192. 243.55. 132 |Domi ni ca 147.237.77.74 |lawidf.il Bad TCP sequence Inval i d ACK nunber alert 5
24.104.233.195 |lhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SN drop 5
. . . SYNHAK retransmit with different .
192. 243.55. 135 |Doni ni ca 147. 237.77. 216 |dover.i df .i| Bad TCP sequence i ndow scal e noni t or 5
178.63.105.85  |Ger many 147.237.8.46 |e.chinuch.idf.illdr op SAMrul e drop 4
- . . SYNPAXK retransmit with different .
192. 243.55. 134 |Domi ni ca 147.237.77.74 |lawidf.il Bad TCP sequence vi ndow scal e noni t or 4
91.200.12.136 |lkrai ne 147.237.0.34 [tikshuv.idf.il |dr op SAMrul e drop
31.210.187. 225 |Israel 147. 237.77. 216 |dover.i df .i| Bad TCP sequence Invalid ACK nunber noni t or
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Acti on ‘Count
2.54.23.118 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 105
149. 78.204. 43 |lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 79
66.249.84.165 |lnited Sates |147.237.77.216|dover.idf.il D stributed Lhaut hori zed URL Access on v i df.il/error. htm B ock 7
66.249.84.166 |Liited Sates 147.237.77.216|dover. i df .i | D stributed Lhaut hori zed URL Access on www i df.il/error. htm B ock 6
66.249.84.167 |lLnited Sates [147.237.77.216|dover.idf.il D stributed Uhaut hori zed URL Access on waidf.il/error.htm Bl ock 6
2.54.36.123 I srael 147.237.0.19 |madimatal .idf.il Dstributed Suspicious Response Code Bl ock 6
213.57.128. 185 |lsrael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
66. 249. 66. 25 Lhited Sates [147.237.77.216|dover.idf.il D stributed Uhaut hori zed URL Access on waidf.il/error.htm Bl ock 3
80.246.139.96 |[Israel 147.237.0.19 |madimatal .idf.il Dstributed Suspicious Response Code Bl ock 3
5.172.247.197 |Pol and 147.237.77.216|dover. i df .i | Unaut hori zed URL Access to wa i df.il/894-en/ dover. aspx/ B ock 2
156. 196. 168. 52 147.237.77. 216 |dover.i df .i | D stributed Uhaut hori zed URL Access on waidf.il/error.htm Bl ock 2
46.120. 251. 123 |Israel 147.237.0.19 |madimatal .idf.il Dstributed Suspicious Response Code Bl ock 2
. . D stributed Unaut hori zed URL Access on
62.219.132.70 |Israel 147.237.77.234|hal ag. i df . il 147. 237. 77. 234] i nages/ shar ed/ bul | et 1. gi f Bl ock 1
: . . . Unaut hori zed URL Access to
173.252.74.122 |UWited Sates |147.237.0.34 |tikshuv.idf.il 147.237.0. 34/ i p._st or agel fi | es/ 4/ si 2e220x0/ 1744,  pg B ock 1
156. 196. 160. 50 147.237.77.216|dover. i df .i | D stributed Lhaut hori zed URL Access on www i df.il/error.htm B ock 1
. . Unknown Par anet er ct| 00$ct | 00$cphMai n$cphSachar $ct 1 55 in
85.64.135.5 I srael 147.237.72. 166 [aka. i df . i | aka.i df .11/ nai v sachar/ pays! i ps. aspx None 1
213.55.115.225 |Rhiopia 147.237.77.216|dover . i df .i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
169. 229. 3. 91 Lhited Sates 147.237.77.233|atal .idf.il Illegal Byte Qode Character in LRL Bl ock 1
Russi an . . Unaut hori zed Met hod HEAD for
109. 205. 248. 38 eration 147.237.72. 166 [aka. i df . i | v aka, i df i1/ i yus/ f or und asp/ show or um asp B ock 1
} . . . Lhknown Paraneter &SortDr in
68.180.229. 121 |[Whited Sates |147.237.76.200|eitan. aka.idf.il v ei tan. aka | df . |/ 1104- he/ @i t an. aspx None 1
) wwwv. chamat z. aka. i d ) o )
66. 249. 64. 165 Lhited Sates 147.237.77. 226 £l Lhaut hori zed URL Access to waw chanmat z. aka. i df.il/nobil e/ B ock 1
} . . . D stributed Unhaut hori zed URL Access on
173.252.120. 99 |lLited Sates [147.237.0.34 [ti kshuv.idf.il 147.237.0. 34/ si p_st or age/ fi | es/ 4/ si 2e220x0/ 1744,  pg B ock 1
156. 196. 166. 50 147.237.77.216|dover. i df . i | D stributed Lhaut hori zed URL Access on v i df.il/error. htm B ock 1
. . Doubl e URL Encodi ng - paraneter: search in
2.52.54.31 I srael 147.237.72.166 [aka. i df . i | w aka. i df . i |/ nai n/ gi yus/ pni ot handl er 1. asnx/ sear ch Bl ock !
94.187.5. 187 Lebanon 147.237.72. 166 |aka. i df . i | PHP At t enpt Bl ock 1
31.210.188.49 [Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1135-he/ atal . aspx |B ock 1
169. 229. 3. 91 Lhited Sates 147.237.77.233|atal .idf.il Mitiple Illegal Byte Code Character in Method from169.229. 3. 91 |B ock 1
131.253.25.152 |lhited Sates |147.237.77.216|dover.idf.i | D stributed Uhaut hori zed URL Access on waidf.il/error.htm Bl ock 1
: . . Unaut hori zed URL Access to
69.197.169.202 |Lhited Sates |147.237.77.216|dover.idf.il vwe i df i |/ shar ed/ user cont r ol s/ header upper/ B ock 1
. ] ] D stributed Unaut hori zed URL Access on
192. 243.55. 135 |Doni ni ca 147.237.77. 216 dover . i df . i1 wwy i df . i | / shar ed/ user cont r ol s/ header upper / Bl ock !
94.187.5. 187 Lebanon 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to waw aka. i df .i|/xmrpc. php Bl ock 1
37.237.207.53 |irag 147.237.77.216|dover.i df .i | D stributed Unaut hori zed URL Access on waw idf.il/arr/ Bl ock 1
169. 229. 3. 91 Wited Sates |147.237.77.233|atal .idf.il NULL Character in LR B ock
. . D stributed Unaut hori zed LRL Access on
79. 180. 29. 38 I srael 147.237.77.234|hal ag. i df . il 147. 237. 77. 234] i nages/ shar ed/ bul | et 1. gi f Bl ock 1
195. 154. 173. 103|France 147.237.77.216|dover.i df .i | Uhaut hori zed URL Access to www i df.il/mazi B ock 1
66. 249. 66. 25 Uited Sates |147.237.77.216|dover.idf.il Ml tipl e Unaut horized URL Access from 66. 249. 66. 25 Bl ock 1
156.197.21. 7 147.237.77.216|dover . i df . i | Untraceabl e SSL Sessions: (pen Mde None 1
109. 66. 34. 148 |l srael 147.237.72. 156 [aman. i df . i | Lht raceabl e SSL Sessi ons: (pen Mbde None 1
68.180.228. 112 |lnited Sates  |147.237.77.216|dover.idf .il D stributed Lhaut hori zed URL Access on www i df.il/error. htm B ock 1
. . . Unknown HTTP Request Met hod
169.229.3.91  |Wited Sates  [147.237.77.233atal .idf.il , BUMC[ [ #11] | 4761 KTFASI 07+ € AB° & v [ #11] ] $1 724 in LR B ock 1
156. 196. 23. 216 147.237.77. 216 |dover.i df .i | D stributed Uhaut hori zed URL Access on wawidf.il/error.htm Bl ock 1
: . . Unaut hori zed URL Access to
208.115.113.89 [Wited Sates  [147.237.77.216|dover. i df. il vow i i /1294 en/ v i o . 1/ engl i sh Bl ock 1
Unaut hori zed URL Access to
66.249.66.187 |lnited Sates  [147.237.0.34 |tikshuv.idf.il W ti kshuv. i df . i | /tenpl at es/ opr ol escat egory/ opr ol escat egory. i n. a |B ock 1
SpX
169. 229. 3. 91 Lhited Sates  [147.237.77.233|atal .idf.il Abnornal |y Long Request et hod Bl ock
5.102. 254. 63 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None
109. 67. 198. 246 | srael 147.237.72. 166 |aka. i df . i | Wnknown Parameter __W BASTATEENCRYPTED | n None 1
wn aka. i df . i1/ mai n/ sachar/ mai | box. aspx
68.180.228. 112 |lnited Sates  |147.237.77.216|dover.idf .il Unhaut hori zed URL Access to waw i df.il/aman B ock 1
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